
  

  
 

 
   

    

 

   
 

Welcome to Today’s
 
IRS Web Conference
 

Understanding the Basics
 

of the Dark Web 

Philip Yamalis 

The original live 
broadcast of this 
web conference 

included an 
interactive polling Stakeholder Liaison 
feature which is 
disabled in this 

archived version. 

Media: SBSE.SL.Web.Conference.Team@IRS.gov
 

mailto:SBSE.SL.Web.Conference.Team@IRS.gov


 Internal Revenue Service
 

Cyber Crimes
 
James Daniels
 



Surface Web v Deep Web v Dark Web 

Surface Web 
Social media sites, 

sites indexed by 
search engines 

Deep Web 
Private databases, 
forums, password 

protected sites 

.. ... 

Graphic: CNN 

Dark Web 
Only accessible via 
special software; 
intentionally hidden; 
anonymous 

Deep/Dark Web
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The anonymous 
Internet 
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Polling Question
 

What type of activities occur on the 
Dark Web? 
a) Drug sales 
b) Weapon sales 
c) Money laundering 
d) All of the above 



         

   
  

 

  

  
 

Accessing the Dark Web
 

• Requires software running on
 
computer or Tails and usb
 
– The Onion Router (Tor) is most 

popular 
– Others include:1P2 and Freenet 

• Uses encryption and
 
proxies/relays to conceal a 

user’s location and usage
 
– More than 2.5 million daily users
 

The remainder of the presentation will focus on Tor; however, the same concepts apply to the others
 



ELECTRONIC FRONTIER FOUNDATI DN 

r 
Alce, 

S 1 : Al' ce~ Tar-
d e 1111 . ob ta ins a Iii st 
of Tor node from 
a d1 ra ctory el'\lie r. 

Dave 

Ton 

Jane 

Bob 

Graphic: www .rorproJect_org 

How Tor Works
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Tor Browser
 

•	 Web browser based on Mozilla Firefox and 
pre-configured to protect your anonymity (Tor, 
scripting disabled, plugins, etc.) 

• Note: does not protect your computer from 
malware, viruses, etc. 



Congratulations. This browser is configured to use 
Tor. 

¥our IP address appears t4?: 204.B5.191.30 ;) 

Please ref,er to the Tor website for further information about using Tor safely. You are now tree to br,owse the· 
rntemet anonymously. For more information about this exit relay, see: Alfrui. 

Donate to Support Tor 

Tor Q&A Site I Vo1un1eer I IRun a Relay I Stay Anonymous 

Tor Browser
 



+ 
+ a n11ps://cl'lod(.torprofect.org '?lang-nn. us 

New Identity 
New Tor Circuit for lhis Site 

Privacy and Security Settings ... 
Tor Network .Settings ... 

Check for Tor Browser Updme· •• • 

Tor circuit for lhl a •Ile 
(~org): 

i 
Tlnlts browser 
France (37.187.3.106) 
Germany (46. 165.249.228,) 
United S1ates {204.85. 191 .30) 
lntemet 

Congratulations. This browser is configured to use 
Tor. 

Your IP addr,ess appears to be; 204.85. 1 ·911 .30 

Piease refer to the · a for iurther infoirmatfon about using Tor safely. You are inow free to browse the 
Internet anonymously. For more in1ormatfon about this ex[t relay,, see: Atlas. 

Dona1e to Support Tor 

Tor Q&A Site I Volunteer II Run a Relay I Stay A nonymous 

Tor Browser
 



 

    
 

Polling Question
 

The Dark Web can be accessed through 
which web browser? 
a) Chrome 
b) Firefox 
c) Tor 
d) Explorer 



 Searching the Dark Web
 

• Onion URL Repository 
• Uncensored Hidden Wiki
 
• notEvil 
• ParaZite 
• TorLinks 



Gr ms cocaine • 

About 14047 results for 'cocaine' (0.7093 seconds) 

Advanced Search 

s 
IMAG 
AVAILABLE 

s 
IMAGE 
AVAILABLE 

TradeRoute - Cocaine 
traderoute1lbgzt.on1on 

Enjoy the rush and feel the thri ll. Experience the euforia of the f irst lines with our purest cocaine. Wait no more 

and place your order1 

Quality cocaine O 5 gram 80 
valhallaxmn3fydu onion/products/91213 Valhalla 

High quality fishscale cocaine http valhallaxmn3fydu onion depanage products See all quantities and discounts 

of this product Cocaine O 5 gram 30 Cocaine 1 gram 47 Cocaine 2 gram 90 Cocaine 2 5 gram 116 Cocaine 3 

gram 130 Cocaine 5 gram 225 Cocaine 1 Ogram 430 drugs stimulants cocaine 

Vendor Depanage (0) Price l!I0.02128028 

Quality cocaine 10 gram 80 
valhallaxmn3fydu onion/products/91296 Valhalla 

Location Netherlands 

High quality fishscale cocaine http valhallaxmn3fydu onion depanage products See all quantities and discounts 

of this product Cocaine O 5 gram 30 Cocaine 1 gram 47 Cocaine 2 gram 90 Cocaine 2 5 gram 116 Cocaine 3 

gram 130 Cocaine 5 gram 225 Cocaine 10 gram 430 drugs stimulants cocaine 

Vendor Depanage (0) Price l!IO 30501735 Location Netherlands 

COCAINE THE COMPLETE CULTIVATION AND SYNTESIS OF 
pwoah7foa6au2pul.on1on/llst1ng.php?1d=21794 Alphabay 

ebook CONTENTS Cultivat ion 3 The coca plant 3 Peru 4 Bolivia 5 Columbia 5 Natural Enemies 5 Cocaine 

Synthesis 7 Coca Leaves to Coca Paste 7 Coca Paste to Cocaine Base 8 Cocaine Base to Cocaine 

Hydrochloride 8 An in depth view of Synthesis for precision chemistry 9 Synthesis Diagrams 12 Base Conversion 

diagram 13 Legalization 14 Safety Procedure Recommendation 16 cocaine coke coca isellpizza passman ... 

Vendor fake (2613) Price l!IO 00829055 Location Worldwide 
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a AlphaBay Market . 

It Home 

angrydragon007 

Joined May 3, 2017 
Welcome, angrydragon007. 

Trust leve 
Total sales. 
Total orders· 

~ CC AUTOSHOP 

4 Access the CC autoshop 

1B BROWSE CATEGORIES 

D Fraud 

D Drugs & Cherrncals 

D Guides & Tutorials 

D Counterfeit Items 

D Digital Products 

D Jewels & Gold 

D Weapons 

D Carded Items 

Level 1 Personal phrase: Angry Dragon 007 
USD O 00 The sentence above is here to ensure that you are on the real Alphabay Market site and not on a phishing site. 
USD0.00 

43737 

237128 

15183 

8886 

17095 

1733 

4877 

3827 

We highly recommend that you disable Javascript when viewing the marketplace for better security. 

l!!!! QUICK SEARCH 

Search: I 
Use hyphen '.' ,n front of a word to exclude 11 from the results 

f FEATURED LISTINGS 

.. 
I (l,ISJ S 10,000 U.S Dollars (CASH FOR BTC) "GENUINE" 
# 287 462 . Other • gold _2 

Buy: USD 11,000 00 

I (l,ISJ lg FENTANYL HCL '"' REAL PURE FENTANYL "" FULL ESCROW 
# 135090. Fenian~ & RCs • big,u'e33 

Buy: USD 450.00 

~JS] Heisenberg ACADEMY -> Ma~e S 15K -S40 K per mooth->VIDEO TUTORIALS 

8 Logged in as angrydragon007 (Logou 
BTC: 0.0000 / XMR: 0.0000 / 
ETH: 0.0000 

I (MS] ~ "' 'i' 14 GRAMS OF PURE FISHSCALE COCAINE I RATED THE BEST 
1252 STAMP , :i' , ESCROW 
I 330853 . Coca11e . LeftCoastlabs 

Buy: USD 698 00 

!FULL VIDEO PROOFS • THOUSANDS IN MINUTES!] ROAD TO RICHES + 

DOUBLE YOUR BITCOINS IN ONE DAY V3 IAPRIL 2017 UPDATE)· (S48050.00 
USO PROFIT IN 10 DAYS. FULL PROOF HERE! I Become a MILLIONAIRE in 2017! 
# 183848. CW & Cards. BttcoinTh,ef 

Buy: USD 730.00 

I (l,ISJ 1/4 LB P111eapple Kush · Greenhouse (TOP SHELF) 

Dark Web
 



a AlphaBay Market 
• 

~ Search Results 

@ BROWSE CATEGORIES 

D Fraud 

D Drugs & Chemicals 

D Guides & Tutorials 

D Counterfeit Items 

D Digital Products 

D Jewels & Gold 

D Weapons 

D Carded Items 

D Services 

D Other Listings 

D Software & Malware 

D Security & Hosting 

W!!. SEARCH OPTIONS 

Search terms: 

futz 

Listing type: 

J 
@All O Fixed Price O Auction 

43742 

237165 

15184 

8886 

17096 

1733 

4877 

3827 

7664 

3946 

3307 

828 

Search Results (Save Search) 

I (MS] (FE 100%] UK FULZ w VBV pw, Ace nr + sortcode etc 35$ - BEST QUALITY - FRESHLY PHISHED 

Item# 93584 -Accounts & Bank Drops / Other - BlockK1ds (4213) 

Views: 7390 / Bids: Fixed price 

Quantity left: Unl1mrted 

,.. ~ [MS] --FIDO ACCOUNT FULZz+ PIN DOB .. ACCOUNT READY TO UPGRADE-- FRESH ACCOUNT OAYLI ido ~ Item # 306665 - Personal Information & Scans / Personal Information & Scans - tictactoc (1 92) 

••-,.-~ I Views: 1966 / Bids: Fixed price 

Quantity left: Unl1m1ted 

[MS] =ROGERS ACCOUNT FULZz+ PIN DOB ... ACCOUNT READY TO UPGRADE 

) ROGER Item# 306656 - Personal Information & Scans I Personal Information & Scans - tictactoc (192) 

Views: 1064 / Bids: Fixed price 

Quantity left: Unlimited 

[FE 100%) FRESH USA FULLZ without CC 

Item# 1312 -Other/ Other - lot_oo7 (3917) 

Views: 2371 / Bids: Fixed price 

Quantity left: Unhm1ted 

8 Logged In as angrydragon007 [Logou 
BTC: 0.0000 / XMR: 0.0000 / 
ETH: 0.0000 

Buy price 
US040.00 
(OO~STC ,. 
Buy price 

USO 41.57 
1oo~a;c 

Buy price 
USD40.18 
100:.lOBTC 

Buy price 
USD 7.18 
1?004 STC, 

Dark Web
 



THIS HIDDEN SITE HAS BEEN SEIZED 
by the Federal Bureau of Investigation, 

in conjunction with the IRS Criminal Investigation Division, 
ICE Homeland Security Investigations, and the Drug Enforcement Administration, 

in accordance with a seizure warrant obtained by the 
United States Attorney's Office for the Southern District of New York 

and issued pursuant to 18 U.S.C. § 983{j) by the 
United States District Court for the Southern District of New York 
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Polling Question
 

What is the name of a Dark Net Market? 
a) Amazon 
b) Google 
c) Alphabay 
d) Ethereum 
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onteland Sec ri nvestigati 
Cyber Crintes Center 

Im.migration and Custoins Enforc~ .. ""' 
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Ransomware
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WannaCry
 



What Happened o y CoD11poter? 
Your impo::rtanlt files ~ elll.CJYPt:eil-
M.any ofy,our do-euments, photos. vi!deos. databa.5es: and other flies: a.re no longer 
.a.cc~sslble because they ha,.,e be-en e:ncrypt@d.. Maybe you an, busy loold.ng for .a way to, 
-recovel!' yoncr files. buli: do not" 1.A.•aste your tirne. !Nobody cal!1i n!C'CIVer your files Vlliit:hout" 
curd ayption :rervt.ce. 

Cain I Recover My Files? 
Sure. We gu:.aran'tee th.a.Ii: you c.ao recover .ail]J y,our files safely and easily. BUit y-ou have 
not s:o enough time. 
You can dle,r;rypt 50rne ofy,our files for file· . Try now by dicking <De,crypt:>
But lfyou want: to d Cll7Pt all your flle:1t, you n~ d to piay. 
You only lb.ave, 3 days t:o sublilill: the payment.. After tha1i: the prioe- 'Will be doubled.. 
Also,.:lfyou don"ttpq in 7 days. yo1i.nvon"t:be .able toTeCOveryour ftles: forever. 
\Ve1 'l.'\l'lll ha,.'1!1 fm"i ei t1ve1nm for users wb.o .al"'8 so ~:r that the),i .cnu.ldn' ll: pay liJn 6 months. 

P aym:i.e:a't is; .a.ccepted. :iJ:J Bitco:ln onty_ !For imoire li1111!forn:i.ation, dick <About blttoin> 
Please check ·the cunnent price of Bi.t:coin ~ndl buy sol'.l'.le biit:coins_ For l'.ll.are in-formation, 
c:llek ~°",.. itO buy 'blteoln.s> . 
Andi s:end thei c.01rrect .il(a:].()Unt t.o the addres:s s:pec:ifi.edl in this Wii.imdow-. 
Afl:et' youl" payment:, dliclc. <Check P.aryirriient>_ Best tlime lli.o check: 9:00.a.In - 1. 1. :00affl 

Ransomware
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otnets & Ma lware Stampado Ransomware - FUD - CHEA?EST - ONLY $39 - ... 

Al yo r files have been encryptec 

- -

·-___ ._ ........ 
... na:.-11 ... 

Stampado Ransomware - FUD -CHEAPEST- ONLY 
$39 - FULL LIFETIME LICENSE 

--Stampado Ransomware ------------ You always 
wanted a Ransornware l)ul never wanted to pay hundreds of dollars for JI.? - This list is for 
you~ .) ---------------------- -----
Stampado is a cheap and easy to manage ransomware, developed by me and my team. It .. 

Sold by The_Rainmaker - 2 sold since JuJ 12, 2016 

Product class 

C11antity left 

Ends in1 

Features 

Dfgftal goods 

Unlimited 

Neve,r 

Default - 1 days - USD +0.00 I item 

Purcha e price: lJSD 39.00 

Orl·gin c.,ountry 
Ships to 

Payment 

Trust Level 5 

features 

Wor'ldwlde 

Worldwide 

Escrow 

V 
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Polling Question 
What do hackers use to encrypt 
files and force someone to pay to 
have them unencrypted? 
a) Miners 
b) Hackware 
c) Ransomware 
d) Ransom Code 



 

 Q & A Session
 

Philip Yamalis
 

Stakeholder Liaison
 

and
 

James Daniels 
Program Manager – Cyber Crimes 

IRS – Criminal Investigation 



 

     

  

    

Most Important Points 

• Surface web has only around 5% of the 
data stored on the internet 

• Special software like the Tor browser is 
used to access the dark web 

• Don’t click on links from unknown people 
or email addresses 



Thank You!
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