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(U) Preface 

(U) Title III of the Foreign Intelligence Surveillance 
Act Amendments Act of 2008 required the Inspectors General 
(IGs) of the elements of the Intelligence Community that 
participated in the President's Surveillance Program (PSP) to 
conduct a comprehensive review of the Program. The IGs of 
the Department of Justice (DoJ), the Department of Defense 
(DoD), the Central Intelligence Agency (CIA), the National 
Security Agency (NSA), and the Office of the Director of 
National Intelligence (ODNI) participated in the review 
required under the Act. The Act required the IGs to submit a 
comprehensive report on the review to the Senate Select 
Committee on Intelligence, the Senate Committee on the 
Judiciary, the House Permanent Select Committee on 
Intelligence, and the House Committee on the Judiciary. 

(U) Because many aspects of the PSP remain classified, 
and in order to provide the Congressional committees the 
complete results of our review, we have prepared this 
classified report on the PSP. The report is in three 
volumes: 

o Volume I summarizes the collective results of the 
IGs' review. 

o Volume II contains the indivi~ual reports prepared 
and issued by the DoD, CIA, NSA, and ODNI IGs. 

o Volume III contains the report prepared and issued 
by the DoJ IG. 

(U) The unclassified report on the PSP required by 
Title III has been provided to the Congressional committees 
in a separately bound volume. 

Unclassified When Separated 
From Attachment 
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(U) The Pll'esidlentas Surveillance Program 

(U) INTRODUCTION 

-{fS/./SJII.OC!NB) In response to the terrorist attacks of 11 September 2001, on 
4 October 2001, President George W. Bush issued a Top Secret authorization to the 
Secretary of Defense directing that the signals intelligence (SIGINT) capabilities of the 
National Security Agency (NSA) be used to detect and prevent further attacks in the 
United States. The Presidential Authorization stated that an extraordinary emergency 
existed permitting the use of electronic surveillance within the. United States for 
counterterrorism purposes, without a court order, under certain circumstances. For more 
than five years, the Presidential Authorization was renewed at 30- to 60-day intervals to 
authorize the highly classified NSA surveillance program, which is referred to throughout 
this report as the President's Surveillance Program (PSP). t 

(TS//SY/OC,'N'F) Under the Presidential Authorizations, the NSA intercepted the 
content of international telephone and Internet communications of both U.S. and non-U.S. 
persons. In addition, the NSA collected telephone and Internet metadata
communications signaling iofonnation showing contacts between and among telephone 
numbers and Internet communications addresses, but not including the contents of the 
communications. 

The content and metadata iniormation was 
analyzed by the NSA, working with other members of the Intelligence Community (IC), to 
generate intelligence reports. These reports were sent to the Federal Bureau of 
Investigation (FBI), the Central Intelligence Agency (CIA), and other intelligence 
organizations. 

(U) The scope of collection permitted under the Presidential Authorizations varied 
over time. In stages between July 2004 and January 2007, NSA ceased PSP collection 
activities under Presidential authorization and resumed them under four separate court 
orders issued in accordance with the Foreign Intelligence Surveillance Act of 1978 as 
amended (FISA),2 

(U) Scope of the Review 

(U) Title III of the Foreign Intelligence Surveillance Act Amendments Act of 2008 
(FISA Amendments Act)- signed into law on 10 July 2008-required the inspectors 

l (S/A~ The cover tenn NSA uses to protect the President's Surveillance Program is STELLAR WIND. 
2 (U) UaJess otherwise indicated, references lo FISA in this report are to the sta1ute as it existed prior to being 
amended in 2008. 
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general of the elements of the IC that participated in the PSP to conduct a comprehensive 
review of the program} The Act required that the review examine: 

(A) all of the facts necessary to describe the establishment, 
implementation, product, and use of the product of the Program; 

(B) access to legal reviews of the Program and access to information 
about the Program; 

(C) communications with, and participation of, individuals and entities 
in the private sector related to the Program; 

(D) interaction with the Foreign Intelligence Surveillance Court and 
transition to comt orders related to the Program; and 

(E) any other matters identified by any such Inspector General that 
would enable that Inspector General to complete a review of the 
Program, with respect to such Department or element. 

(U) The Inspectors General (IGs) of the Department of Defense (DoD), the Department 
of Justice (DoJ), the CIA, the NSA, and the Office of the Director of National Intelligence 
(ODNI) conducted the review required under the Act. This report summarizes the collective 
results of the !Gs' review. Conclusions and recommendations in this report that are attributed 
to a particular IG should be understood to represent that !G's opinion. Individual reports 
detail the results of each IG's review and are annexes to this report. All of the reports have 
been classified in accordance with the program's classification guide, which was revised 
during our review and re-issued on 21 January 2009. 

(U) Title .Ill of the FISA Amendments Act also required that the report of any 
investigation of matters relating to the PSP conducted by the DoJ, Office of Professional 
Responsibility (OPR) be provided to the DoJ IG, and that the findings and conclusions of 
such investigation be included in the DoJ !G's review. OPR intends to review whether any 
standards of professional conduct were violated in the preparation of the first series of legal 
memorandums supporting the PSP. OPR bas not yet completed its review or provided its 
findings and conclusions to the DoJ IG. 

(U) Methodology 

(U) During the course of this review, the participating IGs conducted approximately 
200 interviews. Among the individuals we interviewed were: fonner White House Counsel 
and Attorney General Alberto R. Gonzales; former Deputy Attorney General 
James B. Corney; FBI Director Robert S. Mueller, ill; former Secretary of Defense 

3 (U) The President's Surveillance Program is defined in the Act as the intelligence activity involving 
communications that was authorized by the President during the period begiMing on 11 September 200 I and 
ending on 17 January 2007, including the program referred to by the President in a radio address on 
17 December 2005 (commonly known as the Terrorist Surveillance Program). 
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Donald H. Rumsfeld; former NSA Director, Principal Deputy Director of National 
Intelligence, and CIA Director Michael V. Hayden; fonner Director of Central Inte11igence 
(DCI) and CIA Director Porter J. Goss; NSA Director Lieutenant General 
KeithB. Alexander; former Directors ofNational Intelligence JohnD. Negropon.te and 
J. M~ McConnell; and fonner National Counterterrorism Center (NCTC) Director 
John 0. Brennan. Certain other persons who had significant involvement in the PSP either 
declined or did not respond to our requests for an interview, including former Deputy 
Secretary of Defense Paul D. Wolfowitz; former Chief of Staff to President Bush 
Andrew H. Card; David S. Addington, fonner Counsel to Vice President Richard B. Cheney; 
former Attorney General J obn D. Ashcroft; former Deputy Assistant Attorney General 
John Yoo; and former DCI George J. Tenet. 

· rviewed former NSA as well as leadership. 
within the NS · e · Directorate SID . We 

-omtheC 
-; senior FBI Coul'lterterrorism Division officials; FBI spec1a agents 

and intelligence analysts; senior officials from DoJ1s Criminal and National Security 
Divisions; and current and former senior NCTC officials. We also interviewed DoJ officials 
and office of general counsel officials from the participating organizations who were 
involved in legal reviews of the PSP and/or had access to the memorandums supporting the 
legality of the PSP. 

(S/flW) We examined thousands of electronic and hardcopy doc;:uments, including the 
Presidential Authorizations, te1Torist threat assessments, legal memorandums, applicable 
regulations and policies, briefings, reports, correspondence, and notes. We obtained access 
to an FBI database of PSP-derived leads that had been disseminated to FBI field offices. 
We used the database to confirm information obtained through interviews and to assist in our 
analysis of FBI investigations that utilized PSP infonnation. We evaluated the justifications 
included in the requests for information (RFis) submitted by the CIA to the NSA to 
detennine whether they were in accordance with program guidelines. Reports of prior 
reviews and investigations of the PSP conducted by the NSA IG were also utilized in our 
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(U} INCEPTION OF THE PRESIDENTS 
SURVEILLANCE PROGRAM 

(U) National Security Agency Counterterrorism 
Efforts Prior to 11 September 2001 

(CifNF) For more than a decade before the te1TOrist attacks of 11 September 2001, 
NSA was applying its SIGINT capabilities against terrorist targets in response to IC 
requirements.' The NSA, SID, Counterterrorism (CT) Product Line led these efforts. NSA 
was authorized by Executive Order (E.O.) 12333, United States Intelligence Activities, 
4 December 1981, as amended, to collect, process, and disseminate SIGINT information 
for foreign intelligence and counterintelligence purposes in accordance with DCI guidance 
and to support the com.Juel of military operations under the guidance of the Secretary of 
Defense. rt is the policy of U.S. Government entities that conduct SIGINT activities that 
they will collect, retain, and disseminate only foreign communications. In September 
2001, NSA's compliance procedures defined foreign communications BB communications 
having at least one communicant outside the United States, communications entirely 
among foreign powers, or communications bet\veen a foreign power and officers or 
employees of a foreign power. AH other communications were considered domestic 
communications. NSA was not authorized under E.O. 12333 to collect communications 
from a wire in the United States without a cowt order unless the communications 
originated and tenninated outside the United States or met applicable exceptions to tbe 
requirement of a court order under FISA. 

(U) FISA, 50 U.S.C. § 1801, et seq., was enacted in 1978 to nprovide legislative 
authorization and regulation for all electronic surveillance conducted within the United 
States for foreign intelligence purposes.11 FISA authorizes the Federal Government to 
engage in electronic surveillance and physical searches, to use pen register and trap and 
trace devices, and to obtain business records to acquire foreign intelligence infonnation by 
targeting foreign powers and agents of foreign powers inside the United States.4 As a 
general rule, the FISC must first approve an application for a warrant before the 
government may initiate electronic surveillance. 

(8{,'SJ//NF) Prior to the PSP, NSA authority to intercept foreign communications 
included the Director, NSA's authority to approve the targeting of communications with 
one communicant within the United States if technical devices could be employed to limit 
collection to c · · I I · US l · d 
United States, 

4 (U) The term "pen register" is defined in 18 U.S.C. § 3127 as a device or process which records or decodes 
dialing, routing, addressing, or signaLing information transmitted by an instrument or facility from which a wire or 
electronic communication is transmitted, provided, however, that such infonnation shall not include the contents 
of any communication. The term "trap and trace device" is defined in 18 U.S.C. § 3127 es a device or process 
which captures the incoming electronic or other impulses which identify the originating number or other dialing, 
routing, addressing, and signaling information reasonably likely to identify the source of a wire or electronic 
communication, provided, however, that such information shall not include the contents of any communication. 
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J If technical devices could not be us to - t 
collection, the collection reqmred approval by the Attorney General. The Director, NSA 
could exercise this authority, except when the collection was otherwise regulated, for 
example, under PISA for communications collected from a wire in the United States. 

(U) NSA Initially Used Existing Authorities to 
Enhance Signals Intelligence {SIGINT) Collection 
After the September 2001 Terrorist Attacks 

..... ii.,,(, ... TSI/SII/NF) On 14 September 2001, NSA Director H -·---~--. E 0. 12333 

Hayden's 14 September 2001 approval memoran um sta e a e purpos 
targeting was to facilitate "dialing analysis/contact chaining,"5 NSA Office of General 
Counsel (OGC) personnel concurred with the proposed activity, but provided a 
handwritten note to Hayden stating that chaining was permitted only on foreign numbe.rs 

o U.S. number could be chained without a court order. CoIIection of the content 
was not addressed in the memorandum. However, other 

documentation indicates that NSA OGC and SID personnel understood that Hayden also 
bad approved content collection and analysis. NSA OGC personnel told us that Hayden's 
action was a lawful exercise of his authority under E.O. 12333. In addition, acco~ to 
N A's De u General Counsel, Hayden had deci 26 S tember 2001 tha-

would be presumed to be of foreign intelligence value an cou e provided 
to the FBI. Hayden told us that his actions were a ''tactical decision" and that he was 
operating in a unique environment because it was widely believed that more terrorist 
attacks on U.S. soil were imminent. 

(S/,NF} In late September, Hayden informed Tenet that he had expanded SIGINT 
operations under E.O. 12333 authority. According to Hayden, Tenet later said that he had 
explained the NSA's expanded SIGINT operations to Vice President Cheney during a 
meeting at the White House. On 2 October 2001, Hayden briefed the House Permanent 
Select Committee on Intelligence on his decision to expand operations under E.O. 12333 
and informed members of the Senate Select Committee on Intelligence by telephone. 

s 

targeted ent1 ties. 

/; .. 
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(U) NSA ElCplored Options to Improve 
SIGINT Collection and Address 
Intelligence Gaps on Terrorist Targets 

(S//NF) Hayden did not attend the meeting at the White House at which Tenet 
explained the NSA's expanded SIGINT operations to the Vice President. According to 
Hayden, Tenet told him that du.ring the meeting the Vice President asked if the IC was 
doing everything possible to prevent another attack. The Vice President specifically asked 
Tenet if NSA could do more. Tenet then discussed the matter wjth Hayden. Hayden told 
Tenet that nothing more could be done within existing authorities. In a follow-up 
telephone conversation, Tenet asked Hayden what the NSA could do if it was provided 
additional authorities. To formulate a response, Hayden met with NSA personnel, who 
were already working to fill intelligence gaps, to idcmliiy additional authorities to support 
SIG INT collection activities that would be operationally useful and technica11y feasible. In 
particular, discussions focused on how NSA might bridge the "international gap," i.e., 
collection of international communications in which one communicant was within the 
United States. 

(U) In the days immediately after 11 September 2001, the House Permanent Select 
Committee on Intelligence asked NSA for technical assistance in drafting a proposal to 
amend FISA to give the President authority to conduct electronic surveillance without a 
court order to obtain foreign intelligence infonnation. On 20 September 2001, the NSA 
General Cotmsel wrote to White House Counsel Gonzales asking if the proposed 
amendment to FISA had merit. We found no record of a response to the NSA General 
Counsel's writing and could not determine why the proposal to amendFISA was not 
pursued at that time. 

(U) Hayden said that, in his professional judgment, NSA could not address the 
intelligence gap using PISA. The process for obtaining FISC orders was slow; it involved 
extensive coordination and separate legal and policy reviews by several agencies, 
Althougq FISA's emergency authorization provision permitted 72 hours of surveillance 
before obtaining a court order, it did n_ot allo\l{ the government.to undf'rt*e.surveillance 
immediately. Rather, the Attorney General had to ·ensure that emergency surveillance 
would satis the standards articulated tn FISA and be acce table to the FISC. 
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(U) lmpedli:nents to SIGINT Collection 
Against Terrorist Targets Were Discussed 
With the White House 

(Sf/NF) Hayden recalled that, after consulting with NSA personnel, he discussed with 
the White House how PISA constrained NSA collection of communications carried on a 
wire in the United States. Hayden explained that NSA could not collect from a wire in the 
United States, without a court order, content or metadata from communications that 
originated and/or terminated in the United States. Hayden also said that communications 
metadata do not have the same level of constitutional protection as the content of 
communications and that access to metadata concerning communications having one end 
in the United States would significantly enhance NSA's analytic capabilities. Hayden 
suggested that the ability to collect communications that originated or terminated in the 
United States without a court order would increase NSA's speed and agility. After two 
additional meetings with Vice President Cheney to discuss further how NSA collection 
capabilities could be expanded along the lines described at the White House meeting, the 
Vice President told Hayden to work out a solution with Counsel to the Vice President 
David Addington. 

(U) Authorization of the 
President's Surveillance Program 

~TS/fSI//NF) According to Hayden, Addington drafted the first Presidential 
Authorization of the PSP. Hayden characterized himself as the "subject matter expert,,, 
and he said that no other NSA personnel, including the General Counsel, participated in 
drafting the authorization. Hayden also said that DoJ personnel had not been involved in 
his discussions with Addington concerning Presidential authorization of the PSP. The PSP 
came into existence on 4 October 2001, when President Bush signed the Presidential 
Authorization drafted by Addington. The authorization was entitled: Pre,sidential 
Autho1izationfor Specified Electronic Surveillance Activities during a Limited Period to 
Defect and Prevent Acts of Terrorism within the United States. Between 4 October 2001 
and 8 December 2006, President Bush signed 43 authorizations, exclusive of modifications 
and other program-related memoranda to the Secretary of Defense. 

(U) SlGINT Activities Authorized Under the Program 

~~~~f./W,+Hf-ff.,,tN+.4- The 4 October 2001 Presidential Authorization directed the 

1 
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(TSh'STLW//SYlOCINF The first Presidential Authorizatio a w 
intercept the content o 
any communication, inc u mg t ose to, from, or exclusively within the United States, 
where probable cause existed to believe one of the communicants was engaged in 
international terrorism. The authorization also allowed the NSA to acquire telephony and 
Internet metadata where one end of the communication was outside the United States or 
neither communicant was known to be a U.S. citizen. For telephone calls, metadata 
generally referred to "dialing-type information" (the originating and terminating telephone 
numbers, and the date, time, and duration of the call), but not the content of the call. For 
Internet communications, metadata generally referred to the "t " 

(TS/lSTLWNSI//OCIJlW) The Secretary of Defense directed NSA, in writing, on 
8 October 2001 to execute the authorization to conduct specified electronic surveillance on 
targets related to international te · .6 Because the surveillance was 
conducted in the United States, included communications into or out of the 
United States, and a subset of these communications was to or from persons in the United 
States, the surveillance otherwise would have required a FISC order. NSA was also 
allowed to retain, process, analyze, and disseminate intelligence from communications 
acquired under the Presidential Authorization. 

(TSIJSTLW/,lSYK>C/NF) In addition to allowing the interception of the content of 
communications into or out of the United States, paragraph (a)(ii) of the first Presidential 
Authorization allowed NSA to intercept the content of purely domestic communications. 
Hayden told us he did not realize this until Addington specifically raised the subject during 
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a meeting to discuss renewing the authorization. According to Hayden, he told Addington 
that NSA would not collect domestic communications because NSA is a foreign 
intelligence agency, its infrastructure did not support domestic collection, and he would 
require such a high evidentiary standard to justify intercepting purely domestic 
communication that such cases might just as well go to the FISC. 

(U) Content of the Presidential Authorizations 
and Department of Justice Certification 
as to Form and Legal)ty 

ES/INF) Each of the Presidential Authorizations included a finding to the effect that 
terrorist groups of global reach possessed the intent and capability to attack the United 
Statesi that an extraordinary emergency continued to exist, and that these circumstances 
constituted an urgent and compelling governmental interest permitting electronic 
surveillance within the United States for counterte1wrism purposes, without judicial 
warrants or court orders. The primary authorities cited for the legality of the electronic 
surveillance and related activities were Article II of the Constitution and the 

Authorization for Use of Military Force Joint Resolution (AUMF). 

The President also 
noted liis intention to inform appropriate members of the Senate and the House of 
Representatives of the program "as soon as I judge that it can be done consistently with 
national defense needs." 

(S/2':t'W) Ashcroft certified the first Presidential Auth01ization as to "form and 
Jegality11 on 4 October 2001. According to NSA records, this was the same day that 
Ashcroft was read into the PSP. There was no legal requirement that the P,esidential 
Authorizations of the PSP be certified by the Attorney General or other DoJ officials. 
Former senior DoJ official Patrick F. Philbin told us he thought one purpose of the 
certificatio ·ve e ro am a sense oflegitimacy so that it not "look like a rogue 

Principal Deputy and Acting Assistant Attorney General Steven . ra ury o us at 
the DoJ certifications served as official confirmation that DoJ had detennmed that the 
activities carried out under the program were lawful. 

(S,l/NF) Gonzales told us that approval of the program as to fonn and legality was not 
required as a matter of law, but he believed that it "added value" to the Presidential 
Authorization for three reasons. First, NSA was being asked to do something it had not 
done before, and it was important to assure the NSA that the Attorney General had 

g 
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ird, for' purely po 1trcal considerations," the Attorney General's approval of 
the program would have value "prospectively" in the event of Congressional or inspector 
general reviews of the program. 

(U) The Presidential Authorizations were issued at intervals of approximately 3 0 to 
60 days. Bradbury said that the main reason for periodically reauthorizing the program 
was to ensure that the Presidential Authorizations were reviewed frequently to assess the 
program's value and effectiveness. As the period for each Presidential Authorization drew 
to a close, the DCI prepared a threat assessment memorandum for the President describing 
the current state of potential terrorist threats to the United States. 

(U) The Threat Assessment Memorandums 
Supporting Presidential Authorization of the Program 

fS//NF) From October 2001 to May 2003, the CIA prepared the threat assessment 
memorandums that supported Presidential authorization and periodic reauthorization of the 
PSP. The memorandums documented the current threat to the U.S. homeland and to U.S. 
interests abroad from al-Qa'ida and affiliated terrorist organizations. The first threat 
assessment memorandum-The Continuing Near-Term Threat from Usama Bin Ladin
was signed by the DCI on 4 October 200 l. 7 Subsequent threat assessment memorandums 
were prepared every 30 to 60 days to correspond with the President's reauthorizations. 

(SHl-W) The DCI Chief of Staff, John H. Moseman, was the CIA focal point for 
prepann According to Moseman, he directed the 
CIA, to prepare objective appraisals of the 
current terrorise threat, focusing prim.il on threats to the homeland, and to document 
those appraisals in a memorandum. analysts drew upon all sources of intelligence in 
preparing their threat assessments. Each of the memorandums focused primarily on the 
current threat situation and did not routinely provide information concerning previously 
reported threats or an assessment of the PS P's utility in addressing previously reported 
threats. 

(8/RW) After. completed its portion of the memorandums~ Moseman added a 
paragraph at the end of the memorandums stating that the individuals and organizations 
involved in globa1 terrorism (and discussed in the memorandums) possessed the capability 
and intention to undertake further terrorist attacks within the United States. Moseman 
recalled that the paragraph was provided to him initially by either Gonzales or Addington. 
The paragraph recommended that the President authorize the Secretary of Defense to 
employ within the United States the capabilities ofDoD, including but not limited to 
NSA 's SIG INT capabilities, to collect foreign intelligence by electronic surveillance. The 
paragraph described the types of communication and data that would be collected and the 

7 (U) The title of the threat assessment memorandums was changed to The Global War Again.st Terrorism in 
June 2002. 
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circumstances under which they could be collected. The draft threat assessment 

-

randums were reviewed by CJA Office of General Counsel attorneys assigned to 
and CIA Acting General Counsel (Principal Deputy General Counsel). John fl. Rizzo. 

Rizzo told us that the draft memorandums were generally sufficient, but there were 
occasions when, based on his experience with previous memorandums, he thought that 
draft memorandums contained insufficient threat infonnation or did not present a 
com.lling case for reauthorization of the PSP. In such instances, Rizzo would request 
tha provide adrutional available threat information or make revisions to the draft 
memorandums. 

(SI/NF) The threat assessment memorandums were then signed by the DCI and 
forwarded to the Secretary of Defense to be co~signed. Tenet signed most of the threat 
memorandums prepared during his tenure as DCI. There were no occasions when the DCI 
or Acting DCI withheld their signature from the threat assessment memorandums. TI1e 
threat assessment memorandu!Ds were reviewed by DoJ's OLC to assess whether there was 
11a sufficient factual basis demonstrating a threat of terrorist attacks in the United States for 
it to continue to be reasonable under the standards of the Fourth Amendment for the 
President to [continue] to authorize the warrantless searches involved" in the program. 
OLC then advised the Attorney General whether the constitutional standard of 
reasonableness had been met and whether the Presidential Authorization could be certified 
as to fonn and legality. After review and approval as to form and legality by the Attorney 
General, the threat assessment memorandums were delivered to the White House to be 
attached to the PSP reauthodzation memorandums signed by the President. 

(S.'~W) Riiiiibility for drafting the threat assessment memorandums was 
transferred front1111111to the newly~established Terrorist Threat Integration Center in May 
2003. This responsibility was retained by TTIC's successor organization, NCTC. The 
DCI continued to sign the threat assessment memorandums through 15 April 2005. 
Subsequent memorandums were signed by the Director ofNationaI Intelligence or his 
designee. 

(U) Early Revisions to the Presidential Authorizations 

(TSI/.BTLW//SY./.OC/NP) On 2 November 2001~ with the first authorization set to 
expir~ President Bush signed a second Presidential Authorizat~on of the PSP. The second 
authorization cited the same authorities in support of the President's actions, principally the 
Article II Commander-in-Chief powers and the AUMF. The second authorization also 
cited the same findings of a threat assessment concerning the magn~ 

· d the likelihood of their occurrence in the future. -
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(U) DoJ Office of Legal Counsel Memorandums 
Supporting Legality of the Program 

(8#NF) OLC Deputy Assistant Attorney General John Yoo was responsible for 
drafting the first series oflegal memorandums supporting the PSP. Yoo was the only OLC 
official read into the PSP from the program's inception until he leftDoJ in May 2003. 
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During Yoo's tenure at DoJ, he was one of only three DoJ officials read into the PS:P. The 
other two were Ashcroft and Baker. OLC Assistant Attorney General Jay S. Bybee, Yoo 1 s 
direct supervisor, was never read into the program. 

(SIINF)- Before the President authorized the PSP on 4 0ctober 2001, Yoo had 
prepared a memorandum evaluating the legality of a hypothetical electronic surveillance 
program within the United States to monitor communications of potential terrorists. His 
memorandum, dated 17 September 2001, was addressed to Deputy White House Counsel 
Timothy E. Flanigan and was entitled Constitutional Standards on Random Electronic I 
Surveillance for Counter-Terrorism Purposes. Yoo ed a ore extensive version of the 

dum dated4 October 2001, for Gonzales. 
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iS/1}~ The first OLC memorandum explicitly addressing the legality of PSP was 
not drafted until after the program had been formally authorized by the President and after 
Ashcroft had certified the program as to form and legality. The first OLC opinion directly 
supporting the legality of the PSP was dated 2 November 2001, and was drafted by Yoo. 
Yoo acknowledged at the outset of his 2 November memorandum that 11 (b ]ecause of the 
highly sensitive nature of this subject and the time pressures involved, this memorandum 
has not undergone the usual editing and review process for opinions that issue from our 

)I 

(SNNF) Yoo acknowledged in his 2 N overil.ber 2001 memorandum that the first 
Presidential Authorization was "in tension with FISA." Yoo stated that FISA "purports to 
be the exclusive statutory means for conducting electronic surveillance for foreign 
intelligence." But Yoo then opined that 11 

[ s Juch a reading of FISA would be an 
unconstitutional infringement on the President's Article U authorities." Citing advice of 
OLC andDoJs position as presented to Congress during passage of the USA PATRIOT 
Actseveral weeks earlier, Yoo characterized PISA as merely providing a "safe harbor for 
electronic surveillance," adding that it "cannot restrict the President's ability to engage in 
warrantless searches that protect the national security." 

(Si'fNF) Regarding whether the activities conducted under the PSP could be 
conducted under FISA, Yoo described the same potential impediments that he had cited in 
his 4 October memorandum. Noting that the Presidential Authorization could be viewed as 
a violation of FISA's civil and criminal sanctions in 50 U.S.C. §§ 1809~10, Yoo opined that 
in this regard FISA represented an unconstitutional infringement on the President's 
Article II powers. According to Yoo, the ultimate test of whether the government may 
engage in warrantless electronic surveillance activities is whether such conduct is 
consistent with the Fourth Amendment, not whether it meets the standards ofFJSA. 

TOP S~CRETl!Sll'lPl//COMiNT#ORCON/NOfORN 
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(S//MF) Yoo wrote that reading FISA to restrict the President's inherent authority to 
conduct foreign intelligence surveillance would raise· grave constitutional questions which, 
under the doctrine of constitutional avoidance would require resolving the issue in a 
manner that reserves the President's 

"[U]nless Congress made a clear statement in J:i 1:SA 
that it sought to restrict presidential authority to conduct warrantless searches in the 
national security area:-which it has not-then the statute must be construed to avoid such 
a reading.'' 

(T£IJSil.OO') YQo's 2 November 2001 memorandum dismissed Fourth .Amendment 
concerns to the extent that the authorjzed collection involved non-U.S. persons outside the 
United States. Regarding those aspects of the program that involved interception of the 
international communications of U.S. persons within the United States, Yoo asserted that 
Fourth Amendment jurisprudence allowed for searches of persons crossing U.S. 
international borders and that interceptions of communications into or out of the United 
States fell within the "border crossing exceptioa.11 Yoo further opined that electronic 
surveillance in "direct support of military operations11 did not trigger constitutional 
protection against illegal searches and seizµres, in part because the Fourth Amendment is 
primarily aimed at curbing law enforcement abuses. Finally, Yoo wrote that the electronic 
surveillance described in the Presidential Authorizations was "reasonable" under the 
Fourth Amendment and therefore did not require a warrant, i.e., in this situation the 

overnment's national security interest outweighed the individual's privacy interest. 
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(TSIISI/11-W) In October 2002, atAshcroft1s request, Yoo drafted another opinion 
concerning the PSP. The memorandum, dated 11 October 2002, reiterated the same basic 
anal sis as Yoo's 2 o e 001 m o · · · 

{U) IMPLEMENTATION OF THE 
PRESIDENT'S SURVEILLANCE PROGRAM 

{U) NSA Implementation 

(6//NF) On 4 October 2001, Hayden received the initial Presidential Authorization of 
the PSP and briefed the NSA SIGINT Director and other ke NSA erso 
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(TS.'Jsl~l~li;) :relephona and Internet 
Communications Content Collection and Anarysis 

ffS//SI/INF) Content collection and analysis wider the PSP was conducted in the 
same manner as collection and analysis conducted previously by the NSA under 
E.O. 12333 authority. NSA management applied standard minimization and specially 
designed procedures to task domestic selectors such as telephone numbers and e-mail 
addresses. Selectors had to meet two criteria before being tasked under the PSP: the 
purpose of the collection had to be to prevent and detect terrorist attacks in the United 
States; and the selector had to be linked to al- a'i an associate or international 
terrorism. 

(TSHSI/fNF) NSA collection managers were responsible for ensuring that telephony 
and Internet communications selectors were appropriately added or removed from 
collection. Content collection for domestic selectors was sometimes approved for specific 
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time periods. Data collected under the PSP were stored in compartmented NSA databases, 
and access to the databases was strictly controlled. 

('fSffSYfOffiW) The majority of targets for content collection under the PSP were 
fore~phone numbers and Internet communications addresses. In 2008, NSA reported 
that-foreign telephone numbers and in excess otlllllforeign Internet 
communications addresses had been targeted from October 2001 ~h December 2006. 
NSA reported in 2008 tha-domestic telephone numbers and-domestic Internet 
communications addresses were targeted for PSP content collection from October 2001 to 
January 2007. Although targeted domestic telephone numbers and Internet 
communications addresses were located in the United States, they were not necessarily 
used by U.S. citizens. 

(SJ/NF) PSP program officials told us that the NSA did not seek to collect domestic 
communications under the PSP. However, NSA managers said that there are no readily 
available technical means within th to guarantee that no 
domestic calls will be collected. issues of this kind inevitably arise from time to time in 
other SIGil'ITierations, and are not unique to the PSP. Over the life of the program, the 
NSA reported incidents of unintentional collection of domestic communications or 
non-targeted comm.W1ications. In such cases, the NSA IG determined that personnel 
fo1Iowed established procedures in reporting the incidents, adjusting collection, and 
purging unauthorized collection records from NSA databases. 

(TS/tSI/tNF) NSA analysis of content collected under the PSP involved the same 
practices and techniques used in analyzing information from other SIGINT operations. 
Telephone content was made available to NSA analys~ through a voice processing system; 
Internet communications content was available from the database in which it was stored. 
Analysis involved more than listening to, or reading the content of, a communication and 
transcribing and disseminating a transcript. Analysis also involved coordinating and 
collaborating with other IC analysts, applying previous knowledge of the target, and 
integrating other relevant intelligence. 

• • cu • • • r= • "E":POe Tl 111111r n"'11 PdTIIA lllP.!AtJ {N AF='AR N 

• I 

19 



APPROVED FOR PUBLIC RELEASE 

TOP SfCR!ETHSTLW//COM~!NITHORCON,'NOFO~N 

(TS!i'Sli'JNF} =refephony and Internet 
Metadata Collection and Analysis 

personne use meta a a to pertonn contact c ainmg. 
ough the NSA had the capability to collect bulk telephony and Internet meta data 

before the PSP, collection was limited because the NSA was not authorized to collect 
metadata from a wire inside the United States without a court order when one end of the 
communication was in the United States. NSA could 11chain11 to, but not through, domestic 
selectors. Access to large amounts of meta data is required for effective contact chaining, 
and the PSP increased the data available to NSA analysts and allowed them to perform 
mure thorough contact chaining. 

(T~U,'-SWOC~.f.F) Although NSA an~lysts could search bulk-collected metadata under 
the PSP, the analysts1 searches were limited to targets that were approved under the 
standards set forth in the Presidential Authorizations. As such, only a small fraction of the 
metadata collected under the P SP was ever accessed. In August 2006, the NSA estimated 
that 0.000025 percent of the telephone records in the P SP database ( or one of every 
four million records) could be expected to be seen by NSA analysts through chaining 
analysis. 

-++i!tl+i>nH:N:t<-t-NSA analysts conduct contact chaining by entering a target selector-a 
telephone number or Internet communication address-irl a specialized metadata analysis 
tool, which searches the metadata and identifies contacts between the selector and other 
telephone numbers or Internet communications addresses. The resultin contact his 
anal zed for intelli ence and to develo · v .. .,·no:i 

oug e Presidential Authorizations did not piEihlbit chaining. more: -
· ·· · · than two degrees of separation from the target, NSA analysts detennJned that it was not 

analytically useful to do so. 

(TS#.Sfm.W) An automated process was created to alert and automatically chain new 
and potentially reportable telephone numbers using what was called an "alert list." 
Telephone numbers O t . <IHr,,,.,.,.,,,.,· . . ' 

look for contacts. 

TOP SECRETJISTlWHCOMINTHORCONINOFORN 
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(TS//SI/~W) When NSA personnel identified erroneous metadata collection-usually 
caused by technical problems or inappropriate application of the.authorization-they were 
directed to report the violation or incident thrdugh appropriate ch,annels and to delete the 
collection froin all NSA databases. NSA reported three such violations early in the 
program and took measures to correct them. · 

{U} NSA Reporting From the 
President's Surveillance Program 

(FSIISIIIOCfNF) PSP information was disseminated ~types of reports: 
" · "which_p · is 

secure communications network. Some tippers contained "tear line" information that 
allowed for wider distribution of a sanitized · n of the information. From October . . 

211 
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(U) NSA Managerial Structure and Oversight 
of the President's Surveillance Program 

(S/fNF) Analysis and reporting associated with the PSP was conducted within SID at 
NSA'sFort Meade, Maryland headquarters. PSP activities were not conducted at NSA 
field sites. The Director and Deputy Director ofNSA exercised senior operational conh"ol 
and authority over the program. The individual who was SIGINT Director in 2001 told us 
that, aside from ensuring that the PSP had appropriate checks and balances, she left direct 
management of the program to the NSA Director, the Deputy Director, and the Office of 
General Counsel. She noted that Hayden took personal responsibility for the program and 
managed it carefully. 

(SI/NF) By 2004, specific managerial authorities concerning PSP collection, analysis. 
and reporting activities had been delegated to the SIGINT Director. The SIGINT Director 
furtl1er delegated managerial authority to the PSP program manager and mission execution 
responsibilities to the Chief of the CT Product Line. The PSP program manager position 
was restructured to provide the incumbent authority and responsibility for oversight of P SP 

TOP SECRETHSTLWNGOMINTNORGONINOFORN 
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activity across SID, and the PSP pro gram manager was provided additional staff. Over the 
life of the program, there were five PSP program managers, who reported directly to the 
SIGINT Director or the Chief of the CT Product Line. 

(U) NSA PSP Costs From FY 2002 through FY 2006 
(dollars tn thousands, personnel costs not Included) 

(U) NSA Management Controls to Ensure 
Compliance With Presidential Authorizations 

(SI/NF) NSA management took steps to pro 
compliance with the Presidential Authorizations. 
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ESl~JF) The NSA General Counsel was read into the PSP on 4 October 2001, the day 
the first Presidential Authorization was signed. On 6 October 2001, the General Counsel 
provided Hayden and his deputy talking points for use in briefing NSA personnel on the 
new program's authorities. The talking points included the fact that Hayden had directed 
the NSA General Counsel and the NSA Associate General Counsel for Operations to 
review and oversee PSP activities. The NSA Associate General Counsel for Operations 
provided most of the program oversight before the NSA IG was read into the PSP in 
August 2002. The Associate General Counsel for Operations oversaw program 
implementation, reviewed proposed target packages for compliance with the 
authorizations, and coordinated program-related issues with DoJ. 

(U) NSA Inspector General Oversight 
of the Program 

E£l~W) The NSA IG and other NSA Office of Inspector General personnel were read 
into the PSP beginning in August 2002. Over the life of the program, the NSA IG 
conducted: 

o Three investigations in response to specific incidents and violations of the 
Presidential Authorizations to determine the cause, effect, and remedy. 

G Ten reviews to detennine the adequacy of management controls to ensure 
compliance with the authorization and related authorities, assess the 
mitigation of risk associated with program activities, and identify 
impediments to meeting the requirements of the authorizations. 

(TS/JSWNF) ~en of the NSA IG reports included a total 04lrecommendations to 
NSA management to strengthen internal contra ls and procedures over the PSP. The NSA 
IG identified no intentional misuse of the P SP. Significant findings from NSA IG reviews 
of the PSP include the following: 

e In 2005, the NSA IG foun~errors when comparing records of domestic 
telephone and communications selectors approved for PSP content 
collection with selectors actually on collection. The errors included 
selectors that were not removed from collection after being detasked, 
selectors that were not put on collection when approved, and selectors that 
were mistakenly put on collection due to typographical errors. NSA 
rpanagement took steps to correct the errors and establish procedures to 
reconcile approved selectors with selectors actually on collection. 

o During a 2006 review, the NSA IG found that all items in a randomly 
selected sample of domestic selectors met Presidential Authorization 
criteria. Using a statisticaHy valid sampling methodology, the IG 
concluded with 95 percent confidence that 95 percent or more of domestic 
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selectors tasked for PSP content collection were linked to al-Qa'ida, its . 
associates, Of international terrorist threats inside the United States. 

(SI/NF:) In addition to NSA IG repNt recommendations, in March 2003, the NSA IG 
recommended to Hayden that he lort violations of the Presidential Authorizations to the 
President. The NSA IG prepared Presidential notifications for the NSA Director 
concerning violations of the authorizations. 

(SlfNfj Beginning in January ~007, violations involving collection activities 
conducted under PSP authority as well as violations related to fonner PSP activities that 
were operating under FISA authority were reported quarterly to the President's Intelligence 
Oversight Board, through the Assistant to the Secretary of Defense for Intelligence 
Oversight. 

All related collection recor s were purged om a a ases m 
2004; therefore, it was not possible to determine the exact nature and extent of the 
collection. NSA OIG will close out this incident in its upcoming report to the President's 
Intelligence Oversight Board. 

(TS//Sb'/MF) On 15 January 2009, the DoJ reported to the FISC that the NSA had 
been using an "alert list" to compare PISA-authorized metadata against telephone numbers 
associated with counterterrorism targets tasked by the NSA for SIGINT collection. The 
NSA had reported to the FISC that the alert list consisted of telephone numbers for which 
NSA I1ad detem1ined the existence of a reasonable~ a · e numbers 
were related to a terrorist organization associated wi 
In fact, such a determination had not been made for the majority of the selectors on the 
alert list. The NSA IG reported this incident to the President's Intelligence Oversight 
Board, and has provided updates as required. The alert list and a detailed.NSA 60-day 
review of processes related to the business records FISC order were the subject of several 
recent submissions to the FISC and ofNSA briefings to the Congressional oversight 
committees. 

(U) Access to the President's SurveiUance Program 
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(U) PSP Cumulative Clearance Totals 
(a:i of 17 January 2007) 

(S/l}W) Knowledge of the PSP was strictly controlled and limited at the express 
direction of the White House. Hayden eventually delegated his PSP clearance approval 
authority for NSA, FBI, and CIA operational personnel to the NSA PSP program manager. 
Hayden was required to obtain approval from the White House to clear members of 
Congress, FISC Judges, the NSA {G, and others. 

(S//NF) The NSA IG was not read into the PSP until August 2002. According to 
the NSA General Counsel at the time, the President would not allow the IG to be briefed 
prior to that date. Although Hayden did not rec al L why the [G had not been cleared 
earlier, he thought that it would have been inappropriate to clear him when the length of 
the program was µnknovm and before operations had stabilized. By August 2002, 
Hayden and the NSA General Counsel wanted to institutionalize PSP oversight with the 
involvement of the NSA IG. Hayden recalled having to "make a case11 to the White 
House to have the NSA IG read in. The ODNI IG found that ODNI oversight of the PSP 
was limited by ODNI oversight personnel not being provided timely access to the 
program. 

(U) Congressional Briefings on the Program 

(TS//SV/Mfl) On 25 October 2001, Hayden conducted a briefing on the PSP for the 
Chainnan and the Ranking Member of the House Permanent Select Committee on 
Intelligence, Nancy P. Pelosi and Porter J. Goss; and the Chairman and the Vice Chairman 
of the Senate Select Committee on Intelligence (SSC!), D. Robert Graham and 
Richard C. Shelby. Between 25 October 2001 and 17 January 2007, Hayden and current 
NSA Director Alexander, sometimes supported by other NSA personnel, conducted 
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49 briefings to members of Congress and their staff. Hayden told us that during the many 
PSP briefings to members of Congress, no one ever suggested that the NSA should stop the 
program. Hayden emphasized that he did more than just "flip through slides" during the 
briefings, which lasted as long as attendees had questions. 

(U) Foreign lntelllgence Surveillance Court 
Briefings on the Program 

(TS/.lSI/to~lF) On 31 January 2002, the FISC Presiding Judge Royce Lamberth 
became the first member of the couft to be read into the PSP. He was briefed on the 
pro the hea'd of DoJ' s Office of Intelligence Policy and Review 

Lamberth's briefing was conductec1 at Ute uoJ ann was 
y s cro ueller, Yoo, and Baker. 

(TSl/-8fli1Offil'F) Ashcroft provided Lamberth a brief summary of the President's 
decision to create the PSP, and Ashcroft stated that he had determined, based upon the 
advice of John Yoo, an attorney in DoJ' s Office of Legal Counsel (OLC); that the 
President's actions were lawful under the Constitution. Ashcroft also emphasized to 
Lamberth that the FISC was not being asked to approve the program. Following 
Ashcroft's summary, Hayden described for Lamberth how the program functioned 
operationally, Yoo discussed lega] aspects of the program, and Baker proposed procedures 
for handling international terrorism FISA applications that contained PSP-derived 
information. For the next four months, until the end of his term in May 2002, Lamberth 
was the only FISC judge read into the PSP. 

(TSlfSYIOC/NF) Judge Colleen Kollar-Kotelly succ~eded Lamberth as the FISC 
Presiding Judge and was briefed 011 the PSP on 17 May 2002. The briefmg was similar in 
form and substance to that provided to Lamberth. In response to several questions from 
Kolfar-Kotelly about the scope of the President's authority to conduct warrantless 
surveillance, DoJ prepared a letter to Kollar-Kotelly, signed by Y Qo, that, according to 
Kollar-Kotelly, "set out a broad overview of the legal authority for conducting [the PSPJ, 
but did not analyze the specifics of the [PSP] program." The letter, which Kollar-Kotelly 
reviewed at the White House but was not pennitted to retain, essentially replicated Yoo 's 
2 November 2001 memorandum regarding the legality of the :PSP. Kollar-Kotelly was the 
only sitting FISC judge read into the PSP until January 2006, when the other FISC judges 
were read in. 

(TS/ISII/-O~W) Baker was read into the PSP only after he came upon "sttange, 
unattnouted" language in · · t the existence of a 

As note , even am e 
his successor, Kollar-Kotelly, were rea in. The DoJ IG believes that not having OIPR 
officials and members of the FISC read into the PSP, while program-derived information 
was being disseminated as investigative leads to the FBI and finding its way into FISA 
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applications, put at risk the DoJ's important relationship with the FISC. The DoJ IG agrees 
with Baker's assessment that, as the government's representative before the FISC, good 
relations between the DoJ and the FISC depend on candor and transparency. 

(U) FBI Participation in the 
President's Surveillance Program 

(TS/ISII/MF) As a user of PSP-derived information, the FBI disseminated leads
tippers-to FBI field offices. Tippers primarily consisted i;,f domestic telephone numbers 
and Internet communications addresses that NSA analysts ,had determined through 
metadata analysis were connected to individuals involved with al-Qa'ida or its affiliates. 
Domestic telephone numbers represented the ovenvhelming majority of PSP-derived 
infonnation contained in tippers. Tippers also provided information derived from content 
collection under the PSP. 

(TS//SI//NF) TI1e FBI's principal objective during the earliest months of the PSP was 
to disseminate program information to FBI field offices for investigation while protecting 
the source of the infonnation and the methods used to collect it. The FBI initially assigned 
responsibility for this to its Telephone Analysis Unit (TAU), which developed procedures 
to disseminate inform~eports in a non-compartmented, Secret-level 
format. The resultin-Electronic Communications (ECs) included 
restrictions on how the information could be used, i.e., FBI field offices were to use the 
information "for lead purposes only'' and not use the information in legal or judicial 
proceedings. 

(S//N:P) The FBI's participation in the PSP evolved over time as the program became 
less a temporary response to the September 11 attacks and more a permanent surveillance 
capability ... o im rove the effective-·· ation in the program, the FBI 
initiated th project in to manage its involvement in the 
PSP. In February-ZOO , e FBI assigne a team of FBI personnel-11Team 1011- to work 
fuJI-time at the NSA to manage the FBI's participation in the program. 

(T~eam !O's primary responsibility was to disseminatePSP information 
through-ECs to FBI field offices for investigation or other purposes. However, 
over time, Team 10 began to participate in the PSP in other ways. For example, Team 1 O 
occasionally submitted te1ep11one numbers and Internet communications addresses to the 
NSA to be searched against the bulk metadata collected under the PSP. The NSA 
conducted independent analysis to determine whether telephone numbers or Internet 
communications addresses submitted by Team 10 met the standards established by the 
Presidential Authorizations. Team 10 also regularly contributed to NSA's PSP process by 
reviewing draft reports a.J)d providing relevant information from FBI databases. 

I ·u Ji:·• (Sf/NF) FBI fie .. e not required to investigate every tipper 
by Team 10 under th _ project. Rather, the type of lead that the 
EC assigned- "action," "discretionary," or "for information"-drove the field office's 
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response to a tipper. 9 The vast rnaj-· vestigative activity related to PSP 
information involved responding to _ . . _ _ _ telephone number tippers that assigned 
action leads. Team 10 generally assigned action leads for telephone numbers that were not 
already known to the FBI or telephone numbers that Team 10 otherwise deemed a high 
priority, such as a number that had a re~ a major FBI inves~om 
approximatel~ when~was established, to--action 
leads instructed field offices to obtain subscriber information for the telephone numbers 
within its jurisdiction and to conduct any 11logical investigation to determine terrorist 
connections.11 Some agents complained that action leads Jacked guidance about how to 
make use of the tippers, which was of particular concern because agents were not confident 
that-communications provided sufficient predication to open national security 
investigations. · 

~es to FBI procedures in 2003 addressed some FBI agents' 
concerns.-FBI Headquarters assumed responsibility from field offices 
for issuing national security letters ~SLs) to obtain subscriber information about PSP-

•

. d telephone numbers and Internet communications addresses. 
the Attorney General issued new guidelines for FBI national security investigations 

that created a new category of investigative activity called a 11threat assessment." Under a 
threat assessment, FBI agents are authorized to investigate or collect infonnation on 
individuals, groups, and organizations of possible investigati opening a 
preliminary or full national security investigation. Beginnin action leads 
assigned b~ metadata tippers instructed field offices to cond~ct threat 
assessments~ that FBI headquarters would issue NSLs to obtain subscriber 
information. 

(SI/NF) In general, an FBI threat assessment involved searching several FBI, public, 
and commercial databases for information about the tipped telephone number, and 
requesting that various state and local government entities conduct similar searches. 
Sometimes these searches identified the subscriber to the telephone number before FBI 
Headquarters obtained the information with anNSL. In other cases, the threat assessments. 
continued after the field office received the NSL results. 

(S/fNf) Th~leads frequently were closed after conducting a threat 
assessment interview with the subscriber and determining that there was no nexus to 
terrorism or threat to national security. In other cases, the leads were closed based solely 
on the results of database checks. 

(SI/NF) Beginning FBI field offices were required to report the 
results of their threat assessments to FBI headquarters. FBI field offices typically reported 
all of the information that was obtained about the tipped telephone numbers, including the 
details of any subscriber interviews, and then stated that the office had determined that the 

9 €Blh~ An action lead instructs an FBI field office to take a particular action in response. A discretionary lead 
allows the field office to make a determination whether the information provided warrants investigative action. A 
field office is not expected to take any specific action on a for information lead. 
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telephone number did not have a nexus to terrorism and considered the lead closed. Much 
less frequently, field offices reported that a preliminary investigation was opened. 
Regardless of whether any links to international terrorism were identified in a threat 
assessment, the results of the threat assessments and the information that was collected 
about ~ubscribers generally were reported to FBI headquarters and uploaded to FBI 
databases. 

(U) CIA Participation in the 
President's Surveillance Program 
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(U) NCTC Participation in the 
President's Surveillance Program 

(TS/18I//l'W) The ODNI IG found that the ODNI's primary role in the PSP was the 
preparation of the threat assessments that swnmarized the al-Qa1ida threat to the United 
States and were used to support periodic reauthorization of the program. The ODNI IG 
found that the threat assessments were drafted by experienced NCTC personnel who 
prepared the documents in a memorandum style following an established DoJ format. The 
ODNI IG also determined that the ODNI threat assessments were prepared using 
evaluated intelligence information chosen from a wide -variety ofIC sources. ODNI 
personnel said thaf during the period when the ODNI prepared the threat assessments, the 
IC had access to fully evaluated intelligence that readily supported an assessment that 
al-Qa'ida remained a significant threat to the United States. 

(SI/NF) The NCTC analysts said that they handle NSA surveillance information, 
including PSP information, consistent with the standard rules and procedures for handling 
NSA intelligence information including minimization of U.S. person identities. On those 
occasions when the NCTC analysts knew that a particular NSA intelligence product was 
derived from the PSP, the analysts told us they reviewed program information in the same 
manner as other incoming NSA intelligence products. If appropriate, NCTC analysts then 
incorporated the PSP infonnation into analytical products being prepared for the Director 
of National Intelligence (DNI) and other senior intelligence officials. They identified the 
Preaident1s Terrorism Threat Report and the Senior Executive Terrorism Report as 
examples of the types of finished intelligence products that would, at times, contain PSP 
information. 
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(U) The President's Surveillance Program 
and the Foreign Intelligence Surveillance Court 

(TS!ISY/NF) DoJ, initially with the FISC1s concurrence and later at the court's 
direction. developed and implemented procedures- referred to as "scrubbing" 
procedures-to account for and make the court aware of instances when PSP-derived 
information was included in FISA applications. Lamberth required that all FISA 
applications that contained PSP-derived infonnation, or that would result in simultaneous 
collection against particular targets under both the PSP and a FISC order. be filed with him 
only. Baker told us that Lamberth wanted to be informed of applications that contained 
PSP information and of dual coverage situations. According to Baker, the scrubbing 
procedures were a means of meeting ltis ethical duty of candor to the FISC without 
disclosing the existence of the PSP to uncleared judges. 

(TS/,1SI/i'NF) DoJ effectuated the scrubbing procedures by compiling lists of 
information contained in initial and renewal FISA applications that was attributed to the 
NSA and of all facilities targeted for electronic surveillance in the applications. These lists 
were sent to the NSA to determine whether any of the NS A-attributed infonnation was 
PSP-derived and whether any of the facilities also were targeted under the PSP. The NSA 
commW1icated the results back to DoJ, which then filed the applications with the FISC 
consistent with the scrubbing procedures. 

(TS/JSYfNF) Kollar-Kotelly continued the procedures that had been developed by 
Baker and agreed to by Lamberth for handling FISA applications that contained PSP
derived information. However, Koliar-Kotelly required DoJ to excise from FISA 
applications any infonnation obtained or derived from the PSP. But Kollar-Kotelly also 
instructed Baker to alert her to any instances where an application's basis for the requisite 
probable cause showing under FISA was weakened by excising PSP information. In such 
cases, Kollar-Kotelly would then assess the application with the knowledge that additional 
relevant information had been excised. 

(TSf/Sb'/OCfflF) Kollar-Kotelly also instructed DoJ to discontinue the practice 
o ed under Lamberth of includin in a lications a descriptive phras associated with 

as a means o m01cat1ng mac 1ac11mes e · pltcatlons were 
a so targe un er the PSP. Baker told us that while Kollar-Kotelly understood that 
instances of dual coverage would occur, she did not want to appear to judicially sanction 
PSP coverage. 

(TSIISYl!i~) In March 2004, Kollar-Kotelly was informed of operational changes 
made to the PSP following a dispute between DoJ and the White House about the legal 
b~is for certain aspects of the program. Kollar-Kotelly responded by imposing an 
additional scrubbing requirement to further ensure, to the extent possible, that PSP-deri.ved 
infonnation was not included in PISA applications. The FBI, in coordinatioIJ with DoJ and 
NSA, was to determine whether a facility included in a FISA application-not just a 
targeted telephone number or Internet communication address-also appeared in a PSP 
report. Kollar-Kotelly pennitted any such facility to remain in the application if it' could be 
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demonstrated that the FBI had developed, independent of the PSP, an investigative interest 
in the facility, or that the FBI inevitably would have identified the facility it1 question 
through normal investigative steps. An O1PR official who was responsible for discussing 
such cases with Kollar-Kotelly told us that the judge generally accepted DoJ's assessment 
that there was a non-PSP investigative basis for a facility in question, or that the facility 
inevitably would have been discovered even in the absence of PSP-derived leads to the 
FBI. 

(S/INFj Impleipenting the scrubbing procedures, both under Lamberth and Kollar
Kotelly, was a complicated and time-consuming endeavor for OIPR staff. Baker, who 
until March 2004 was the only individual in OIPR read into the PSP, found himself having 
to ask OIPR attorneys to compile information about their cases, and sometimes to make 
changes to their FISA applications, without being able to provide an explanation other than 
that he had spoken to the Attorney General and the FISC about the siruation. Baker 
regularly told attorneys that they did not have to sign applications that they were not 
comfortable with, and, in some instances, international terrorism cases had to be reassigned 
for this reason. 

(SlfNF) The situation was further complicated by the fact that, until August 2003, 
only one of the Mo DoJ officials authorized by statute to approve FISA applications
Attorney General Ashcroft and Deputy Attorney General Larry Thompson-was read into 
the PSP. Thompson, who served as Deputy Attorney General from May 2001 to August 
2003, was never read into the PSP. despite Asbcroft's request to the White House. 

(TS/fSf/1 Similarly, Kollar-Kotelly, who byNovember2004 was handling 
approximate) percent of all FISA applications as a result of her requirement that 
scrubbed applicatmns be filed with her only, made unsuccessful requests for additional 
FISC judges to be cleared forthe program. Kollar-Kotelly decided in November 2004 that 
in view of the scrubbing procedures that were in operation, international terrorism FISA 
applications could be decided by other judges based on the information contained in the 
applications. 

ffS!/SI/~IF) DoJ, together with the FBI and the NSA, continue to apply the 
scrubbing procedures to international terrorism FISA applications. Since January 2006, 
all members of the FISC have been briefed on the PSP and all of the judges handle 
applications th.at involve the issue of PSP-derived information. Although compliance with 
the scrubbing procedures bas been burdensome, we did not find instances when the 
government was unable to obtain FISA surveillance coverage on a target because of the 
requirement. However, the DoJ IG concluded that once the PSP began to affect the 
functioning of the FISA process, OIPR and theFISC effectively became part of the PSP.,.s 
operations, and more OIPR staff and FISC judges should have been read ·into the PSP to 
address the impact. fn.stead, access to the PSP was limited for years to a single OIPR 
official and one FISC judge. 
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(U) Discovery Issues Associated With 
the President's Surveillance Program 

(TS//STLW//SY/O~W) uoJ was aware as early as.that information collected 
under the PSP could have imp_lications for DoJ's litigation responsibilities under Rule 16 of 
the Federal Rules of Criminal Procedure andBrac;(y v. Mary, 

· the discove issue was first assi ed to Yoo · 

(S.ltw.F) No DoJ attorneys with terrorism prosecution responsibilities were read into 
the PSP until mid~2004, and as a result, DoJ did not have access to the advice of attorneys 
who were best equipped to identify and examine discovery issues associated with the PSP. 
The DoJ IG believes that, since th s to res ond 

responses to the discovery motions mvolve tne use otthe Class1ttea.1nronnanon 
Procedures Act, 18 U.S. C. App. 3, to file ex parte in ~amera leadin s with federal courts 
to describe otentiall res onsive PSP-derived infonnation. 

the DoJ IG recommends that DoJ assess its discovery ob 1gations regarding P81'
derived information in international terrorism prosecutions, carefully consider whether it 
must re-examine past cases to see whether potentially discoverable but undisclosed 
Rule 16 or Brac;(y material was collected by the NSA, and take appropriate steps to ensure 
that it has complied with its discovery obligations in such cases. The DoJ IG also 
recommends that DoJ, in coordination with the NSA, implement a procedure to identify 
PSP-derived information that may be associated with international terrorism cases 
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currently pending or likely to be brought in the future and evaluate whether such 
infom1ation should be disclosed in light of the government's discovery obligations under 
Rule 16 and Brady. 

(U) LEGAL REASSESSMENT OF THE 
PRESIDENT'S SURVEILLANCE PROGRAM (2003 - 2004) 

(TSNSIIINF) Yoo was the sole OLC attorney who advised Ashcroft and White House 
officials on the PSP from the program's inception in October 2001 through Yoo's 
resignation from DoJ in May 2003. Upon Yoo' s departure, Patrick Philbin was selected by 
the White House to be read into the PSP to assume Yoo's role as adv-isor to the Attorney 
General concerning the program. 

(TS#Sil~HZ) Philbin told us that when he reviewed Yoo's legal memorandums about 
the PSP, he realized that Yoo had omitted from his analysis any reference to the FISA 
provision allowing the interception of electronic communications without a warrant for a 
period of 15 days following a Congressional declaration of war. (See 50 U.S.C. § 1811.) 
Philbin stated that Yoo's OLC opinions were premised on the assumption that FISA did 
not expressly apply to wartime operations, an assumption that :from Philbin,s perspective 

II 
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(Sf~) In August 2003, Philbin told Ashcroft that there were pro bl ems wit the legal 
analysis supporting the P SP but probably not with the conclusions reached, and he 
therefore advised Ashcroft to continue to certify the program "as to form and legality!' 
Philbin also recommended th~t a new OLC memorandum assessing the legality of the PSP' 
be drafted, and with Ashcroft's concurrence he began drafting the memorandum. 

(U) A New Legal Basis for the Program Is Adopted 

(Sll}W) Goldsmith was sworn in as the Assistant Attorney General for OLC on 
6 October 2003, replacing Bybee, who had.left that position several months earlier to serve 
as a judge on the U.S. Court of Appeals for the Ninth Circuit Philbin told us that he 
pressed hard to have Goldsmith read into the PSP, and that Addington told Philbin he 
would have to justify the request before Addington would talce it to the President for a 
decision. Addington subsequently read Goldsmith into the program on 
17 November 2003. 

(TS//SL'/.NF) After reviewing Yoo's memorandums and Philbin's new draft analysis 
of the PSP, Goldsmith a eed with Philbin 's concerns about the existing legal analysis 

ortin the ro aro 
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d that the NSA's interception o~---
did not comply with FISA 's requirement to obtain 

judicial authorization, and did not fall within any of the exceptions to this requirement. 
Goldsmith later wrotk in a 6 May 2004 legal memorandum reassessing the legality of the 
program that a proper analysis of the PSP "must not consider f!SA in isolation" but rather 
must consider whether Congress, by authorizing the use of military force against al-Q1.1'ida, 
also "effectively exempts" such surveillance from FISA. Goldsmith believed that this 
reading of the AUiv.IF was c01Tect because the AUMF authorized the President to use "all 
necessary and appropriate force" against the enemy that attacked the United States on 
11 September 2001, and to "prevent any future acts of international terrorism against the 
United States" by such enemy-authority that bas long been recognized to include the use 
of SIG INT as a military tool. Alternatively, Goldsmith reasoned that even if the AUl\llF 
did not exempt surveillance under the program from the restrictions imposed by FISA, the 
question was sufficiently ambiguous to warrant the application of the doctrine of 
constitutional avoidance, and therefore should be construed not to rohibit the activi .11 
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fFSf/Sf//NF) In late 2003, Philbin and Goldsmith were the only two DoJ officials in a 
position to brief the Attorney General and White House officials on the status of their legal 
reassessment and its potential ramifications for the operation of the program. Goldsmith 
advised Ashcroft that, despite concerns about the program, Ashcroft should certify the 
9 December 2003 Presidential Authoriz.ation. Goldsmith later advised Ashcroft to certify 
the 14 January 2004 authorization as well. Goldsmith told us that he made these 
recommendations to Ashcroft with the caveat that although he believed.Yoo's 
memorandums to be flawed. Goldsmith had not yet concluded that the program itself was 
illegal. 

(U) Department of Justice Officials Convey 
Concerns About the Program fo the White House 

(TS/-1.S~iP)- In December 2003, Goldsmith and Philbin met with Addington and 
Gonzales at the White House to express their growing concerns about the legal 
underpinnings for the program. Goldsmith said he told them that OLC was not sure the 
program could survive in its current form. According to Goldsmith's contemporaneous 
notes of these events, these discussions did not contemplate an interruption of the program, 
although the White House officials represented that they would "agree to pull the plug" if 
the problems with the program were found to be sufficiently serious. Goldsmith told us 
that the White House-typically through Addington-told him "several times" that it 
would halt the program if DoJ fom1d that it could not be legally supported. 

(TSf/SJl~W) On 18 December 2003, Goldsmith met again with Addington and 
Gonzales and wrote in his notes that during this meeting he conveyed with "more force" 
his "serious doubts and the need to get more help to resolve the issue [ as soon as 
possible]." Goldsmith told us that during this meeting he also asked to have Deputy 
Attorney General Corney read into the program. According to Goldsmith's notes, 
Addington and Gonzales "bristle[ d]" at that suggestion. Goldsmith told us that he 
requested that Corney be read in because he believed he would need Corney's assistance to 
help "make the case" to the White House that the program was Jegally flawed. In addition, 
he said he wanted Corney read in because, as the Deputy Attorney General, Corney was 
Philbin's direct supervisor. 

(TSIISYIN.F) Goldsmith's efforts to gain the White House's permission to have 
additional attorneys, and especially Comey, read into the program continued through 
January 2004. According to Goldsmith's notes, both Addington and Gonzales pressed 
Goldsmith oa. his reason for the request and continued to express doubt that additional DoJ 
pe_rsonnel were needed. However, in late January 2004 the White House agreed to allow 
Camey to be read in, and Corney was briefed into the PSP on 12 March 2004 by Hayden. 
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(S//NF) After his briefing, Corney discussed the program with Goldsmith, Philbin, 
and other DoJ officials, and agreed that the concerns with Yoo's legal analysis were well
founded.12 Corney told us that of particular concern to him and Goldsmith was the notion 
that Yoo !s legal analysis entailed ignoring an act of Congress, and doing so without full 
Congressional notification. 

(TSfiSI/INP) Corney told us that in earl e at DoJ a that "we 
can get there" with regard to 
legal analysis 
wouldre uir 

(U) Conflict Between the Department of Justice 
and the White House Over the Program 

(U) Corney told us that he met with Ashcroft for Iwich on 4 March 2004 to discuss 
the PSP, and that Ashcroft agreed with Corney and the other DoJ officials' assessment of 
the potential legal problems with the program. Three hours after their lunch meeting, 
Ashcroft became ill and was admitted to the George Washington University Hospital,13 On 
5 March 2004, Goldsmith advised Camey by memorandum that under the circumstances of 
Ashcroft's medical condition and hospitalization, a "clear basis" existed for Corney to 
exercise the authorities of the Attorney General allowed by law as Deputy Attorney 
General or Acting Attorney General. The "cc" line of Goldsmith's memorandum to 
Corney indicated that a copy of the memorandum was sent to Go02.ales. 

(TBlfSil~W) On 5 March 2004-six days before the Presidential Authorization then 
in effect was set to expire-Goldsmith and Philbin met with A · 
the White Hou 

s pnor C opinions "c re e program.'' 
Philbin told us that Gonzales was not requesting a new opinion that the program itself was 
legal, but only a fetter stating that the prior opinions had concluded that it was. 

12 (TS//Sli'K)CfNF) The otfler officials included Counsel for fntelligence Policy Baker, Counselor to the Attorney 
General Levin, and Comey's Chief of Staff Chuck Rosenberg. Both Levin and Rosenberg had been read into the 
PSP while at the FBI. Camey also discussed DoJ's concerns Bbout the legality of the program with FBI Director 
Mueller on I March 2004. Mueller told us that this was the first time he had been made aware of Dols concerns. 
13 (U) Ashcroft's doctors did not clear Ashcroft to resume his duties as Attorney General until 3 I March 2004. 
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(FSIISY~W) As a result of Gonzales's request, Goldsmi~ Philbin, and Corney re
examined Yoo 's memorandums with a view toward determining whether they adequately 
described the actual collection activities of the NSA under the Presidential Authorizations. 
They concluded that the memorandums did not. According to Goldsmith, the conclusion 
th t Yo 's memorandums failed to accurately describe, 1et alone provide a legal analysis 
of meant that OLC could not tell the White House that the 
program cou con ue WI uthority of those legal memorandums. 

(TSIISY/NF) On 6 March 2004, Goldsmith and Philbin, with Corney's concurrence, 
'te House to meet with Addington and Gonzales their conclusions 

ccor mg o o m1 n , 
Addington and Gonzales "reacted calmly and said they would get back with us." On 
Sunday, 7 March 2004, G -.1ldsmith and Philbin met again with Addington and Gonzales at 
the White House. According to Goldsmith, the White House officials informed Goldsmith 
and Philbin that they disagreed with their interpretation ofYoo's memorandums and on the 
need to change the scope of the NSA's collection under the PSP. 

iS//Mf) On 9 March 2004, Gonzales called Goldsmith to the White House in an effort 
to persuade him that his criticisms ofYoo's memorandum e · correct and that Yoo's 

· d ufficient le al su ort for the rogram. 

After Goldsmith stated that he disagreed, Gonzales next argue or a - ay on g~ lu 

get past the expiration of the current Presidential Authorization on 11 March 2004. 
Gonzales reasoned that Ashcroft, who was stil1 hospitalized, was not in any condition to 
sign a renewal of the authorization, and that a "30-day bridge" would move the situation to 
a point where Ashcroft would be well enough to approve the program. Goldsmith told 
Gonzales he could not agree to recommend an extension because aspects of the program 
lacked legal support. 

(TSl/.8Y~1P) At noon on 9 March, another meeting was held at the White House in 
Card's office. According to Mueller's notes, Mueller, Card, Vice President Cheney, 
Deputy Director of Central Intelligence John E. McLaughlin, Hayden, Gonzales, and other 
unspecified officials were present. Corney, Goldsmith, and Philbin were not invited to this 
meeting. After a presentation on the value of the PSP by NSA and CIA officials, it was 
~ined to the group that Corney "has problems" wit
-Mueller's notes state that the Vice President suggested that 'The President may 
have to reauthorize without [the] blessing ofDoJ.'' to which Mueller responded, "I could 
have a problem with that," and that the FBI would "have to review legality of continued 
participation in the program." · 

(TSI/Sf//NF:)- A third meeting at the White House was held on 9 March, this time with 
Comey, Goldsmith, and Philbin present Gonzales told us that the meeting was held to 
make sure that Corney understood what was at stake with the program and to demonstrate 
its value, Corney said the Vice Presiden~ stressed that the program was ''critically 
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important'' and warned that Corney would risk "thousands" of lives if he did not agree to 
r e · it. Come · · e, as Acting 

ollection w 

ccor mg o omey, t e 1 e ouse o 1c1a s sat i ey cou no agree o a 
modification. · 

(SI/NF) Gonzales told us that after President Bush was advised of the results of the 
9 March meetings, he instructed the Vice President on the morning of 10 March to call a 
meeting with Congressional leaders to advise them of the impasse with DoJ. That 
afternoon, Gonzales and other White House and IC officials, including Vice President 
Cheney, Card, Hayden. McLaughlin, and Tenet, convened an "emergency meeting" with 
Congressional leaders in the White House Situation Room. The Congressional leaders i11 
attendance were Senate Majmity and Minority Leaders William H. 11Bi11" Frist and 
Thomas A. Daschle; Senate Select Committee on Intelligence Chairman Pat Roberts and 
Vice Chairman John D. Rockefeller, IV; Speaker of the House J. Dennis Hastert and House 
Minority Leader Nancy Pelosi; and House Permanent Select Committee on Intelligence 
Chair Porter Goss and Ranking Member Jane Harman. No DoJ officials were asked to be 
present at the meeting. 

""(S//Nr) Accol'ding to Gonzales's notes of the meeting, individual Congressional 
leaders expressed thoughts and concerns related to the program. Gonzales told us that the 
consensus was that the program should continue. Gonzales also said that following the 
meeting with Congressional leaders. President Bush instructed him and Card to go to the 
George Washington University Hospital to speak to Ashcroft, who was in the intensive 
care unit recovering from surgery. 

((J) .According to notes fromA.shcroft's FBI security detail. at 18:20 on 
IO March 2004, Card called the hospital and spoke with an agent in the security detail, 
advising the agent that President Bush would be calling shortly to speak with Ashcroft. 
Ashcroft's wife told the agent that Ashcroft would not accept the cal[ Ten minutes later, 
the agent called Ashcro.fe s Chief of Staff David Ayres at DoJ to request that Ayres speak 
with Card about the President's intention to call Ashcroft. The agent conveyed to Ayres 
Mrs. Asbcroft's desire that no calls be made to Ashcroft for another day or two. However, 
at 18:451 Card and the President called the hospital and, according to the agent's notes, 
"insisted on speaking [ with Attorney General Ashcroft]." According to the agent's notes, 
Mrs. Ashcroft took the call from Card and the President and was informed that Gonzales 
and Card were corning to the hospital to see Ashcroft regarding a matter involving national 
security. 

(U) At approximately 19:00, Ayres was advised that Gonzales and Card were on their 
way to the hospital. Ayres then called Corney, who at the time was being driven home by 
his security detail, and told Corney that Gonzales and Card were on their way to the 
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hospital. Corney told his driver to take him to the hospital. According to his May 2007 
testimony before the Senate Judiciary Committee, Corney then called his Chief of Staff, 
Chuck Rosenberg, and directed him to "get as many ofmy people as possible to the 
hospital immediately." Corney next called Mueller and told.hµn that Gonzales and Card 
were on their way to the hospital to see Ashcroft, and that Ashcroft was in no condition to 
receive visitors, much less make a decision about whether to recertify the PSP. According 
to Mueller's notes, Corney asked Mueller to come to the hospital to "witness [the] 
condition of-AG." Mueller told Corney he would go to the hospital right away. 

(U) Corney arrived at the hospital between 19: 10 and 19:30. Corney said he began 
speaking to Ashcroft, and that it was not clear that Ashcroft could focus and that he 
"seemed pretty bad off." Goldsmith and Philbin also had been summoned to the hospital 
and arrived within a few minutes of each other. Corney, Goldsmith, and Philbin met 
briefly in an FBI "command post" that had been set up in a room adjacent to Ashcroft' s 
room. Moments later, the cormnand post was notified that Card and Gonzales had arrived 
at the hospital and were on their way upstairs to see Ashcroft. Corney, Goldsmitl1, and 
Philbin entered Asbcroft's room and, according to Goldsmith's notes, Corney and the 
others advised Ashcroft "not to sign anything." 

(U) Ganz.ales and Card entered Ashcroft's hospital room at 19:35. Gonzales told us 
that he had with him in a manila envelope the 1 1 March 2004, Presidential Authorization 
for Ashcroft to sign. According to Philbin, Gonzales first asked Ashcroft how he was 
feeling. Ashcroft replied, "not well." Gonzales then said words to the effect, "You know, 
there's a reauthorization that has to be renewed. , .. " Gonzales told us that he may also 
have told Ashcroft that White House officials had met with Congressional leaders "to 
pursue a legislative fix." 

(TS/~8:Y/NF) Corney testified to the Senate Judiciary Committee that at this point 
Ashcroft told Gonzales and Card "in very strong terms" his objections to the PSP, which 
Corney testified Ashcroft drew from his meeting with Corney about the program a week 
earlier. Goldsmith's notes indicate that Ashcroft complained in paiticular that NSA •s 
collection activities exceeded the scope of the authorizations and the OLC memorandums. 
Corney testified that Ashcroft next stated: 

"But that doesn't matter, because l'm not the Attorney 
General. There is the Attorney General,'' and he pointed to 
me-I was just to his left. The t\vo men [Gonzales and Card] 
did not acknowledge me; they turned and walked from the 
room. 

(U) Moments after Gonzales and Card departed, Mueller arrived at the hospital. 
Mueller met briefly with Ashcroft and later wrote in his notes, "AG in chair; is feeble, 
barely articulate, clearly stressed." 
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(U) Before leaving the hospital, Corney received a call from Card. Corney testified 
that Card was very upset and demanded that Comey come to the .White House 
immediately. Corney told Card that he would meet with him, but not without a witness~ 
and that he intended that witness t9 be Solicitor General Theodore B. OJson. 

(U) Corney and the other DoJ officials left the hospital at 20: 10 and met at DoJ. They 
were joined there by Olson. During this meeting, a call came from the Vice President for 
Olson. which Olson took on a secure line in Corney's office while Corney waited outside. 
Corney told us he believes the Vice President effeitively read Olson into the program 
during that conversation: Corney and Olson then went to the White House at about 23:00 
that evening and met with Gonzales and Card. Gonzales told us that little more was 
achieved at this meeting than a general acknowledgement that a "situation" continued to 
exist because of the disagreement between DoJ and the White House regarding the 
program. 

(SI/NF) White House Counsel Certifies 
Presidential Authorization Without 
Department of Justice Concurrence 

('fS/fSTVN/iSJ#OG'Nf) On the morning of 11 March 2004, with the Presidential 
Authorization set to expire, President Bush signed a new authorization for the PSP. In a 
departure from the past practice of having the Attorney General certify the authorization as 
to fonn and legality, the 11 March authorization was certified by White House Counsel 
Gonzales. The 11 March authorization also differed markedly from prior authorizations in 
three other respects. 

(TS//STLW//BI,1/O8/MF) The first significant difference between the 11 March 2004 
Presidential Authorization and prior authorizations was the President's explicit assertion 
that the exercise of his Article II Commander-in-Chief authori 
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(TSl/SI//NF) Card informed Corney by telephone on the morning of 11 March 2004 
that the President had signed the new authorization that morning. At approximately 12:00, 
Gonzales called Goldsmith to inform him that the President, in issuing the authorization, 
had made an interpretation bf law concerning his authorities and that DoJ should not act in 
contradiction of the President's determinations. 

(TSltslJ,lW;F) Also at 12:00 on 11 March, Mueller met with Card at the White Home. 
According to Mueller's notes, Card summoned Mueller to his office to bring Mueller up
to-date on the events of the preceding 24 hours, including the briefmg of the Congressional 
leaders the prior afternoon and the President's issuance of the new authorization without 
DoJ's certification as to legality. In addition, Card told Mueller that if no "legislative fix" 
could be found by 6 May 2004, when the 11 March authorization was set to expire, the 
program would be discontinued. 

(TSIISYA'W) According to Mueller's notes, Card acknowledged to Mueller that 
President Bush had sent him and Gonzales to the hospital to seek Ashcroft's certification 
for the 11 March 2004 authorization, but that Ashcroft had said he was too ill to make the 
detennination and that Corney was the Acting Attorney General. Mueller wrote that he 
told Card that the failure to have DoJ representation at the Congressional briefing and the 
attempt to have Ashcroft certify the authorization without going through Corney "gave the 
strong perception that the [White House] was trying to do an end run around the Acting 
[Attorney General] whom they knew to have serious concerns as to the legality of portions 
of the program." Card responded that he and Gonzales were unaware at the time of the 
hospital visit that Corney was the Acting Attorney General, and that they had only been 
following the directions of the President. 

(SfflfF) Several senior DoJ and FBI officials, including Corney, Goldsmith, and 
Mueller considered resigning after the 11 March 2004 Presidential Authorization was 
signed without DoJ's concurrence. These officials cited as reasons for considering 
resignation the manner in which the White House had handled its dispute with DoJ and tl1e 
treatment of Ashcroft, among oth~r reasons. 

(SIRilF) On 12 March 2004, Mueller drafted by hand a letter stating, in part: "[A]fter 
reviewing the plain language of the FISA statute, and the order issued yesterday by the 
President ... and in the absence of further clarification of the legality of the program from 
the Attorney General, I am forced to withdraw the FBI from participation in the program. 



Further, should the President order the continuation of the FBl's participation in the 
program, and in the absence of further legal advice from the AG,~ would be constrained to 
resign as Director of the FBI." Muel1er told us he plaimed on having the letter typed and 
then tendering it, but that based on subsequent events his resignation was not necessary. 

--(TS/JSf//Nf) Mueller sent Corney a memorandum seeking guidance on bow the FBI 
should proceed in light of developments related to the Presidential Authorizations.. The 
memorandum asked whether FBI agents detailed to the NSA to work on the PSP should be 

· e e FBI should continue to receive and investi ate ti s based o~ 
and whether 

(U) On the morning of 12 March, Corney and Mueller attended the regular daily 
threat briefing with the President in the Oval Office. Corney said that, following the 
briefing, President Bush called him into the President's private study for.an "unscheduled 
meeting." Corney told the President ofDoJ's legal concerns regarding the PSP. 
According to Corney, the President's response indicated that he had not been fully 
informed of these concerns. CoI_Jley told the President that the President's staff had been 
advised of these issues "for weeks." According to Corney, the President said that he just 
needed until May 6 (the date of the next authorization), and that ifhe could not get 
Congress to fix FISA by then he would shut down the program. The President emphasized 
the importance of the program and that it "saves lives." 

(TIWSI//MP) The President next met with Mueller. According to Mueller's notes, 
Mueller told the President of his concerns regarding the FBI's continued participation in 
the program without an opinion from the Attorney General as to its legality, and that he 
was considering resigning if the FBI were directed to continue to participate without the 
concurrence of the Attorney General. The President directed Mueller to meet with Comey 
and other PSP principals to address the legal concerns so that the FBI could continue 
participating in the program "as appropriate under the law." Corney decided not to direct 
the F,!31 to cease cooperating with the NSA in conjunction with the PSP. Corney's decision 
is documented in a one-page memorandum from Goldsmith to Comey in which Goldsmith 
explained that the President, as Commander-in-Chief and ChiefExecutive with the 
constitutional duty to "take care that the laws are faithfully executed," made a 
determination that the PSP, as practiced, was lawful. Goldsmith concluded that this 
detennination was binding on the entire Executive Branch, including Camey in.his 
exercise of the powers of the Attorney General. 

(TSNSI!/MF) The same day, an interagency working group was convened to continue 
reanalyzing the legality of the PSP. In accordance with the President's directive to 
Mueller, officials from the FBI, NSA, and CIA were brought into the process, although the 
OLC maintained the lead role. On 16 March 2004, Corney drafted a memorandum to 
Gonzales setting out Comeys advice to · aardin the PSP. Come advised 

·dent ma lawfull continu 
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wrote that DoJ remained unable to 
and he advised that sue 

ongomg col ectton of raised "serious issues" about 
Congressional notification, "particularly where the legal basis for the program is the 
President's decision to assert his authority to override an otherwise applicable Act of 
Congress." 

(U) Gonzales replied by letter on the evening of 16 March. The letter stated, in part: 

Your memorandum appears to have been based on a 
misunderstanding of the President's expectations regarding 
the conduct of the Department of Justice. While the President 
was, and remains, interested in any thoughts the Department 
of Justice may have on alternative ways to achieve effectively 
the goals of the activities authorized by the Presidential 
Authorization of March 11, 2004, the President has addressed 
definitively for the Executive Branch in the Presidential 
Authorization the interpretation of the law. 

:rhe resi ent's airective was expressed in two modifications to the 11 March 2004 
Presidential Authorization. 

{TS//STL'tV/ISf//OC;'NF) On 19 March 2004, the President signed, and Gonzales 
certified as to form and legality, a modification of the 11 March 2004 Presidential 
Autboriz.ation. The modification made two significant changes to the current authorization 
and a third im octant chan e affectin all subse uent authorizations. First the 



APPROVED FOR PUBLJC RELEASE 

1'0~ ~~CR~+USTlLW,','COH\/HIM'fHOIRCO~/NOfO~W\11 

.11. 

. - I I .1 , - • • 
. .. 

■• ...... ~••· • I t - I 

!,J1 - I I I rrn ,r r . , 

ce · as to form and legality, a second mo · idential 
Au . . . . 

(S/IWF) On 6 May 2004, Goldsmith and Philbin completed an OLC legal 
memorandum assessing the legality of the PSP as it was then operating. The memorandum 
stated that the AUMF passed by Congress shortly after the attacks of 11 September 2001 
gave the President authority to use both domestically and abroad "all necessary and 
appropriate force," including SIGINT capabilities, to prevent future acts of international 
terrorism against the United States. According to the memorandum, the AUMF was 
properly read as an express authorization to conduct targeted electronic surveillance 
against al-Qa'ida and its affiliates, the entities responsible for attacking the United States, 
thereby supporting the President's directives to conduct these activities under the PSP. 
Much of the legal reasoning in the 6 May 2004 OLC memorandum was publicly released 
by DoJ in a "White Paper"-"Legal Authorities Supporting the Activities of the National 
Security Agency Described by the President"-issued on 19 January 200 6 after the content 
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collection portion of the program was revealed in The New York Times and publicly 
confinned by the President in December 2005, 

(U) Restrictions on Access io the 
President's Surveillance Program 
Impeded Department of Justice Legal Review 

(TSI/SYIOG~W) The DoJ IG found it extraordinary and inappropriate that a single 
DoJ attorney, John Yoo, was relied upon to conduct the initial legal assessment of the PSP, 
and that the lack of oversight and review ofYoo's work, which was contrary to the 
customary practice of OLC, contributed to a legal analysis of the PSP that, at a minimum, 
was factually flawed. Deficiencies in the legal memorandums became apparent once 
adclitiunal DoJ attorneys were read into the program in 2003 and those attorneys sought a 
greater understanding of the PSP's operation. The White House's strict controls over 
access to the PSP undennined DoJ' s ability to provide the President the best available 
advice about the program. The DoJ IO also concluded that the circumstances plainly 
called for additional DoJ resources to be applied to the legal review of the program, and 
that it was the Attorney General's responsibility to be aware of this need and to talce steps 
to address it. However, the DoJ OIG could not determine whether Ashcroft aggressively 
sought additional read-ins to assist with DoJ's legal review of the program prior to 2003 
because Ashcroft did not agree to be interviewed. 

(U) TRANSITION OF PRESIDENT'S SURVEILLANCE 
PROGRAM ACTIVITIES TO FOREIGN INTELLIGENCE 
SURVEILLANCE ACT AUTHORITY 

(TSHSl/.'NF) Internet Metadata Collection 
Transition to Operation Under FISA Authority 

The application package included: 

0 A proposed order authorizing the collection activity and secondary orders 
mandating carriers to cooperate. 

o A declaration by Hayden explaining the technical aspects of the proposed 
Internet metadata collection and identifying the government official 
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seeking to use the pen register and trap and trace (PR/11') devices covered 
by the application for purposes of50 U.S.C. § 1842(c)(l). 

o A declaration by Tenet describing the threat posed b~ 
-to the United States. 

o A certification from Ashcroft stating that the information likely to be 
obt_ained from the PR/IT devices was rerevant to an ongoing investigation 
to protect against international terrorism, as required by 

I 

50,U.S.C, § 1842(c). 

o A memorandum of law and fact in support of the application. 

-FR~w-AA[4f-;~l'--l The objective of the application was to secure authority under F1SA 
ulk Internet metadata 

DoJ constructed its legal argument for 
this novel use of PR/IT devLces around traditional authorities provided under PISA. (See 
50 U.S.C. § 1842(a)(l).) The government argued that the NSA's proposed collection of 
metadata met the requirements of PISA by noting that the metadata sought comported with 
the "dialing, routing, addressing, or signaling information" type of data described in 
FISA•s definitions of PR/IT devices. (See 18 U.S.C. § 3127(3) and (4).) The government 
next argued that the information likely to be obtained from the PR/TT devices was relevant 
to an ongoing investigation to protect against international terrorism, as certified by the 
Attorney General under 50 U.S.C. In su ort of this "certification of relevance" 

ovenunent stated that the FBI 

was "overwhelmingly likely" that at least one end of the transmt 
commuruca ion either originated in or was destined for locations outside the United States, 

(l'SllSII/NF) :fhe application proposed allowing 10 NSA analysts access to th.e 
database. The NSA analysts were to be briefed by NSA OGC personnel concerning the 
circumstances under which the database could be queried, and all q_ueries would have to be 
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approved by one of seven senior NSA officials. The application proposed that queries of 
the Internet metadata archive would be performed when the Internet communication 
address met the following standard: 

[B]ased on the factual and practical considerations of . 
everyday life on which reasonable and prudent persons act, 
there are facts giving rise to a reasonable articulable suspicion 
that a particular known e-mail address is associated with 

(TSJtSY/OffiW) The application and supporting documen 
intended to use the Internet metadata to develop contact chainin 
The NSA estimated that its queries of the database would generate approximately 400 tips 
to the FBI and CIA each year. Of these tips, the NSA projected that 25 percent would 
include U.S. person infonnation, amounting to leads including information on about "four 
to five U.S. persons each month." 

(TS/tSf/lNF) On 14 July 2004, Kollar-Kotelly signed a Pen Register and Trap and 
Trace Opinion and Order (PR/IT Order) based on her findings that the proposed collection 
of Internet metadata and the government's proposed controls over and dissemination of 
this infonnation satisfied the requirements ofFISA. The PR/TT Order, which granted the 
government's application in all key respects, approved for a eriod of 90 da s the 
collection within the United States ofinternet metada 

(TS{fSI//tfF) The PR/IT Order also required the government to comply with certain 
additional restrictions and procedures either adapted from or not originally proposed in the 
application, The FISC amended the government's proposed querying standard, consistent 
with 50 U.S.C. § l842(c)(2), to include the proviso that the NSA may query the database 
based on its reasonable articulable suspici · 
communication address is associated with 
"provided, however, that an 
not be regarded as associated with 
the basis of activities that are protecte y t e ITSt Amen ent to the Constitution." 
Regarding the storing, accessing, and disseminating of the Internet metadata obtained by 
the NSA, the FISC ordered that the NSA store the information in a manner that ensures it 
is not commingled with other data, and "generate a log of auditing information for each 
occasion when the informati · ccessed, to include the ... retrieval re~ 
also issued separate orders t service provider~ 
-to assist the NSA with the installation and use of the PR/IT devices and to maintJ.in 
~recy of the NSA's activities. 

TOfl SEC~IEFfN61f!LY'JHCOM~NTl10RCON/NOFORN 



APPROVED FOR PUBLIC RELEASE 

WIP> ~!EC~IET!-!SflUPJI/JCOM~!Nll'f;'ORCONf~OIFOIRN 

(TS//SYINF) Several officials told us that obtaining the PR/fT Order was seen as a 
great success, and that there was genera.I agreement that the government had secured ~II the 
authority it sought to conduct the bulk Internet metadata collection. 

(TSltSflfNF) The FISC first renewed the PR/IT Order o-and then 
rene · e uent orders at a rox.im'ately 90-day intervals. In these renewals, the 
FIS . . that it approved with the 
14 July2094 PR/IT Order. Undeithe PR/ITren~warapphcatfons, the scope of . 
<>ntI,n,,.,·. 7 .. r1• ueries. a aiust the PR/TT database remained limited to queries that concerned 

{U) Department of Justice Notices 
of Compliance Incidents 

(TSI/SLl/NF} 
with the FISC desc 

DoJ OIPR filed a Notice of Compliance Incidents 
... a . tborized collection" that had taken place following 

ffS/fSJ//NF) the FISC issued a Compliance Order stating that 
the ''NSA violated its own proposed lim.itations.11 The FISC stated · 
the duration of the violations, which extended from 14 July throug 
~e Court was reluctant to issue a renewal of the P 
-However, Kollar-Kotelly signed a Renewal Order o owing 

the NSA to continue collecting Internet metaclata under PISA on terms similar to the 
der. 
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(TS#SIHNF) Telephony Metadata Collection 
Transition to Operation Under FISA Authority 

(TSIISLl~IP) Another part of the PSP, bulk collection of telephony metadata, was 
brought under PISA authority in May 2006. As with Internet metadata, the bulk nature of 
the te1e hon metadata collection provided the NSA the ability to conduct contact chaining 

(TS/ISI/fNF) The transition of bulk telephony metadata collection from Presidential 
authority to FISA authority relied on a provision in FISA that authorized the FBI to seek an 
order from the FISC compelling the production of "any tangible things" from any business, 
organization, or entity, provided the items are for an authorized investigation to protect 
against international terrorism or clandestine intelligence activities. (See 
50 U.S.C. § 1861.) Orders under this provision are commonly referred to as "Section 21.5" 
orders in reference to Section 215 of the USA PA TRI OT Act, which amended the 
"business records" provision in Title V of FISA.18 The "tangible things" sought in this 
Section 215 application were the telephone call detail records of certain 
telecommunications service providers. 

(TS/fSJ//NF) The timing of the decision in May 2006 to seek a FISC order for the 
bulk collection of telephony metadata was driven primarily by external events. A 
16 December 2005 article in The New York Times entitled, "Bush Lets U.S. Spy on Callers 

■ )J • I ♦ 
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On 17 December 2005, in response to the article, President 
Bush publicly confirmed that he had authorized the NSA to intercept the international 
communications of people with.known links to al-Qa'ida and related terrorist 
organizations. On 19 January 2006, DoJ issued its White Paper-"Legal Authorities 
Supporting the Activities of the National Security Agency Described by the President"
that addressed in an unclassified form the legal basis for the collection activities described 
in The New York Times article and confirmed by the President. 

18 (U) Prior to the enactment of Section 215 of the USA PATRIOT Act, the FISA "business records" provisimts 
were limited to obtaining infonnation about a specific person or entity under investigation and only from common 
carriers, public accommodation facilities, physical storage facililies, and vehicle rental facilities. 
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the head of OLC at that time, the legal analysis 

o e pro m ea . ra ry 
ticipated that a USA. Today article would attract 

si cant pu lie attention w en pu 1s 1e . As anticipated, on 11 May 2006, the USA 
Today published the results of its investigation in an article entitled, "NSA Has Massive 
Database of American Phone Calls." 

ff8//S:Y/1'W) On 23 May 2006, the FBI filed wit_h the FISC a Section 215 application 
seeking authority to c e e hon metadata to assist the NSA ~g 
members or agents o in support of th~ 
-FBI investigations then pending and other IC operations. The application requested 
an order compelling certain telecommunications companies to produce (for the duration of 
the 90-day order) call detail records relating to all telephone communications maintained 
by the carriers. According to the application, the majority of the telephony metadata 
provided to the NSA was expected to involve communications that were (1) between 
domestic and foreign locations, or (2) wholly within the United States, including local 
telephone calls. The application estimated that the collection would involve the NSA 
receiving approximately-call detail records per day.19 

(TSIISV!tfF) The application acknowledged that the vast collection would include 
communications records of U.S. persons located within the United States who were not the 
subject of any FBI investigation. However, relying on the precedent established by the 

t e a lication asserted that the collection was needed for the NSA to find 
_ and to identify unknown operatives, some of whom ma~ 

the United States or in communication with U.S. persons, by using contact cbaininglllllll 
As was done under the PSP, the call detail records would be entered in an 

NSA database and analysts would query the data with articular tele hone numbers to 
identify connections with other numbers The proposed 
query standard in the Section 215 application essentially wast e same standard applied 
under the PSP in connection with telephony metadata, and the same standard the FISC 
authorized in the PR/fT Order for Internet metadata. The Section 215 application also 
included in the proposed query standard the First Amendment proviso that the FISC added 
to the PR/ff query standard. 

l9 (FBl(Sfl~W) ~age amount of telephony metadata collected per day i 
records rather thatllli.llllllestimated in the application. 

all detail 
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ffSI/Sf//NF) On 24 May 2006, the FISC approved the Section 215 application, 
finding that there wen, reasonable grounds to believe that the telephony metadata records 
sought were relevant to authorized investigations the FBI was conducting to protect against 
international terrorism. The FISC Section 215 order incorporated each of the procedures 
proposed in the government's application relating to access to and use of the metadata, 
which were ne~rly identical to those included in the Internet metadata PR/IT Order. 

(TSf/SYfNF) Through March 2009, the FISC renewed the authorities granted in the 
24 May 2006 order at approximately 90-day intervals, with some modifications sought by 
the U.S. overnment. For exam le the FISC ted an Au ust 2006 motion re u~stino 

Except for these and other minor modifications, the terms of the FIS C's. grant of 
Section 215 authority for the bulk collection of telephony metadata re·mained essentiall · 
unchan ed from the first a roval in Ma 2006 until March 2009. 

· Further, the FISC's Section 215 Orders 
did not require the NSA to modify its use of the telephony metadata from an analytical 
perspective. NSA analysts were authorized to query the data as they had under the PSP, 
conduct metadata analysis, and disseminate the results to the FBI, the CIA, and other 
customers. 

(TSI/SI/fNF) However, the FISC drastically changed the authority contained in its 
March 2009 Section 215 Order after it was notified in January 2009 that the NSA had been 
querying the metadata in a manner that was not authorized by the court's Section 215 
Ord~y, th~ NSA, on a daily basis, was automatically querying the metadata 
with---telephone numbers from an alert list that had not been determined to 
satisfy the reasonable articulable suspicion standard required by the FISC to access the 
telephony metadata for search or analysis purposes. 

(TSHSI/!NF) Ou 2 March 2009, the FISC issued an order that addressed the 
compliance incidetits that had been reported in January 2009, the government's 
explanation for their occurrence, and the remedial and prospective measures being taken in 
response. The FISC stated its concerns with the telephony metadata program and its lack 
of confidence "that the government is doing its utmost to ensure that those responsible for 
implementation fully comply with the Court's orders." Nonetheless, the FISC authorized 
the government to continue collecting telephony metadata under the Section 215 Orders. 
The FISC explained that in light of the government's repeated representations that the 
collection of the telephony metadata is vital to national security, taken together with the 
court's prior determination that the collection propedy administered conforms with the 
FfSA statute, that "it would not be prudent" to order the government to cease the bulk 
collection. 

TOP SifECR!ETHSYlWHCOMU~fHORCOIMINOFORM 
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(TSffSf//NF) However, believing that "more is needed to protect the privacy of U.S. 
person information acquired and retained" pursuant to the Section 215 Orders, the FISC 
prohibited the government from accessing the metadata collected "until such time as tlie 
government is able to restore the Court's confidence that the government can and will 
comply with previously approved procedures· for accessing such data." The government 
may, on a case-by-case basis, request authorjty from the FISC to query the metadata with a 
specific telephone number to obtain foreign intelligence. The FISC also authorized the 
governmeQt to query the metadata without court approval to protect against an imminent 
threat to human life, provided the government notifies the court wjthin the next business 
day. 

(TSN-Sl#NF) Content Collection Transition 
to Operation Under flSA Authority 

(TS.l/S~ The last part of the PSP brought under FISA authority was telephone 
and Internet communications content collection. As explained below, the effort to 
accomplish this trllllSition was legally and operationally complex and required an enormous 
effort on the part of the government and the FISC. The FISC judge who ruled on the initial 
application approved the unconventional legal approach the government proposed to fit 
PSP's content collection activities within FISA. However, the FISC judge responsible for 
considering the government's renewal application rejected the legal approach. This 
resulted in significant diminution in authorized surveillance activity involving content 
collection and hastened the enactment of legislation that significantly amended FISA and 
provided the government surveillance authorities broader than those authorized under the 
PSP. 

(TS.tJSII/NF) The government filed the content collection application with the FISC 
on 13 December 2006. The application sou · 'nt,,_,..,.,.,,.t 
te e hone and electronic communications o 

application sought to replace the conventional practtce unaer l' i.:SA or m idual 
applications each time the government had probable cause to believe that a particular 
tp 1 ephone number or Internet communication address Was being used or about to be used 
oy members or agents of a foreign power. In the place of the individualized process, the 
application proposed that the FISC establish broad parameters for the interception of 
communications-the groups that can be targeted and the locations where the surveillance 
can be conducted-and that NSA officials, rather than FISC 'ud es det.errnine within these 
parameters the particular selectors to be collected against. 
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albeit with FISC review and supervision. The government's approach in the 
FISA application rested on a broad interpretation of the statutory term "facility" and the 
use of minimization procedures by NSA officials ta make probable cause determinations 
about individual selectors, rather than have a FISC judge make such determinations. 

(TS//SYINF) In short, the 
robable cause to believe tha 

Then, within these parameters, NSA officials would make probable 
su sequently reviewed by the FISC) about.whether individual telephone 

.- -,, 11·11,· I, gents of 
and whether the 

communications of those numbers and addresses are to or from a foreign country. When 
probable cause findings were made, the NSA could direct the telecommunications 
companies to provide the content of communications associated with those telephone 
numbers and Internet communications addresses. 

(T8.',18TLW//SY{0CfNF) On 10 January 2007, Judge Malcolm J. Howard approved 
the government's 13 December 2006 content application as it pertained to foreign 
selectors-telephone numbers and Internet communications addresses reasonably belie,·ed 
to be used by individuals outside the United States. The effort to implement the order was 
a massive undertaking for DoJ and NSA. At the time of the order, the NSA was actively 
tasking for content collection approximately-foreign selectors-Internet 
communications addresses or telephone numbers-under authority of the PSP. 
ApproximatelYllllllofthese were filed with Howard on an approved schedule ofro11ing 
submissions over the 90-day duration of the order. 

(TS//S:I//NF) However, Howard did not approve the government's 13 December 2006 
content application as it pertained to domestic selectors-telephone numbers and Internet 
communications addresses reasonably believed to be used by individuals in the United 
States. Howard advised DoJ to file a separate application for the international calls of 
domestic selectors that took a more traditional approach to PISA. A more traditional 
approach meant that the facilities targeted by the FISA application should be particular 
telephone numbers and Internet communication addresses and that the probable cause 
determination for a particular selector would reside with the FISC. DoJ did this in an 
application filed on 9 January 2007, which Howard approved the following day. The FISC 

. - I I I estic selectors order approved by Howard for the final time in 
and it has since expired. 
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(TSMSYINF) DoJ's first renewal application to extend the foreign selectors authorities 
was filed on 20 March 2007 with Judge Roger Vinson, the FISC duty judge that week. On 
29 March 2007, Vinson orally advised DoJ that he could not approve the application and, 
on 3 April 2007, he issued ari order and Memorandum Opinion explaining the reasoning 
for his conclusion. Vinson wrote that DoJ's foreign selectors renewal application concerns 
an "extremely important issue" regarding who may make probable cause findings that 
determine the individuals and the communications that can be subjected to electronic 
surveillanceunderFISA. In Vinson's view, the question was whetherprobable cause 
detenninations are required to be m~de by the FISC through procedures established by 

I 

statute, or whether the NSA may make such determinations under an alternative 
• l 

mechanism cast as "minimization procedures." Vinson concluded7 based on past practice 
under FISA and the Congressional intent underlying the statute, that probable cause 
detenninations must be made by the FISC. 

('.[St/5' WNF) Vinson also wrote that he was mindful of the government's argument 
that the government's proposed approach to foreign selectors was necessary to provide or 
enhance the "speed and flexibility" with which the NSA responds to threats, and that 
foreign intelligence information may be lost in the time it takes to obtain Attorney General 
emergency authorizations. However, in Vinson's view, FISA's requirements reflected a 
balance struck by Congress between privacy interests and the need to obtain foreign 
intelligence infonnation, and until Congress took legislative action on FISA to respond to 
the government's concerns, the FISC must apply the statute's procedures. He concluded 
that the government's application sought to strike a different balance for the surveillance of 
foreign telephone numbers and Internet communications addresses. Vinson rejected this 
position, stating, "the [FISA] statute applies the same requirements to surveillance of 
facilities used overseas as it does to surveillance of facilities used in the United States." 
Vinson suggested that, "Congress should also consider clarifying or modifying the scope of 
PISA and of this Court's jurisdiction with regard to such facilities .... " Vinson's 
suggestion was a spur to Congress to consider FISA modernization legislation in the 
summer of 2007. 

(TS{fSTLW//SYIOCfNF} In May 2007, DoJ filed, and Vinson approved, a revised 
foreign selectors application that took a more traditional approach to FISA. Although the 
revised approach sought to preserve some of the "speed and agility" the government had 
under Howard's order, the comparatively laborious process for targeting foreign selectors 
W1der Vinson's order caused the government to place only a fraction of the desired foreign 
selectors under coverage. The number of foreign selectors on collection dropped from 
abou-under the January 2007 order to abou-llOder the May 2007 order. The 
situation accelerated the government's efforts to obtain legislation that would amend FISA 
to address the government's surveillance capabilities within the United States directed at 
persons lpcated outside the United States. The Protect America Act, signed into law on 
5 August 2007, accomplished this objective by authorizing the NSA to intercept inside the 
United States any communications of non~U.S. persons reasonably believed to be located 
outside the United St.ates, provided a significant purpose of the acquisition pertains to 
foreign intelligence. The Protect America Act effectively superseded Vinson's foreign 
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selectors order and the government therefore did not seek to renew the order when it 
expired on 24 August 2007. 

(TS#SI//NF) The DOJ IG concluded that several considerations favored initiating 
PSP's transition from Presidential authority to FISA authority earlier than March 2004, 
especially as the program became less a temporary response to the September 11 terrorist 
attacks and more a permanent surveillance too I. These considerations included PSP 's 
substantial effect on privacy interests of U.S. persons, the instability of the legal reasoning 
on which the program rested for several years, and the substantial restdctions placed on 
FBI agents' and analysts' access to and use of program-derived infomrntion due to the 
highly classified status of the PSP. The DOJ IG also recommended that DoJ carefully 
monitor the collection, use, and retention of the information that is now collected under 
FISA authority and, together with other agencies, continue to examine its value to the 
government's ongoing counterterrorism efforts. 

(U} IMPACT OF THE PRESIDENT'S SURVEILLANCE 
PROGRAM ON INTELLIGENCE COMMUNITY 
COUNTERTERRORISM EFFORTS 

(U) Senior Intelligence Community Officials 
Believe That the President's Surveillance Program 
Filled an Intelligence Gap 

(TSI/SY+NF) Hayden, Goss, McLaughlin, and other senior IC officials we 
interviewed told us that the PSP addressed a gap in intelligence collection. The IC needed 
increased access to international communications that transited domestic U.S. 
communication wires, particularly international communications that originated or 
terminated within the United States. However, collection of such communications required 
authorization under FISA, and there was widespread belief among senior IC officials that 
the process for obtaining FISA authorization was too cumbersome and tim surnin to 
address the current threat. 

During the May 2006 Senate hearing on 
his nomination to be Director o the CIA, Hayden said that, had PSP been in place before 
the September 2001 attacks, hijackers Khalid Almihdhar and Nawaf Alhazmi almost 
certainly would have been identified and located. 

(TSJ/Sl/,IOC!}-lF) cc rdin ' · · 

With PSP authority, NSA coul 
m e me .:states and members of al-Qa'id located in 
foreign countries. The PSP provided SIGINT covera-ge at the seam between fOreign and 
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domestic intelligence collect' 
NSA's ability to collect mor 

(SlfNF) Hayden told us that he always felt the PSP was worth~1rile·and successfuL 
His expectation was that the CIA and the FBI would be customers of -derived 

d inte te it into their respective operatipns. 

Hayden 

told us that the program helped to determine that terrorist ce s were not em□euoed within 

the United States to the extent that had been feared. 

(U) Difficulty in Assessing the Impact of 
tbe President's Surveillance Program 

ES/}81/~W) It was difficult to assess the overall impact of PSP on IC counterterrorism 
efforts. Except for the FBI, IC organizations that participated in the PSP did not have 

atic rocesses for tracking how PSP reporting was used. 

e 

were repeatedly to14 that the PSP was one of a number of intelligence sources anu analytic 
tools that were available to IC personnel, and that, because PSP reporting was used in 
conjunction with reporting from other intelligence sources, it was difficult to attribute the 
success of particular counterterrorism op~rations exclusively to the PSP. 

(U) Impact of the President's Surveillance 
Program on FBI Counterterrorism Efforts 

(S/1¾-W) The DoJ IG found it difficult to assess or quantify the impact of the PSP on 
FBI counterterrorism efforts. However, based on our interviews of FBI managers· and 
agents and our review of documenu., we concluded that. although PSP information had 
value in some counterterrorism investigations, the program generally played a limited role 
in the FBrs overall counterterrorism efforts. Several officials we interviewed suggested 
that the program provided an "early warning system" to allow the IC to detect potential 
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terrorist attacks, even if the program had not specifically uncovered evidence of 
preparations for such attacks. 

(U) FBI Efforts to Assess the 
Value of the Program 

(TSl,'SY/NF) The FBI made several attempts to assess the value of the PSP to FBI 
counterterrorism efforts. In 2004 and again in 2006, FBI's Office of General Counsel 
(OGC) attempted to assess the value to the FBI of PSP information. This first assessment 
relied on anecdotal infohnation and infonual feedback from FBI field offices. The 2006 
assessment was limited to the aspect of the PSP disclosed in The New York Times article 
and subsequently confirmed by the President, i.e., content collection. 

ESIINJry The FBI undertook two more efforts to study PSP' s impact on FBI 
operations in early 2006. In both of these statistical studies, the FBI sought to detennine 
what percentage of PSP tippers resulted in "significant contribution[s] to the identification 
of terrorist subjects or activity on U.S. soil." The FBI considered a tipper significant if it 
led to any of three investigative results: the identification of a terrodst, the deportation 
from the United States of a suspected terrorist, or the development of an asset that can 
ieport about the activities of terrorists. 

be first study examined a sample of leads selected from the 
tippers the NSA provided the FBI from approximately October 

1 to December 2005. The study found that l.2 percent of the leads made significant 
contributions, as defined above. The study extrapolated thi fi th lation 
of leads and determined that one could expect to find tlta leads 
made significant contributions to FBI counterterrorism efforts. Toe second study, which 
reviewed all of th leads the NSA provided the FBI from 
August 2004 throug ry , o instances of significant contributions to 
FBI counterterrorism efforts. The studies did not include explicit conclusions on the 
program's usefulness. However, based in part on the results of the first study, FBI 
executive management, including Mueller and Deputy Director John Pistole, concluded 
that the PSP was "of value." 

(U) FBI Judgmental Assessments 
of the Program 

(Sh'NF) We interviewed FBI headquarters and field office personnel who regularly 
handled PSP information for their assessments of the impact of program infonnation on 
FBI counterterrorism efforts. The FBI personnel we interviewed were generally supportive 
of the PSP as "one tool of many" in the FBI's anti-terrorism efforts that "could help moYe 
cases forward". Even though most leads were determined not to have any connection to 
terrorism, many of the FBI officials believed the mere possibility of a terrorist connection 
made investigating the tips worthwhile. 

TOP SEC~lel//SilLW#COWHNTIIORCON/NOfORN 



I 
I I 

ApPROVED FOR PUBLIC RELEASE 

:rOf? SleCR~TJ/SiU'YNCOM~~TilOIRCON/~Cf'ORM 

--(8/INF)" However, the exceptionally compartmented nature of the program created 
some frustration for FBI personnel. Some agents criticized PSP reports for providing 
insufficient details about the foreign individµals alleged~n terrorism. Others 
occasionally were frustrated by the prohibition on usin~infonnation in judicial 
processes, such as in FISA applications, although none of the FBI field office agents we 
interviewed could identify an investigation in which the restrictions adversely affected the 
case. Agents who ~unterterrorism programs at the FBI field offices we visited 
were critical ofthe~project for failing to adequately prioritize threat 
infom1ation and, because of the program's special status, for limiting the managers' ability 
to prioritize the leads in the manner they felt was. warranted by the information. 

(SltNF) Mueller told us that the PSP was useful. He said the FBI must follow every 
lead it receives in order to prevent future terrorist attacks and that to the extent such 
infonnation can be gathered and used legally it must be exploited. He stated that he 
"would not dismiss the potency of a program based on the percentage of hits." Mueller 
added that. as a general matter, it is very difficult to quantify the effectiveness of an 
intelligence program without "tagging" the leads that are produced in order to evaluate the 
role the program infonnation played in any investigation. 

{U) Impact of the President's Survemance Program 
on CIA Counterterrorism Operations 

(U) The CIA Did Not Systematically 
Assess the Effectiveness of the Program 

(SI/NF) The CIA did not implement procedures to systematically assess the 
usefulness of the product of the PSP and did not routinely document whether particular 
PSP reporting had contributed to successful counterterrorism operations. CIA officials, 
including ·Hayden, told us that PSP reporting was used in conjunction with reporting from 
other intelligence sources; consequently, it is difficult to attribute the success of particular 
counterterrorism op·· s exclusively to the PSP. In a May 2006 briefmg to the SSC!, 
the Deputy Director said that PSP reporting was rarely the sole basis for an 
intelligence success, but that it frequently played a supporting role. He went on to state 
that the program was an additional resource to enhance the CIA's understanding of terrorist 
networks and to help identify potential threats to the homeland. Othe-officials we 
interviewed said that the PSP was one of many tools available to them, and that the tools 
were often used in combination. 

However, because there is no means to 
was used, CIA officials were able to provide 
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only limited information on how program. reporting contributed to successful operations, 
and the CfA IG was unable to independently draw any conclusion on the overall usefulness 
of the program to CIA. 

(U) Several Factors Hindered CIA 
Utilization of the Program 

(SI/NF) The CIA IG concluded that several factors hindered the CIA in making full 
use of the capabilities of the PSP. Many CIA officials told us that too few CIA personnel 
at the working level were read into the PSP. At the program's inception, a disproportionate 
number of the CIA ersonnel who were read into the PSP were senior CIA mana ers . 

. .. -

the disparity between the number of senior CIA managers 
read into PSP and the number of working-level CIA personnel read into the program 
resulted in too few CIA personnel to fully utilize PSP information for targeting and 
analysis. 

(Si1~ff1) working-level CIA analysts and targeting 
officers who were read into the PSP had too many competing priorities, and too rt! 
other information sources and analytic tools available to them, to fully utilize PSP. 
officials also tolcl. us that much of the PSP reporting was vague or without context, w c 
led analysts and targeting officers to rely more heavily on other information sources and 
analytic tools, which were more easily accessed and timely than the PSP. 

(S/l}l'F) CIA officers said that the PSP would have been more fully utilized if 
analysts and targeting officers had obtained a better understanding of the program's 
capabilities. There was no formal training on the use of the PSP beyond the initial read in 
to the progi:am. Many CIA officers we interviewed said that the instruction provided in the 
read-in briefing was not sufficient and that they were surprised and frustrated by the lack of 
additional guidance. So~~ officers told us that there was insufficientjegal guidance on the 
use of PSP-derived infonnation. 

(S/~W) The factors that hindered the CIA in making full use of the PSP might have 
been mitigated if the CIA had designated an individual at an appropriate level of 
managerial authority, who possessed lmowledge of both the PSP and CIA counterterrorism 
activities, to be responsible and accountable for overseeing CIA participation in the 
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(U) lmpaict of the President's Surveillance 
Program on NCTC Counterterrorism Efforts 

NCTC analysts characterized the PSP as a useM 
tool, but they also noted that the program was only one of several valuable sources of 
information available to them. In their view, PSP-derived information was not of greater 
value than other sources of intelligence. Although NCTC analysts we interviewed could 
not recall specific examples where PSP information provided what they considered 
actionable intelligence, they told us they remember attending meetings where the benefits 
of the PSP were regularly discussed. 

(U) Counterterrorism Operations Supported by 
the President's Surveillance Program 

(fSJ/-SW.WISI/IOC/NF) Our efforts to independently identify how PSP infonnation 
impacted terrorism investigations and counterterrorism operations were hampered by the 
nature of these activities, which as previously stated, frequently are predicated on multiple 
sources of information. Many IC officials we interviewed had difficulty citing specific 
instances where PSP reporting contributed to a counterterrorism success. The same 
handful of cases tended to be cited as PSP successes by personnel we interviewed from 
each of the participating · · · orts briefin charts, and other 
~~-.. ·-ents we reviewed. 
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(U) ATTORNEY GENERAL GONZALES'S TESTIMONY 
ON THE PRESIDENT'S SURVEILLANCE PROGRAM 

(U) As part of thls review, the DoJ IG examined whether Attorney General Gonzales 
made false, inaccurate, or misleading statements to Congress related to the PSP. Aspects 
of the P SP were first disclosed publicly in a series of articles in The New York Times in 
December 2005. In response, the President publicly confirmed a portion of the PSP
which he called the terrorist surveillance program-describing it as the interception of the 
content of international communications of people reasonably believed to have links to 
al-Qaeda and related organizations. Subsequently, Gonzales was questioned aboutNSA 
surveillance activities in two hearings before the Senate Judiciary Committee in 
February2006 and July 2007. 

(SI/NF) Through media accounts and Corney's Senate Judiciary Committee 
testimony in May 2007, it was publicly revealed that DoJ and the White House had a major 
disagreement related to the PSP, which brought several senior DoJ and FBI officials to the 
brink of resignation in March 2004. In his testimony before the Senate Jud[ciary 
Comm.ittee, Gonzales stated that the dispute at issue between DoJ and the White House did 
not relate to the ''Terrorist Surveillance Program" that the President had confinned, but 
rather pertained to other intelligence activities. We believe this testimony created the 
mis impression that the dispute concerned activities entirely unrelated to the terrorist 
surveilJance program. which was not accurate. In addition, we believe Gonz.ales's 
testimony that DoJ attorneys did not have i•reservations" or .. ,.,_.,,.,..-TO.,,. 

(S11/tff') The DoJ IG recognizes that Gonzales was in the difficult position of 
testifying about a highly classified program in an open forum. However, Gonzales, as a 
participant in the March 2004 dispute between DoJ and the White House and, more 
importantly, as the nation's chief law enforcement officer, had a duty to balance•his 
obligation not to disclose classified infonnation with the need not to be misleading in hi.s 
testimony. Although we believe that Gonzales did not intend to mislead Congress, we 
believe his testimony was confusing, inaccurate, and had the effect of misleading those 
who were not knowledgeable about the program. 
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(U) CONCLUSIONS 

(U) Pursuant to Title III of the FISA Amendments Act of 2008, the Inspectors General 
of the DoD, the DoJ, the CIA, the NSA. and the ODNI conducted reviews of the PSP. In this 
report and the accompanying individual reports of the participating IGs, we describe how, 
following the terrorist attacks of 11 September 2001, the President enhanced the NSA's 
SIGINT collection authorities in an effort to "detect and prevent acts of terrorism against the 
United States." 

this authority, the NSA 
collected significant new information, such as the 

content of communications into and out of the United States, where one party to the 
communication was reasonably believed to be a member of a~Qa 'ida, or its affiliates, or a 
group the President determined was in armed conflict with the United States. In addition, 
the President authorized the collection of significant amounts of telephony and Internet 
metadata. The NSA analyzed this information for dissemination as leads to the IC, 
principally the CIA and the FBI. As described in the IG reports, the scope of this 
collection authority changed over the course of the PSP. 

(U/IPOUO} The IG reports describe the role of each of the participating agencies in 
the PSP, including the NSA's management and oversight of the collection, analysis, and 
reporting process; the CIA's and FBI's use of the PSP-derived intelligence in their 
counterterrorism efforts; the ODNI's support of the program by providing periodic threat 
assessments; and the DoJ's role in analyzing and certifying the legality of the PSP and 
managing use of PSP information in the judicial process. 

(U) The IG reports also describe the conflicting views surrowiding the legality of 
aspects of the PSP during 2003 and 2004, the confrontation between officials from DoJ and 
the White House about the legal basis for parts of the program and the resolution of that 
conflict. The ensuing transition of the PSP, in stages, from presidential authority to 
statutory authority under FISA, is also described in the IG reports. 

(U) The I Gs also examined the impact of PSP infonnation· on counterterrorism 
efforts. Many senior IC officials believe that the PSP filled a gap in intelligence collection 
thought to exist under FISA by increasing access to international conunwiications that 
transited domestic U.S. communication wires, particularly international communications 
that originated or terminated within the United States. Others within the IC Community, 
including FBI agents, CIA analysts and managers, and other officials had difficulty 
evaluating the precise contribution of the PSP to counterterrorism efforts because it was 
most often viewed as one source among many available analytic and intelligence-gathering 
tools in these efforts. The IG reports describe several examples of how PSP-derived 
information factored into specific investigations and operations. 

(U) The collection activities pursued under the PSP, and under PISA following the 
activities' transition to operation under that authority, as described in this report, re~ulted in 
unprecedented collection of communications content and metadata. We believe the retention 
and use by IC organizations of information collected under the PSP and FISA, particularly 
information on U.S. persons, should be carefully monitored. 
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