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SUMMARY:  The Freedom of Information Act (5 U.S.C.A. §  552) (FOIA) requires federal agencies to provide their records to any person who requests them, except for those records that contain information specifically exempted from disclosure by one of nine exemptions contained in the Act (5 U.S.C.A. §  552(b)). Agencies must construe exemptions narrowly, consistent with the Act's goal of increasing public access to governmental information. Exemption Two (5 U.S.C.A. §  552(b)(2)) permits an agency to withhold records "related solely to the internal personnel rules and practices of an agency." Litigation has construed Exemption Two as protecting from disclosure relatively trivial internal agency matters, known as "low (b)(2)" material; and internal agency information the disclosure of which risks enabling its requester to circumvent the law. The latter is known as "high (b)(2)" material. "High (b)(2)" material is the more frequent subject of litigation. An example of such a case is Putman v United States Dep't of Justice (1995, DC Dist Col) 873 F Supp 705, 141 ALR Fed 759, summary judgment gr, dismd without prejudice (DC Dist Col) 880 F Supp 40, in which the court held that Exemption Two protects from disclosure the symbols and file numbers that law enforcement agencies assign to their confidential informants because they are internal agency documents and their disclosure creates a significant risk of harm to the informants.  

LEAD CASE: Putman v United States Dep't of Justice (1995, DC Dist Col) 873 F Supp 705, 141 ALR Fed 759, summary judgment gr, dismd without prejudice (DC Dist Col) 880 F Supp 40 
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 [*1]      Introduction

 [*1a]        Scope

This annotation n1  collects and analyzes those federal cases in which the courts have construed or applied the provision of 5 U.S.C.A. §  552(b)(2) that exempts from disclosure matters "related solely to the internal personnel rules and practices of an agency."

 [*1b]        Related annotations

 When are Government Records Reasonably "Expected To Interfere with Enforcement Proceedings" so as to be Exempt From Disclosure Under Freedom Of Information Act Provision (5 U.S.C.A. §  552(b)(7)(A)) Exempting any Information "Compiled for Law Enforcement Purposes" Whenever It "Could Reasonably Be Expected To Interfere with Enforcement Proceedings". 189 A.L.R.Fed. 1.
 Construction and Application of Freedom of Information Act Provision (5 U.S.C.A. §  552(a)(4)(E)) Concerning Award of Attorney's Fees and Other Litigation Costs. 179 A.L.R.Fed. 1.
 What Constitutes "Confidential Source" Within Freedom of Information Act Exemption Permitting Nondisclosure of Confidential Source and, in Some Instances, of Information Furnished by Confidential Source (5 U.S.C.A. §  552(b)(7)(D)). 171 A.L.R.Fed. 193.
 What Matters Are Exempt from Disclosure Under Freedom of Information Act (5 U.S.C.A. §  552(b)(1)) as "Specifically Authorized Under Criteria Established by an Executive Order to be Kept Secret in the Interest of National Defense or Foreign Policy". 169 A.L.R.Fed. 495.
 What Are Interagency or Intra-agency Memorandums or Letters Exempt from Disclosure under Freedom of Information Act (5 U.S.C.A. §  552(b)(5)). 168 A.L.R.Fed. 143.
 What Constitutes "Agency" for Purposes of Freedom of Information Act (5 U.S.C.A. §  552). 165 A.L.R.Fed. 591.
 What are "records" of agency which must be made available under Freedom of Information Act (5 U.S.C.A. §  552(a)(3)). 153 A.L.R.Fed. 571.
 What is "record" within meaning of Privacy Act of 1974 (5 U.S.C.A. §  552a). 121 A.L.R.Fed. 465.
 What constitutes "final opinion" or "order" of federal administrative agency required to be made available for public inspection and copying within meaning of 5 U.S.C.A. §  552(a)(2)(A). 114 A.L.R.Fed. 287.
 Exhaustion of administrative remedies as prerequisite to judicial action to compel disclosure under Freedom of Information Act (FOIA) (5 U.S.C.A. §  552). 112 A.L.R.Fed. 561.
 When are government records "medical files" exempt from disclosure under Freedom of Information Act provision (5 U.S.C.A. §  552(b)(6)) exempting certain personnel, "medical," and similar files. 104 A.L.R.Fed. 734.
 When are government records "personnel files" exempt from disclosure under Freedom of Information Act provision (5 U.S.C.A. §  552(b)(6)) exempting certain "personnel," medical, and similar files. 104 A.L.R.Fed. 757.
 Who has standing to seek access to agency information under Freedom of Information Act. 82 A.L.R.Fed. 248.
 What constitutes "confidential source" within Freedom of Information Act exemption permitting nondisclosure of identity of confidential source and, in specified instances, of confidential information furnished only by confidential source (5 U.S.C.A. §  552(b)(7)(D)). 59 A.L.R.Fed. 550.
 Meaning of term "agency" for purposes of Freedom of Information Act (5 U.S.C.A. §  552). 57 A.L.R.Fed. 295.
 What are "enforcement proceedings" within Freedom of Information Act exemption from disclosure of investigatory records that would interfere with enforcement proceedings (5 U.S.C.A. §  552(b)(7)(A)). 55 A.L.R.Fed. 583.
 Freedom of Information Act exemption (5 U.S.C.A. §  552(b)(5)) for inter-agency and intra-agency memorandums or letters as applicable to communications to or from attorneys for the government. 54 A.L.R.Fed. 280.
 What constitutes "unwarranted invasion of personal privacy" for purposes of law enforcement investigatory records exemption of Freedom of Information Act (5 U.S.C.A. §  552(b)(7)(C)). 52 A.L.R.Fed. 181.
 What are reports prepared or used by "agency responsible for the regulation or supervision of financial institutions," within Freedom of Information Act (5 U.S.C.A. §  552(b)(8)). 48 A.L.R.Fed. 814.
 What statutes specifically exempt agency records from disclosure, under 5 U.S.C.A. §  552(b)(3). 47 A.L.R.Fed. 439.
 What matters are exempt from disclosure under Freedom of Information Act (5 U.S.C.A. §  552(b)(1)) as "specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy. 29 A.L.R.Fed. 606.
 What are administrative staff manuals and instructions to staff that affect a member of the public that must be disclosed under the Freedom of Information Act (5 U.S.C.A. §  552(a)(2)(C)). 22 A.L.R.Fed. 325.
 What are interagency or intraagency memorandums or letters exempt from disclosure under the Freedom of Information Act (5 U.S.C.A. §  552(b)(5)). 7 A.L.R.Fed. 855.
 [*2]      Summary and comment

 [*2a]        Generally

The Freedom of Information Act (5 U.S.C.A. §  552) (FOIA) requires federal agencies to provide their records to any person who requests them, except for those records that contain information that is specifically exempted from disclosure by one of the nine exemptions in FOIA (5 U.S.C.A. §  552(b)). The purpose of the Act is to facilitate broad disclosure of federal government records. Therefore, an agency that receives a request for records under FOIA must disclose them if no exemption applies. If an exemption applies, the agency may, but is not required to, withhold the requested records. In other words, FOIA permits the agency to disclose exempt information if the agency chooses to do so. The agency that withholds requested records, based on one of the Act's exemptions, must demonstrate that the exemption cited protects those records from public disclosure.

The agency must construe exemptions narrowly, consistent with FOIA's goal of increasing public access to governmental information. If the agency believes that one part of a record is exempt, but other parts are not, the agency must provide the non-exempt portion to the requester, and must justify its decision to withhold the remainder. The agency must also justify a decision to withhold an entire record on the ground that it is impossible to segregate exempt from non-exempt portions.

Exemption Two permits an agency to withhold records "related solely to the internal personnel rules and practices of an agency." n2  For nearly a decade, the intent of Exemption Two was unclear because of the conflicting language in the committee reports produced in the House of Representatives and the Senate, respectively. The Senate Report states that Exemption Two permits an agency to withhold only those records that pertain to the agency's internal personnel rules and practices. The subjects of such records include agency rules regarding parking facilities, lunch hours, sick leave, and the like. n3  The House Report interprets Exemption Two more broadly than the Senate Report does. The House Report states that Exemption Two permits an agency to withhold "[o]perating rules, guidelines, and manuals of procedure for Government investigators or examiners. . . ." n4 

In 1976, the Supreme Court found the Senate Report to be more authoritative than the House Report, and construed Exemption Two as protecting from disclosure internal agency matters that are so trivial that there is not "a genuine and significant public interest" in them. n5  The court stated that the purpose of that protection is to relieve agencies of the burden of assembling and making accessible any "matter in which the public could not reasonably be expected to have an interest." The court however, also stated that the broader exemption contained in the House Report might permit an agency to withhold records of public interest "where disclosure may risk circumvention of agency regulation."

Therefore, Exemption Two protects from disclosure two distinct categories of information. The first category, known as "low (b)(2)" material, concerns relatively trivial internal agency matters (§ 3 , infra), and the second category, known as "high (b)(2)" material, contains internal agency information which, if disclosed, would risk enabling the requester of the information to circumvent the law (§ 4 , infra). The purpose of exempting "low (b)(2)" material from disclosure is to protect an agency's managers from harassment concerning the internal operations of the agency. The purpose of exempting "high (b)(2)" material from disclosure is to protect against efforts by the requester to circumvent an agency's rule, policy, or enforcement mechanism, avoid its investigation, or defeat its personnel evaluation system by showing the criteria in advance to persons subject to evaluation.

After the Supreme Court's decision in 1976, there remained confusion about whether Exemption Two pertains only to an agency's internal personnel rules and personnel practices, or instead, to its internal personnel rules and general practices. n6  The United States Court of Appeals for the District of Columbia Circuit, which hears more cases under FOIA than any other court, ended that confusion by articulating the following test for coverage under Exemption Two:

First, the material withheld should fall within the terms of the statutory language as a personnel rule or internal practice of the agency. Then, if the material relates to trivial administrative matters of no genuine public interest, exemption would be automatic under the statute. If withholding frustrates legitimate public interest, however, the material should be released unless the government can show that disclosure would risk circumvention of lawful agency regulation. n7 

Subsequent litigation has established that, in order for requested material to fit within the "low (b)(2)" exemption, it must be a personnel rule, an internal practice of an agency, or be sufficiently related to such a rule or practice. Routine personnel matters, such as performance standards and leave practices, are "low (b)(2)" material (§ 3[b] , infra). File numbers, mail routing stamps, initials, data processing notations, and brief references to communications are also "low (b)(2)" material. n8  More extensive, substantive portions of administrative records, and even entire documents, can also be "low (b)(2)" material, if, for example, they contain internal time deadlines and procedures, recordkeeping directions, instructions about contacting agency officials for assistance, and guidelines on agency decisionmaking. n9  Agencies can also protect cover letters under Exemption Two as matters of purely internal significance. n10  Information that is related to a personnel rule or practice is "low (b)(2)" material that Exemption Two protects if the information can "shed significant light" on that rule or practice. n11 

Not all materials however, are protected by §  552(b)(2). Even if requested information is a personnel rule or practice, or can shed significant light on such a rule or practice, it is not "low (b)(2)" material if there is "a genuine and significant public interest" in that information. n12  The Supreme Court has stated that whether or not there is such a public interest in a particular record depends upon the nature of that record, and its relationship to "the basic purpose [of the Act] 'to open agency action to the light of public scrutiny.' " n13  Only the nature of the record sought is relevant to a determination whether there is "a genuine and significant public interest" in that record. Neither the identity of the requester, nor the use to which the requester will put a particular record is relevant. n14 

Exemption Two also protects internal agency records from disclosure if such disclosure would risk the circumvention of a regulation or statute, or hamper an agency's enforcement activities (§ 4 , infra). n15  Such records are known as "high (b)(2)" material. The United States Court of Appeals for the District of Columbia Circuit has articulated a two-part test for determining which agency records are "high (b)(2)" material, and, therefore, exempt from disclosure. According to that test, a requested record is exempt from disclosure if: (1) it is predominantly internal, and (2) its disclosure significantly risks circumvention of agency regulations or statutes. n16 

There has been more litigation concerning the second prong of the above test than the first prong because, in many instances, the parties have assumed the "internal" nature of the requested record. According to the District of Columbia Circuit, an "internal" record: does not purport to regulate activities among members of the public . . . [and] does [not] . . . set standards to be followed by agency personnel in deciding whether to proceed against or to take action affecting members of the public. n17  Using that standard, general guidelines for conducting law enforcement investigations (§ 4[b] , infra), and guidelines for conducting post-investigation litigation are "internal" records that Exemption Two protects from disclosure (§ 4[c] , infra). n18 

The District of Columbia Circuit and other circuits have held that records that reveal the nature and extent of a particular investigation are exempt from disclosure on the basis of the "circumvention" prong of the above test. Originally, courts applied the "circumvention" rationale almost exclusively to sensitive portions of criminal law enforcement documents. They protected from disclosure records that would reveal: (1) the identity of informants (§ 4[a] , infra); n19  (2) sensitive administrative notations in law enforcement files (§ 3[b] ,infra); n20  (3) security techniques used in prisons (§ 3[b] , infra); n21  and (4) agency audit guidelines that, if disclosed, could facilitate circumvention of Medicare reimbursement regulations (§ 4[c] , infra). n22  Moreover, the District of Columbia Circuit held that Exemption Two is also applicable through a "mosaic" approach; that is, Exemption Two can protect from disclosure records that, by themselves, do not reveal sensitive law enforcement data, but could facilitate violations of law if examined in conjunction with other records containing similar information (§ 4[a] , infra). n23 

Presently, the "circumvention" rationale applies not only to criminal law enforcement records, but also to records that pertain to civil enforcement and regulatory matters (§ 4[c] , infra). n24  It also applies to those records that have nothing to do with law enforcement, such as a "crediting plan" used to evaluate the credentials of applicants for federal jobs (§ 4[d] , infra), n25  and a merit promotion rating plan (§ 4[d] , infra), n26  when the defendant agency demonstrates that disclosure would make those records obsolete or ineffectual by frustrating their intended purpose. Significantly, the courts that have applied "circumvention-based high (b)(2)" protection outside the criminal law enforcement context have not required agency defendants to identify any particular regulation or statute that is subject to likely violation upon disclosure. Apparently, then, an agency need only show that disclosure would risk circumvention of general legal requirements, such as rendering a particular record useless, so long as the agency identifies the "foreseeable harm" it fears will result from disclosure. n27 

Finally, it was held that Exemption Two did not protect district court tax decisions located in the case files of an agency's Tax Division or agency budget deliberations (§ 5 , infra).

 [*2b]        Practice pointers

After exhausting available administrative remedies, counsel who seeks information from a federal agency pursuant to FOIA should consult that agency's rules concerning disclosure under the Act. FOIA permits, but does not require, agencies to withhold information covered under Exemption Two. Consequently, an agency rule may authorize disclosure of the particular information requested, even when the agency is entitled to withhold it pursuant to Exemption Two. If no such rule exists, or if the agency's counsel denies the request despite the rule, counsel who is seeking the information from the agency is entitled to file suit to enjoin the agency from withholding the requested documents. The appropriate forum is the United States District Court for the district in which the plaintiff resides, the plaintiff's principal place of business is located, or the requested documents are located.

At trial, an agency that claims that it is entitled to withhold the requested information pursuant to Exemption Two bears the burden of showing that Exemption Two protects that information from disclosure. The court can examine the disputed information in camera in order to determine whether Exemption Two applies. The court however, cannot reach its determination by balancing the equities associated with releasing or withholding the requested information. Nor can the court reach its determination based on a reading of Exemption Two and any other exemption(s) taken together. If Exemption Two alone does not protect the requested information, the court must order the agency to disclose it.

If Exemption Two protects certain information from disclosure, it also protects a summary of that information because an accurate summary might reveal the protected information. Agency counsel however, cannot invoke Exemption Two to deny a request for information under FOIA when another statute indicates that the public is entitled to receive information of the type requested. Nor can agency counsel deny a request for information under FOIA when Exemption Two does not protect the specific information requested, and it is feasible for agency personnel to separate the information requested from other, exempt portions of a larger document which contains the requested information. Indeed, agency counsel should advise that agency personnel prepare documents in such a way that it is easy to segregate non-exempt information, and make it available to those who request it. That is consistent with the liberal disclosure policy evident in FOIA.

 [*3]      Records related to personnel rules and internal agency practices ("low (b)(2)" material)

 [*3a]        Non-exempt records

The courts in the following cases held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), does not protect from disclosure the specific agency records ("low (b)(2)" material) requested pursuant to FOIA.

It was held by the court in News Group Boston, Inc. v National R. Passenger Corp. (1992, DC Mass) 799 F Supp 1264, 20 Media L R 1816, that records concerning appeals of disciplinary action imposed by Amtrak on employees who were members of a certain union and the number of appeals which were overturned or the disciplinary measures imposed were lessened were not exempt under the Freedom of Information Act as information related solely to the internal policy or rules of an agency.

In DeLorme Publ. Co. v National Oceanic & Atmospheric Admin. of the United States Dep't of Commerce (1996, DC Me) 917 F Supp 867, the court held that the National Oceanic Atmospheric Administration's electronic raster compilations of nautical charts, created in anticipation of doing a cooperative research and development project to produce an electronic nautical charting system could not be indefinitely protected under Exemption Two of the Freedom of Information act (5 U.S.C.A. §  552(b)(2)), because the compilations did not shed significant light on anything having to do with personnel matters or the rules and practices of governing personnel and were neither solely nor predominately related to such matters. The court stated that nothing in Exemption Two supports the proposition that government information may be withheld simply because it manifests an agency practice of collecting the information.

In Church of Scientology v IRS (1993, WD Tex) 816 F Supp 1138, the court held that documents or portions of documents containing information on the allocation of Internal Revenue Service resources were not protected under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)). The court stated that while the information generally related to trivial administrative matters, it was information in which the government had a genuine interest and there was no risk that disclosure would lead to circumvention of agency regulations.

Mere fact that requested records of federal tax lien filings were generated by Automated Lien System (ALS) of Internal Revenue Service (IRS) was insufficient to create significant, meaningful relationship with IRS internal personnel rules and practices required for application of Freedom of Information Act (FOIA) exemption permitting withholding of materials "related solely to the internal personnel rules and practices of an agency." 5 U.S.C.A. §  552(b)(2). Abraham & Rose, P.L.C. v. U.S., 138 F.3d 1075, 98-1 U.S. Tax Cas. (CCH) P 50253, 81 A.F.T.R.2d (P-H) P 98-1009, 1998 FED App. 84P (6th Cir. 1998).
Court of Appeals employs a two-prong test to determine the applicability of exemption under Freedom of Information Act (FOIA) for records related solely to internal personnel rules and practices of government agency: the agency must show that requested information it seeks to withhold relates predominantly to an agency's rules and practices for personnel, and the agency must further show that the public has no legitimate interest in information requested. 5 U.S.C.A. §  552(b)(2). Rugiero v. U.S. Dept. of Justice, 257 F.3d 534, 88 A.F.T.R.2d 2001-5091 (6th Cir. 2001).
In Kuehnert v FBI (1980, CA8 Mo) 620 F2d 662, (en banc), the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), did not protect from disclosure a record concerning the extent and nature of the requester's prior association with a political organization known as the "Revolutionary Union." The agency withheld that record, pursuant to Exemption Two, because it contained, according to the agency, "information for investigative lead purposes for [Kuehnert] and a named third party individual of investigative interest." The court, however, observed that Exemption Two authorizes non-disclosure only of agency "housekeeping" matters in which it is reasonable to expect that the public does not have an interest. It is unlikely, then, said the court, that Exemption Two applies to the requested record in this case. The court therefore reversed a grant of summary judgment for the agency, and remanded the case to the district court for an in camera inspection of the disputed record to determine whether the agency improperly invoked Exemption Two in refusing to disclose it.

It was held by the court in Maricopa Audubon Soc'y v United States Forest Serv. (1997, CA9 Ariz) 108 F3d 1082, 97 CDOS 1733, 97 Daily Journal DAR 3248, 44 Envt Rep Cas 1341, 27 ELR 20842, companion case (CA9 Ariz) 108 F3d 1089, 97 CDOS 1736, 97 Daily Journal DAR 3253, 44 Envt Rep Cas 1347, 27 ELR 20845, that information identifying the nest sites of northern goshawks bore no meaningful relationship to "internal personnel rules and practices" of the Forest Service and was not exempt from disclosure under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)). Rejecting the argument of the Forest Service that the creation of nest-site location information related to an agency practice because the creation of such information itself constituted a practice and the "practice" of creating the information also cast light on other practices of the Forest Service, the court stated that if it was adopt this position all information collected by the government would be exempt from disclosure.

In Audubon Soc'y v United States Forest Serv. (1997, CA10 NM) 104 F3d 1201, 43 Envt Rep Cas 1958, 27 ELR 20712, the court held that even under the broadest interpretation, the statutory language of Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) did not encompass maps that identified the location of birds.

In Vaughn v Rosen (1975, App DC) 173 US App DC 187, 523 F2d 1136, 1 Media L R 2496, 28 ALR Fed 623, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) did not shield from disclosure, reports prepared during fiscal years 1969-1972 by the Civil Service Commission's Bureau of Personnel Management, which evaluated how managers and supervisors who worked for federal agencies executed their personnel management responsibilities. The court earlier remanded the case to the district court with instructions that the government should justify its reliance on Exemption Two, and prepare an index of the records withheld and the reason(s) for withholding them. On remand, after reviewing the government's index, the district court concluded that Exemption Two did not protect the records withheld because they were not related solely to agencies' internal personnel rules and practices. On appeal after remand, the court, relying on the Senate report of FOIA, reasoned that "[e]xemption 2 exempts from disclosure only routine 'house-keeping' matters in which it can be presumed the public lacks any substantial interest." Therefore, the court concluded that the reports at issue in this case were not exempt because the reports did not concern routine matters like parking facilities, lunchrooms, and sick leave. Instead, the court found that these reports concerned equal opportunity programs, labor-management relations, and the employment of Vietnam Era veterans, matters in which the public possessed a genuine interest.

In Jordan v United States Dep't of Justice (1978, App DC) 192 US App DC 144, 591 F2d 753, 4 Media L R 1785, later proceeding (DC Dist Col) 89 FRD 537, 7 Media L R 1077, revd on other grounds, remanded (App DC) 223 US App DC 325, 691 F2d 514, 73 ALR Fed 715, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) did not protect from disclosure either a manual that told assistant United States attorneys when non-prosecution and selective prosecution were warranted or a memorandum that contained eligibility criteria for pre-trial diversion programs. These materials are not within the ambit of Exemption Two because they are neither internal nor related solely to personnel practices and procedures, the court declared, adding that personnel matters are merely the "trivial" items that the Senate report mentions, namely, pay, pensions, vacations, work hours, lunch hours, parking, and the like. Nor, the court found, did Exemption Two protect these records on the ground that their disclosure risked circumvention of the law, for Exemption Two did not extend to such circumstances. Accordingly, the court concluded that the records requested in this case are not exempt from disclosure pursuant to Exemption Two.

In Allen v CIA (1980, App DC) 205 US App DC 159, 636 F2d 1287, 6 Media L R 2396, later proceeding (DC Dist Col) 580 F Supp 74, later proceeding (DC Dist Col) 658 F Supp 15, later proceeding (DC Dist Col) 713 F Supp 7, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), did not protect from disclosure portions of a 15-page record containing information pertinent to the assassination of President Kennedy, even though the portions withheld revealed the record's filing and routing instructions. The court consulted the legislative history of FOIA, and determined that the Senate report provided a better indication of legislative intent than the House report. The court then observed that "there is little doubt that the narrow scope of Exemption Two reflected in the Senate report does not extend to the filing and routing instructions" for the records requested in this case. The court concluded that this was because the Senate report made clear, by means of the examples of exempt records it provides, that Exemption Two "covers nothing more than trivial personnel rules generally concerning hours, pay, and permitted activity while at work." Filing and routing instructions for a requested record are not exempt from disclosure because they are plainly not included in that narrower category of administrative personnel rules and are totally unlike any of the examples cited in the Senate report, the court declared. Thus, the court concluded that Exemption Two did not protect from disclosure the filing and routing instructions sought in this case.

In Schwaner v Department of Air Force (1990, App DC) 283 US App DC 196, 898 F2d 793, the court held that records containing the names and military duty addresses of the five lowest ranks of personnel stationed at a particular base were not exempt from disclosure under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) because they were not "related solely to the internal personnel rules and practices of an agency," as Exemption Two requires. The requested records were internal, but that, according to the court, was not sufficient for Exemption Two to apply, as they must also possess a link to agency rules and practices. The court found that the only links that the requested records possessed to agency practices were links to data-collection practices, which virtually all government data share, and an indirect link to duty assignment rules and practices, which is "tenuous and indirect." "These [links] are not enough," the court concluded. Thus, the agency failed the first prong of the Exemption Two standard, and the court did not proceed to weigh the public's interest in disclosure of the requested records.

A computer algorithm relied upon by the Federal Highway Administration in weighing various factors used to determine the safety rating of motor carriers was held by the court in Don Ray Drive-A-Way Co. v Skinner (1992, DC Dist Col) 785 F Supp 198, to be discoverable under the Freedom of Information Act as the algorithm was not a purely internal piece of information that came within Exemption Two of FOIA (5 U.S.C.A. §  552(b)(2)) because its effect and the legal status it imposed upon carriers were adopted by other agencies without further analysis or discretion.

 [*3b]        Exempt records

The courts in the following cases held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) protected from disclosure the specific agency records requested pursuant to the Freedom of Information Act (FOIA) (5 U.S.C.A. §  552).
In Wightman v Bureau of Alcohol, Tobacco & Firearms (1985, CA1 Mass) 755 F2d 979, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), shielded from disclosure a record that the court described as an investigatory report compiled for law enforcement purposes. The court found that Exemption Two protected the information contained in the report (e.g. computer codes) that related solely to internal agency practices, and in which the public possessed no genuine interest. Nevertheless, the court remanded the case, instructing the district court to require the agency to demonstrate how Exemption Two applied to certain sentences and paragraphs to which it did not appear to be applicable.

It was held by the court in Buffalo Evening News, Inc. v United States Border Patrol (1992, WD NY) 791 F Supp 386, 20 Media L R 1553, that a block contained in a form used by the United States Border Patrol which contained information regarding whether the Border Patrol listed the subject alien in its Lookout Book was exempt from disclosure under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), because the Lookout Book was purely an internal tool used by the Border Patrol and was trivial to the public interest. Also found to be purely an administrative matter and of no genuine interest was a block in the form containing information on the internal routing of forms within the Border Patrol.

It was held by the court in Manna v United States Dep't of Justice (1993, DC NJ) 832 F Supp 866, that coded notations on records by the Drug Enforcement Administration (DEA) identifying particular investigations were matters related to internal agency practice in which the public had no substantial interest and therefore the material came within Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)).

In Nix v United States (1978, CA4 SC) 572 F2d 998, the court concluded that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), shielded from disclosure records pertaining to an investigation by the Federal Bureau Investigation (FBI) of an incident in which correctional officers allegedly gassed and beat an inmate. The court reasoned that the records withheld, including file numbers, routing stamps, cover letters, and secretaries' initials, were at most routine matters of mere internal significance and, as such, are protected from disclosure. The court added that "[m]erely how the F.B.I. routes and labels its investigations, to whom its agents send reports of the investigations, and who does the typing of the reports are ordinarily not of such genuine and significant public interest as to require FOIA disclosure." Thus, Exemption Two was held to apply.

For requested records to be protected by Freedom of Information Act (FOIA) exemption permitting withholding of materials "related solely to the internal personnel rules and practices of an agency," agency evoking exemption must first show that requested information relates predominantly to agency's internal "rules and practices" for personnel, and then agency must show that public has no genuine or legitimate interest in requested information. 5 U.S.C.A. §  552(b)(2). Abraham & Rose, P.L.C. v. U.S., 138 F.3d 1075, 98-1 U.S. Tax Cas. (CCH) P 50253, 81 A.F.T.R.2d (P-H) P 98-1009, 1998 FED App. 84P (6th Cir. 1998).
In Maroscia v Levi (1977, CA7 Ill) 569 F2d 1000, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) protected from disclosure, records pertaining to investigations by the Federal Bureau of Investigation (FBI) of the requester's possible criminal liability for extortion, assault on a federal officer, and commission of a crime on a federal reservation. Those records included reports from private citizens, FBI employees, other law enforcement personnel, and intra-agency correspondence regarding the requester's suspected crimes. The agency claimed an exemption for the administrative markings, including file numbers, initials, signature and mail routing stamps, and references to previous communications the agency used in order to maintain control of an investigation. The court concluded that Exemption Two protected those records because they were internal agency documents, and they concern matters in which the public interest was minimal.

According to the court in Gale v FBI (1992, ND Ill) 141 FRD 94, source symbols, numbers with which the FBI categorized, classified, and indexed various materials it compiled, related only to internal procedures of the FBI and was therefore exempt from disclosure under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)).

In Cox v Levi (1979, CA8 Mo) 592 F2d 460, 4 Media L R 2297, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) protected from disclosure one entire agency manual and portions of another. The court reasoned that Exemption Two protected the "F.B.I. Manual of Rules and Regulations" in its entirety because that manual "sets forth internal personnel rules and practices of the F.B.I." in which there was no genuine public interest. Exemption two also protected the portions of the "F.B.I. Manual of Instructions" that the agency withheld because they contained information that the Manual accurately characterized as "housekeeping," that is, internal agency rules and practices in which the public possessed no genuine interest.

In Hale v United States Dep't of Justice (1992, CA10 Okla) 973 F2d 894, vacated on other grounds, remanded 509 US 918, 125 L Ed 2d 717, 113 S Ct 3029, on remand, remanded (CA10 Okla) 2 F3d 1055, appeal after remand, remanded (CA10) 99 F3d 1025, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected from disclosure, records pertaining to a kidnapping/murder, of which a federal court jury had convicted the requester. The agency withheld, pursuant to Exemption Two, administrative markings and notations that appeared on the requested records, room numbers, telephone numbers, the identification numbers of an FBI employees, a checklist form that assisted special agents in consensual monitoring, personnel directories that contained the names and addresses of FBI employees, and the dissemination page of the requester's "rap sheet." The court, after an in camera review of the records that were withheld, concluded that Exemption Two protected them from disclosure because they were internal agency records that contained trivial information in which the public had no genuine interest.

In Schiller v NLRB (1992, App DC) 296 US App DC 84, 964 F2d 1205, 140 BNA LRRM 2590, 123 CCH LC P 10342, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) protected from disclosure, five records concerning the agency's implementation of the Equal Access to Justice Act. n28  The court reasoned that the requested records contained internal agency information in which the public had no genuine interest, namely, deadlines, instructions on which agency division to contact for assistance, and recordkeeping directions. At trial however, the agency neither failed to disclose "reasonably segregable" portions of those records nor explained why it could not segregate and disclose any portion thereof, and the district court affirmed the agency's action without considering the issue of segregating any of the material contained in the records. The court therefore remanded the case for a determination whether the agency could segregate and disclose any of the requested records.

Source symbol numbers and computer access codes and case numbers in Treasury Enforcement Communication System (TECS) printouts and other documents and violator identifier numbers, such as geographical drug enforcement program codes and narcotics and dangerous drugs information system numbers, were matters of internal significance in which the public had no substantial interest and as such, these records were exempt from disclosure under Freedom of Information Act (FOIA) section excepting from disclosure matters that are related solely to the internal personnel rules and practices of agency. 5 U.S.C.A. §  552(b)(2). Tamayo v. U.S. Dept. of Justice, 932 F. Supp. 342 (D.D.C. 1996).
Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) permitted the government to delete internal file numbers on reports of an investigation pertaining to a suspected Nazi war criminal according to the court in Nishnic v United States Dep't of Justice (1987, DC Dist Col) 671 F Supp 771.
**** caution:

    In a later proceeding reported at Nishnic v United States Dep't of Justice (1987, DC Dist Col) 671 F Supp 776, the court held that budget identification numbers appearing on records of the Department of Justice were not exempt from disclosure under 5 U.S.C.A. §  552(b)(2)).

It was held by the court in Albuquerque Pub. Co. v United States Dep't of Justice (1989, DC Dist Col) 726 F Supp 851, that internal Drug Enforcement Administration (DEA) markings and phrases regarding treatment and distribution of DEA documents, including informant identifier codes and violator identifiers, were exempt from disclosure under the Freedom of Information Act because the codes were a matter of internal significance in which the public had no substantial interest.

The court in Fisher v United States Dep't of Justice (1991, DC Dist Col) 772 F Supp 7, affd without op (App DC) 296 US App DC 356, 968 F2d 92, reported in full (App DC) 1992 US App LEXIS 26024, held that internal symbols and markings on various documents provided to the plaintiff by the FBI were exempt from disclosure under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(2)(b)) because the symbols and markings involved internal matters that were so routine or trivial that they could not be of genuine interest to the public.

 [*4]      Records, disclosure of which risks circumvention of the law

 [*4a]        Records that identify confidential informants

The courts in the following cases held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) protected certain internal agency records from disclosure, the disclosure of which would risk circumvention of the law, because those records identified confidential informants.

In Wightman v Bureau of Alcohol, Tobacco & Firearms (1985, CA1 Mass) 755 F2d 979, the court affirmed a grant of summary judgment for the Bureau of Alcohol, Tobacco and Firearms on the ground that the agency had properly applied Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) to an investigatory report. The disclosure of the report could lead to the identification of confidential informants. The requested report contained the names, or information that could lead to discovery of the names, of confidential agency informants. The court concluded that Exemption Two protected such information from disclosure, but, nevertheless, remanded the case to the district court for a more complete analysis as to whether the agency could segregate and disclose certain portions of the requested report to which neither Exemption Two nor any other exemption under FOIA appeared to apply.

In Massey v FBI (1993, CA2 NY) 3 F3d 620, the court affirmed a grant of summary judgment for the agency on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) protected from disclosure records that identified confidential informants. The requester sought the agency's records that pertained to his New York State murder conviction. The agency located two such records, an internal memorandum that it withheld entirely, and a photocopy of a newspaper article, from which it redacted certain administrative markings, including the symbol numbers and file numbers of confidential informants. The court rejected the requester's argument that Exemption Two applies only to agency personnel rules and practices, and does not protect information that pertains to informants who are not agency employees. The court stated that an agency may withhold internal information if it is of no genuine public interest, or if it is of public interest and the government demonstrates that disclosure of the material would risk circumvention of lawful agency regulations. In this case, the agency's procedures for labeling and identifying its confidential informants were internal matters of no genuine public interest, therefore, Exemption Two protected them from disclosure. Furthermore, disclosure of such information could damage the agency's law enforcement activities, "for example by compromising the confidentiality of sources." Thus, the court concluded that the agency satisfied both prongs of the Exemption Two standard.

In Davin v United States Dep't of Justice, FBI (1995, CA3 Pa) 60 F3d 1043, reh, en banc, den (CA3) 1995 US App LEXIS 28112, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected from disclosure, the temporary and permanent source symbols or code names that the agency assigned to confidential informants, and the file numbers of those informants. The requester, a graduate student in labor history, sought all FBI records pertaining to David Lasser and the "Workers' Alliance of America;" the agency reviewed 6,889 pages of records, released 2,970 pages, and claimed exemptions for the remaining 3,919 pages. The agency contended that Exemption Two protected from disclosure, temporary and permanent source symbols or code names that it assigned to confidential informants, and the file numbers of informants to whom it had assigned permanent source symbols. The court agreed, but nevertheless reversed a grant of summary judgment for the agency, and remanded the case to the district court because the description of the withheld records given by the FBI agent who testified gave the district court no information about the content of the withheld documents. On remand, the court stated that the government could succeed in its Exemption Two claim only if it provided the district court with "sufficient factual support" for the withholdings.

Source symbol numbers, which were identifier codes assigned to confidential sources who reported to the FBI on a regular basis pursuant to an express grant of confidentiality, were exempt from disclosure under Freedom of Information Act (FOIA) exemption as matters that were related solely to the internal personnel rules and practices of an agency; disclosure of such information could impede the effectiveness of internal law enforcement procedures of the FBI, by leading to the identification of the FBI source, as well as providing detailed, sensitive information concerning the scope and depth of the FBI's source program. 5 U.S.C.A. §  552(b)(2). McQueen v. U.S., 264 F. Supp. 2d 502, 2003-1 U.S. Tax Cas. (CCH) P 50451, 91 A.F.T.R.2d 2003-1954 (S.D. Tex. 2003).
In Jones v FBI (1994, CA6 Ohio) 41 F3d 238, 1994 FED App 391P, the court affirmed a grant of summary judgment for the agency on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected from disclosure symbol numbers and file numbers that the agency used to identify confidential informants. The requester, who was the founder and leader of "Afro Set," also known as the "Black Nationalist Party for Self-Defense," sought all of the agency's records that pertained to him or his organization. The agency released 485 pages in their entirety, 9,157 pages with portions redacted, and withheld 845 pages in their entirety. The agency defended its redactions and withholdings on the basis of Exemption Two, which it argued protected from disclosure the symbol numbers and file numbers that identified confidential informants. The court agreed, and, pursuant to its in camera review of the withheld records, concluded that it was proper for the agency to rely on Exemption Two in this case.

In Wilkinson v FBI (1986, CD Cal) 633 F Supp 336, later proceeding (CD Cal) 111 FRD 432, 20 Fed Rules Evid Serv 1072, 5 FR Serv 3d 29, the court held that temporary source numbers which the FBI used in lieu of names to identify informants could be withheld under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)). The court however, held that the symbols designating investigatory techniques did not fall within the exemption.

In Lesar v United States Dep't of Justice (1980) 204 US App DC 200, 636 F2d 472, the appellate court affirmed a grant of summary judgment for the Department of Justice because Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected the informant symbols that the agency had withheld from the requester from disclosure. The requester sought reports and other records pertaining to the agency's investigation of Dr. Martin Luther King, and the agency withheld symbols contained therein that referred to confidential informants. The court concluded that those symbols plainly fall within the ambit of Exemption Two. They were matters of internal agency significance in which the public lacked a legitimate interest, and, since the public had no legitimate interest in gaining information that could lead to the exposure of confidential sources referred to in criminal investigative files, the court opted to uphold the claimed exemption.

Federal Bureau of Investigation (FBI) informant symbols were within ambit of Freedom of Information Act (FOIA) exemption permitting agency to withhold material related solely to internal personnel rules and practices of agency; symbols were internal codes used by law enforcement personnel and were of no intrinsic use to public. 5 U.S.C.A. §  552(b)(2). Hall v. U.S. Dept. of Justice, 26 F. Supp. 2d 78 (D.D.C. 1998).
Inmate was not entitled to inmate symbol and file numbers of informants withheld from Federal Bureau of Investigation (FBI) documents pursuant to section of the Freedom of Information Act (FOIA) providing exemption from disclosure of records related solely to agency's internal personnel rules and practices; even if inmate already knew identities of informants, as he claimed, by compromising identities of government informants, disclosure of symbol and file numbers could deter individuals from cooperating with government in future investigations, and such disclosure could impede law enforcement activities. 5 U.S.C.A. §  552(b)(2). Shores v. F.B.I., 185 F. Supp. 2d 77 (D.D.C. 2002).
In Fitzgibbon v U.S. Secret Service (1990, DC Dist Col) 747 F Supp 51, the court held that temporary source numbers which the FBI used in lieu of names to identify informants could be withheld under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)). The court however, held that the Secret Service identification markings and numbers which classified information based on the Secret Service data collection system were not exempt from disclosure under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)).

In Watson v United States Dep't of Justice (1992, DC Dist Col) 799 F Supp 193, the court held that the Freedom of Information Act exemption for matters related solely to internal personnel rules and practices of an agency, protected from disclosure the geographical drug enforcement program of the Drug Enforcement Administration and the United States Marshals service, as well as informant identifier codes and the narcotics and dangerous drugs informant system numbers. The court stated that drug suspects could easily decode that information and change their patterns of drug activities to evade detection.

The court in Stone v Defense Investigative Serv. (1993, DC Dist Col) 816 F Supp 782, held that the code used by the Air Force Office of Special Investigations to evaluate informants was properly withheld pursuant to Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), since release of such information could undermine the effectiveness of the investigations being conducted.

Similarly, the court in Durham v United States Dep't of Justice (1993, DC Dist Col) 829 F Supp 428, app dismd (App DC) 1994 US App LEXIS 36616, held that symbol numbers of informants fell within Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)).

In Putman v United States Dep't of Justice (1995, DC Dist Col) 873 F Supp 705, 141 ALR Fed 759, summary judgment gr, dismd without prejudice (DC Dist Col) 880 F Supp 40, the court, pursuant to Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), granted the agency's motion for summary judgment pertaining to its refusal to disclose permanent symbol numbers assigned to confidential informants and the file numbers of those informants. The requester, a former FBI agent who had pled guilty to first degree manslaughter, and confessed to murdering an informant, sought agency records that pertained to him, of which the agency released 1,193 pages, with partial deletions, and withheld 555 pages in their entirety. The court concluded that Exemption Two protected from disclosure the information withheld because (1) the symbols and numbers by which the agency referred to informants in its files were internal matters of little public interest, and (2) the release of such information created a significant risk of harm to those informants, namely, death, physical injury, and/or an end to their investigative effectiveness.

Also finding the symbol numbers of the FBI's confidential sources to be exempt from disclosure under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) was the court in Pray v DOJ (1995, DC Dist Col) 902 F Supp 1, affd, in part, remanded (App DC) 1996 US App LEXIS 33607.
 [*4b]        Records related to agency investigative procedures

The courts in the following cases held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected from disclosure internal agency records, the disclosure of which would risk circumvention of the law, because those records were related to agency investigative procedures.

In Caplan v Bureau of Alcohol, Tobacco & Firearms etc. (1978, CA2 NY) 587 F2d 544, 4 Media L R 1851, the appellate court affirmed the district court's decision in favor of the agency's refusal to disclose certain portions of a pamphlet entitled "Raids and Searches," on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protects from disclosure internal agency records, that describe investigative tools and techniques. The author of a book-in-progress about the constitutional implications of firearms control laws requested the pamphlet, which the agency released after redacting portions of it pursuant to Exemption Two. The portions withheld described the equipment that agency personnel use when conducting raids, the methods they use to gain entry to buildings, factors that determine the timing of agency raids, and the techniques that criminal suspects use to conceal contraband. The court concluded that Exemption Two protected the disputed records from disclosure because they were related solely to the personnel rules and practices of an agency, and their disclosure risked circumvention of an agency regulation. Regarding "circumvention," the court noted that although the Supreme Court in Department of the Air Force v Rose n29  expressed a preference for the Senate report as a guide to construction of Exemption Two, the Justices qualified that support by stating that Exemption Two does not protect records in which there is a genuine public interest at least where the situation is not one where disclosure may risk circumvention of agency regulation. Therefore, the Caplan court inferred that Rose supports the proposition that Exemption Two applies when, as in this case, disclosure of an agency's internal law enforcement manual would increase the risk of physical harm to those engaged in law enforcement and significantly assist those engaged in criminal activity by acquainting them with the intimate details of the strategies employed in its detection.

It was held by the court in Jan-Xin Zang v FBI (1991, WD NY) 756 F Supp 705, that source symbols and file numbers are internal identifiers for the Federal Bureau of Investigation (FBI) which allows the FBI to more efficiently direct investigative documents to the proper files and are exempt from disclosure under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) because the source numbers have absolutely no effect on the substance of the information and would serve no benefit to the public, while release would potentially cause great harm to the government.

Drug Enforcement Agency (DEA) documents containing internal codes indicating priority of narcotics investigations, types of criminal activities involved, suspected locations of activities and classification of suspected violators known to DEA were exempt from disclosure to newspaper under Freedom of Information Act (FOIA) as matters relating solely to internal agency practices; release and decoding of such identifying information would be detrimental to smooth running of DEA, and could compromise ongoing criminal investigations. 5 U.S.C.A. §  552(b)(2). McNamera v. U.S. Dept. of Justice, 974 F. Supp. 946 (W.D. Tex. 1997).
Information that merely has the potential for bringing to light the practices by which government agency collects and processes information does not come within the ambit of the exemption under Freedom of Information Act (FOIA) for records related solely to the internal personnel rules and practices of an agency. 5 U.S.C.A. §  552(b)(2). Rugiero v. U.S. Dept. of Justice, 257 F.3d 534, 88 A.F.T.R.2d 2001-5091 (6th Cir. 2001).
In Hardy v Bureau of Alcohol, Tobacco & Firearms (1980, CA9 Ariz) 631 F2d 653, 6 Media L R 2236, the appellate court reversed a district court's decision requiring the agency to disclose certain portions of its manual entitled "Raids and Searches Training--Criminal Enforcement," on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), shielded from disclosure records that described the investigative procedures that law enforcement authorities used, including raids and searches. The court reasoned that internal agency records that concern only law enforcement authorities are exempt from disclosure pursuant to Exemption Two if their disclosure would risk circumvention of an agency regulation. The court proceeded to require that when an agency believes that Exemption Two protects a requested record from disclosure, that agency must submit to the district court a detailed affidavit that explains how disclosure would risk circumvention of an agency regulation. If that explanation is "reasonable," the district court should apply Exemption Two, unless an in camera examination shows that the requested record contains "secret law" of the agency or that the agency's affidavit does not accurately describe that record. Therefore, the court remanded the present case to the district court for a review of the agency's affidavit and the disputed records, and a determination whether they contained internal agency information the disclosure of which would risk circumvention of an agency regulation.

The court in O'Connor v United States IRS (1988, DC Nev) 698 F Supp 204, 88-2 USTC P 9579, 62 AFTR 2d 88-5458, affd (CA9) 1991 US App LEXIS 11989, held that withholding a memorandum from a Freedom of Information Act plaintiff, which contained tolerance and criteria used internally by the Internal Revenue Service in its investigations, was proper under Exemption Two of FOIA (5 U.S.C.A. §  552(b)(2)) where disclosure of the documents would have undermined enforcement of internal revenue laws.

In Crooker v Bureau of Alcohol, Tobacco & Firearms (1981, App DC) 216 US App DC 232, 670 F2d 1051, 7 Media L R 2411, (en banc), the court affirmed a grant of summary judgment for the agency which withheld certain portions of a manual entitled "Surveillance of Premises, Vehicles and Persons-New Agent Training," (the Manual) because Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected records that described agency investigative procedures. The court reasoned that the "critical considerations" in its determination were (1) the manual's purposes were predominantly internal to the agency; (2) it was designed to establish rules and practices for agency personnel, namely, law enforcement investigative techniques; (3) it contained no "secret law" of the agency; and (4) its disclosure would risk circumvention of agency regulations. Thus, the court announced that if a record requested under FOIA is predominantly internal, and if its disclosure significantly risks circumvention of agency rules or statutory law, then Exemption Two protects that record from mandatory disclosure.

In PHE, Inc. v Department of Justice (1993, App DC) 299 US App DC 223, 983 F2d 248, the court affirmed a grant of summary judgment for the Federal Bureau of Investigation (FBI) which redacted and withheld slightly more than 1 page of a 16-page section from its "Manual of Investigative Operations and Guidelines," on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected the redacted records. The requester, a national distributor of literature, sought all FBI documents that defined or described the standards for determining whether literary material was obscene under federal law. The redactions contained the sources of information available to agents who investigate obscenity violations, and identified the patterns of criminal activity that agents should look for when investigating such violations. The court concluded that Exemption Two protected the redacted records from disclosure because their release created a risk of circumvention of the law; that is, release of FBI guidelines as to what sources of information were available to its agents might encourage violators to tamper with those sources of information and thus inhibit investigative efforts. In the same case however, the court reversed a grant of summary judgment for the National Obscenity Enforcement Unit of the Department of Justice (NOEU), which withheld significant portions of both its "Obscenity Prosecution Manual" and its "Manual for Child Sexual Exploitation and Pornography Prosecution." This portion of the case was remanded to the district court for more thorough considerations of (1) the applicability of Exemption Two; and (2) the possibility of segragating portions of the records that NOEU withheld. The records withheld contained discussions of search and seizure law and investigative strategy, and a digest of relevant case law. The court noted that FOIA requires agencies to disclose records that define standards for determining whether a violation of law has occurred. n30  Furthermore, in its affidavit supporting nondisclosure, the NOEU failed to describe the withheld records precisely, explain why releasing them would risk circumvention of the law, or indicate why it was impossible to segregate and disclose larger portions of those records. On remand, NOEU was instructed to meet this burden if Exemption Two was to protect the withheld records from disclosure.

 [*4c]        Records related to agency operations

The courts in the following cases held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected from disclosure internal agency records, the disclosure of which would risk circumvention of the law, because those records were related to agency operations.

It was held by the court in Buffalo Evening News, Inc. v United States Border Patrol (1992, WD NY) 791 F Supp 386, 20 Media L R 1553, that a block in a form used by the United States Border Patrol which contained an internal code for the alien's family name, other code words used by the Border Patrol to identify deportability charges, and a narrative by the agent apprehending an alien concerning the apprehension was exempt from disclosure under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), because disclosure of the codes could lead to the possibility that one familiar with certain patterns could break the code. Also a block in the form containing a short description of the method by which the alien was apprehended was held to be exempt from disclosure, not because the matter was trivial, but because disclosure could lead to circumvention of agency regulations, as was a block containing information regarding the ultimate disposition for the case.

In Dirksen v United States Dep't of Health & Human Services (1986, CA9 Cal) 803 F2d 1456, the court affirmed a grant of summary judgment for the Department of Health and Human Services, which withheld Blue Shield's "internal processing guidelines" for Part B Medicare claims from a physician who requested them, on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected the guidelines from disclosure, which would risk compromising their utility to the agency. The guidelines hastened processing of claims by categorizing them as claims to be (1) automatically granted; (2) automatically denied; or (3) reviewed in greater detail. The court reasoned that their disclosure would create a risk of circumvention of the law. It is not difficult to believe, said the court, that, among the care providers in possession of these materials, there would be some who would try to fit their claims into the "automatically granted" category. Nor is it difficult to believe, the court added that, upon the submission of a barrage of claims fashioned to conform to the Guidelines, the Guidelines would lose the utility they were intended to provide. Thus, the court concluded that disclosure risked compromising the guidelines' auditing function within the agency, which brings them under the protective umbrella of Exemption Two.

It was held by the court in Badalamenti v United States Dep't of State (1995, DC Kan) 899 F Supp 542, that the Drug Enforcement Administration could, under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), refuse to disclose descriptive classifications of drug violators and numbers assigned to drug dealers on grounds that their disclosure would thwart investigations and enforcement efforts and could assist suspects in avoiding detection.

The court in Cappabianca v Commissioner, United States Customs Serv. (1994, MD Fla) 847 F Supp 1558, 8 FLW Fed D 81, held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), had properly been employed to redact the customs file number from a document which detailed the allegations of witnesses in an investigation involving the individual seeking the information. The customs file number, in addition to providing a storage method, consisted of codes containing information such as the type and location of the case, and for this reason disclosure of the file number, if the code was "cracked', could reasonably lead to circumvention of the law.

In Cox v United States Dep't of Justice (1979, App DC) 195 US App DC 189, 601 F2d 1, 5 Media L R 1663, the appellate court denied a requester's motion for appointment of appellate counsel, after the district court granted the agency's motion for summary judgment, reasoning that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected from disclosure the operational information that the requested records contained. The requester, a federal prison inmate, sought a copy of a manual that the United States Marshals Service (the agency) used, part of which the agency disclosed. The agency however, deleted portions that discussed (1) the caliber of gun that the Marshals used, and the length of its barrel; (2) the type of ammunition they used and the number of rounds they possessed; (3) the type of handcuffs they used, and the key combinations matching those handcuffs; (4) the location where keys were kept; (5) the management of prisoners during transport, including the use of restraining devices; (6) where, on their persons, security personnel carried weapons when transporting prisoners; and (7) how the agency inspected prisoners during transport to determine whether they possessed objects used to break open handcuffs. The court concluded that Exemption Two protected the disputed records because they concerned administrative matters of interest only to agency personnel, and disclosure would risk a circumvention of law by compromising agency operations discussed in those records.

Similarly, in Founding Church of Scientology, Inc. v Smith (1983, App DC) 232 US App DC 167, 721 F2d 828, the court affirmed a grant of summary judgment for the Federal Bureau of Investigation (FBI), which deleted administrative handling instructions from a record it disclosed, on the ground that disclosure of those instructions risks circumvention of federal law. The requester sought and the FBI disclosed the entire contents of an airgram concerning founder of the Church of Scientology, L. Ron Hubbard, that an American legal attache in Havana, Cuba had transmitted to FBI Headquarters on April 17, 1951. The FBI however, deleted certain notations at the top and bottom of the airgram in order to protect sensitive administrative instructions for handling it. On appeal, the requester failed to challenge the district court's conclusion that disclosure of the deleted records would risk circumvention of federal statutes. Accordingly, the appellate court affirmed the district court's conclusion that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), and protected those records from disclosure.

In Powell v United States Bureau of Prisons (1991, App DC) 288 US App DC 384, 927 F2d 1239, the court held that it is impossible to determine, absent further findings with respect to the segration of portions of the requested records, whether Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protects the agency's "Central Inmate Monitoring Manual" (the Manual) from disclosure because disclosure would risk rendering the Manual operationally useless; accordingly, the court remanded the case for such findings. Significantly, an amicus informed the court that, in another action pursuant to FOIA, the agency released the portions of the Manual that the requester in the present action sought, whereupon the agency disclosed most of the same records to the requester in the present action. The disclosure of those records contradicted the agency's earlier contention that segration of material contained in the records is not feasible in this action. Consequently, a remand was necessary in order to reconsider the agency's previous analysis with respect to the possible segration of portions of the records. On remand, the agency could disclose additional records or present further evidence concerning the segration of portions of the records, or the district court could review the disputed records in camera. Only after such further investigation would it be appropriate for the district court to decide whether those records were predominantly internal and their disclosure risked a circumvention of the law, thereby bringing them within the ambit of Exemption Two.

In Schiller v NLRB (1992, App DC) 296 US App DC 84, 964 F2d 1205, 140 BNA LRRM 2590, 123 CCH LC P 10342, the appellate court affirmed a district court's ruling upholding the agency's decision to withhold certain portions of five records concerning its implementation of the Equal Access to Justice Act (EAJA) because these portions contained its litigation strategy, which Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protects from disclosure. The court stated that records containing litigation strategy are exempt "high (b)(2)" material because their disclosure risks circumvention of statutes or agency regulations. The statutes that disclosure is likely to circumvent need not be penal or enforcement statutes, the court declared. Indeed, said the court, whenever disclosure would render agency records operationally useless to that agency, Exemption Two protects them, whether or not the agency identifies a specific statute or regulation that disclosure threatens to circumvent. Therefore, Exemption Two protected the disputed records in the present case. The EAJA is a fee-shifting statute under which winners of certain adversarial administrative proceedings may recover attorney's fees and costs from the federal government. Disclosure of the agency's litigation strategy would likely compromise the agency's ability to defend itself in actions pursuant to the EAJA. Nevertheless, the appellate court remanded the case to the district court for a determination whether the agency could segregate and disclose any of the information contained in the disputed records. At trial, the agency neither disclosed any "reasonably segregable" portions of those records nor explained why segregation and disclosure of any such portions was impossible, and the district court upheld the agency's decision without addressing the issue of segration and disclosure.

Source symbol numbers and computer access codes and case numbers in Treasury Enforcement Communication System printouts and other documents and violator identifier numbers, such as geographical drug enforcement program codes and narcotics and dangerous drugs information system numbers, were matters of internal significance in which public has no substantial interest and as such, these records were exempt from disclosure under FOIA section excepting from disclosure matters that are related solely to internal personnel rules and practices of agency. Tamayo v. U.S. Dept. of Justice, 932 F. Supp. 342 (D.D.C. 1996).
FBI records, including confidential source symbol numbers, file numbers, and manuals containing detailed discussion regarding techniques used by professional gamblers to avoid prosecution, and information relating to security of Supreme Court building and security procedures for Supreme Court Justices, were exempt from disclosure under FOIA as information related solely to internal personnel rules and practices. Voinche v. F.B.I., 940 F. Supp. 323 (D.D.C. 1996), aff'd without published op., 1997 WL 411685 (D.C. Cir. 1997), cert. denied, 118 S. Ct. 370, 139 L. Ed. 2d 288 (U.S. 1997).
Bureau of Prisons (BOP) properly justified withholding codes, under the Freedom of Information Act (FOIA) exemption for records related solely to the internal personnel rules and practices of an agency, as internal codes for electronic system for obtaining information regarding inmates and on ground that inmates could access information regarding other inmates if they gained access to the codes. 5 U.S.C.A. §  552(b)(2). Maydak v. U.S. Dept. of Justice, 254 F. Supp. 2d 23 (D.D.C. 2003).
In Jimenez v FBI (1996, DC Dist Col) 938 F Supp 21, the court held that Drug Enforcement Administration violator identifiers and Bureau of Prison gang validation criteria were exempt from disclosure under Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) since such information was used internally to facilitate use of the agencies' law enforcement records and if the information was disclosed, individuals could manipulate the applicable facts so as to avoid detection as gang members.

It was held by the court in Voinche v FBI (1996, DC Dist Col) 940 F Supp 323, affirmed by (App DC) 1997 WL 411685, that Federal Bureau of Investigation (FBI) records including permanent confidential source symbol numbers, file numbers and certain manuals containing detailed techniques used by professional gamblers to evade prosecution were exempt from disclosure under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), as was information relating to security of the Supreme Court building and security procedures for Supreme Court justices. The court stated that the concern in such cases is that a FOIA disclosure should not benefit those attempting to violate the law and avoid detection.

The court in Wiesenfelder v Riley (1997, DC Dist Col) 959 F Supp 532, held that Department of Education documents pertaining to the Department's oversight of student financial aid programs, including trigger figures, error rates, and dollar amounts for potential fines for mismanagement of Title VI funds were exempt from disclosure under the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) as being within the "high 2" exemption.

 [*4d]        Records related to agency employment procedures

The courts in the following cases held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected from disclosure internal agency records, the disclosure of which would risk circumvention of the law, because they were related to agency employment procedures.

In Kaganove v Environmental Protection Agency (1988, CA7 Ill) 856 F2d 884, cert den 488 US 1011, 102 L Ed 2d 789, 109 S Ct 798, the court reversed a district court decision ordering the agency to disclose its "Merit Promotion Rating Plan Specifications," (the Rating Plan), which ranks job applicants according to their skills and experience, on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected the Rating Plan from disclosure as an internal agency record that disclosure would render useless. The court reasoned that disclosure would destroy the Rating Plan's utility because some job candidates, once informed in detail of the experiences that the Environmental Protection Agency considered most valuable for a particular job, might amend the description of their prior employment. The court noted that the affidavits of agency officials, which the requester did not contradict, indicated that advance knowledge of the Rating Plan would enable candidates to embellish their job and educational history in unverifiable ways so that they would receive a higher score on the Rating Plan's numerical system. Therefore, the Rating Plan was found to be exempt from disclosure pursuant to Exemption Two.

In National Treasury Employees Union v U.S. Customs Service (1986, App DC) 255 US App DC 449, 802 F2d 525, the court affirmed a grant of summary judgment for the agency, which withheld "crediting plans" used to evaluate job applicants, on the ground that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), protected them from disclosure as internal agency records that disclosure would render useless. Crediting plans are "internal" because they do not regulate the conduct of the public, but instead, concern only the agency's personnel functions of hiring and promotion, the court declared. Disclosure threatens their utility, the court said, because, according to the uncontradicted affidavits of agency officials, advance knowledge of their contents would allow and induce some job candidates to embellish, perhaps even fabricate, their professional credentials. To make matters worse, such advance knowledge would enable a candidate to embellish credentials in a manner that is not strictly fraudulent, or that cannot be proven to be fraudulent, the court declared, concluding therefore that disclosure of crediting plans would likely diminish the agency's capacity to accurately and fairly evaluate candidates for employment. Thus, Exemption Two protected the agency's crediting plans from disclosure.

 [*5]      Miscellaneous records

The courts in the following cases held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), did not protect from disclosure the records requested.

Freedom of Information Act (FOIA) exemption for matters that are related solely to the internal personnel rules and practices of an agency applies to routine matters of merely internal significance in which the public lacks any substantial or legitimate interest, as well as internal agency matters of some public interest where disclosure may risk circumvention of agency regulation or of the law. 5 U.S.C.A. §  552(b)(2). McQueen v. U.S., 264 F. Supp. 2d 502, 2003-1 U.S. Tax Cas. (CCH) P 50451, 91 A.F.T.R.2d 2003-1954 (S.D. Tex. 2003).
Forest Services' management territory maps assisting in protection of Mexican spotted did not "relate" to personnel practices of Service, and were thus not exempt from disclosure under FOIA exemption permitting withholding of information relating solely to internal personnel rules and practices of agency. Audubon Soc. v. U.S. Forest Service, 104 F.3d 1201, 43 Env't. Rep. Cas. (BNA) 1958, 27 Envtl. L. Rep. 20712 (10th Cir. 1997).
In Common Cause v Nuclear Regulatory Com. (1982, App DC) 218 US App DC 262, 674 F2d 921, 8 Media L R 1190, the court held that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)) did not protect agency budget deliberations from disclosure. The requester sought records pertaining to two closed meetings that the agency conducted to discuss its budget proposals. According to the agency, Exemption Two protected from disclosure discussions about (1) the allocation of the agency's personnel among its various programs; (2) the evaluation of job performance within the agency; and (3) more economical methods of managing the agency. The court disagreed, and observed that Exemption Two did not apply to personnel-related discussions at budget meetings because such discussions did not relate solely to internal personnel rules and procedures. The court stated that Exemption Two permits an agency to close a specific portion of a budgetary discussion that relates solely to internal personnel rules and procedures. In the present case, although, an in camera inspection of the requested records indicated that Exemption Two did not apply to any portion of either of the closed meetings that the agency held.

In Tax Analysts v United States Dep't of Justice (1988, App DC) 269 US App DC 315, 845 F2d 1060, 88-1 USTC P 9310, 61 AFTR 2d 88-1044, affd 492 US 136, 106 L Ed 2d 112, 109 S Ct 2841, 16 Media L R 1849, 89-1 USTC P 9386, 63 AFTR 2d 89-1492, later proceeding (DC Dist Col) 759 F Supp 28, 18 Media L R 1943, affd (App DC) 296 US App DC 130, 965 F2d 1092, 20 Media L R 1531, the court concluded that Exemption Two of the Freedom of Information Act (5 U.S.C.A. §  552(b)(2)), did not protect from disclosure district court tax decisions located in the case files of the Tax Division Department of Justice (the agency). The requester, a reporter and publisher of court decisions and other news affecting federal tax law, argued that the agency's disclosure of names, docket numbers, and other identifying information about tax cases did not suffice to discharge its responsibility under the Freedom of Information Act to disclose its records, even though one could obtain tax decisions directly from the district courts. The court determined that Exemption Two did not protect the tax decisions from disclosure because they were public, not internal, records. The agency could not avoid its statutory duty to make them available to the public on the ground that it was administratively inconvenient to do so, or that they were available elsewhere. The agency however, could comply with a request for access to such decisions merely by sending a memorandum to tax attorneys advising them to make an extra copy of district court tax decisions they receive, and send them to a central file at the agency which then need only make the decisions available in a reading room for review and copying. The court therefore remanded the case with instructions to order the agency to provide the requester reasonable access to its copies of district court tax opinions and orders.

Bureau of Prisons (BOP) failed to provide sufficient descriptions for court to conclude that it properly withheld portions of staff manuals or staff statements about internal matters under the Freedom of Information Act (FOIA) exemption for records related solely to the internal personnel rules and practices of an agency. 5 U.S.C.A. §  552(b)(2). Maydak v. U.S. Dept. of Justice, 254 F. Supp. 2d 23 (D.D.C. 2003). 

FOOTNOTES 

 n1  This annotation supersedes the annotation at 28 ALR Fed 645.
 n2  5 U.S.C.A. §  552(b)(2).

 n3  See: S.Rep. No. 813, 89th Cong., 1st Sess. 8 (1965).

 n4  HR Rep. No. 1497, 89th Cong., 2d Sess. 10 (1966).

 n5  Department of Air Force v Rose (1976) 425 US 352, 48 L Ed 2d 11, 96 S Ct 1592, 1 Media L R 2509.
 n6  See Jordan v United States Dep't of Justice (1978, App DC) 192 US App DC 144, 591 F2d 753, 4 Media L R 1785, and Allen v CIA (1980, App DC) 205 US App DC 159, 636 F2d 1287, 6 Media L R 2396; cf. Lesar v United States Dep't of Justice (1980) 204 US App DC 200, 636 F2d 472, and Cox v United States Dep't of Justice (1979, App DC) 195 US App DC 189, 601 F2d 1, 5 Media L R 1663.
 n7  Founding Church of Scientology, Inc. v Smith (1983, App DC) 232 US App DC 167, 721 F2d 828.
 n8  Hale v United States Dep't of Justice (1992, CA10 Okla) 973 F2d 894, vacated on other grounds, remanded 509 US 918, 125 L Ed 2d 717, 113 S Ct 3029, on remand, remanded (CA10 Okla) 2 F3d 1055, appeal after remand, remanded (CA10) 99 F3d 1025.
 n9  Schiller v NLRB (1992, App DC) 296 US App DC 84, 964 F2d 1205, 140 BNA LRRM 2590, 123 CCH LC P 10342.
 n10  Nix v United States (1978, CA4 SC) 572 F2d 998.
 n11  Schwaner v Department of Air Force (1990, App DC) 283 US App DC 196, 898 F2d 793.
 n12  Department of Air Force v Rose (1976) 425 US 352, 48 L Ed 2d 11, 96 S Ct 1592, 1 Media L R 2509.
 n13  United States Dep't of Justice v Reporters Committee for Freedom of Press (1989) 489 US 749, 103 L Ed 2d 774, 109 S Ct 1468, 16 Media L R 1545.
 n14  United States Dep't of Justice v Reporters Committee for Freedom of Press (1989) 489 US 749, 103 L Ed 2d 774, 109 S Ct 1468, 16 Media L R 1545.
 n15  See, e.g., Hardy v Bureau of Alcohol, Tobacco & Firearms (1980, CA9 Ariz) 631 F2d 653, 6 Media L R 2236, and Caplan v Bureau of Alcohol, Tobacco & Firearms etc. (1978, CA2 NY) 587 F2d 544, 4 Media L R 1851.
 n16  Crooker v Bureau of Alcohol, Tobacco & Firearms (1981, App DC) 216 US App DC 232, 670 F2d 1051, 7 Media L R 2411, (en banc).

 n17  Cox v United States Dep't of Justice (1979, App DC) 195 US App DC 189, 601 F2d 1, 5 Media L R 1663, (per curiam).

 n18  Schiller v NLRB (1992, App DC) 296 US App DC 84, 964 F2d 1205, 140 BNA LRRM 2590, 123 CCH LC P 10342.
 n19  Davin v United States Dep't of Justice, FBI (1995, CA3 Pa) 60 F3d 1043, reh, en banc, den (CA3) 1995 US App LEXIS 28112; Jones v FBI (1994, CA6 Ohio) 41 F3d 238, 1994 FED App 391P; and Lesar v United States Dep't of Justice (1980) 204 US App DC 200, 636 F2d 472.
 n20  Founding Church of Scientology, Inc. v Smith (1983, App DC) 232 US App DC 167, 721 F2d 828.
 n21  Cox v United States Dep't of Justice (1979, App DC) 195 US App DC 189, 601 F2d 1, 5 Media L R 1663, (per curiam).

 n22  Dirksen v United States Dep't of Health & Human Services (1986, CA9 Cal) 803 F2d 1456.
 n23  See, e.g., Davin v United States Dep't of Justice, FBI (1995, CA3 Pa) 60 F3d 1043, reh, en banc, den (CA3) 1995 US App LEXIS 28112.
 n24  See Dirksen v United States Dep't of Health & Human Services (1986, CA9 Cal) 803 F2d 1456.
 n25  National Treasury Employees Union v U.S. Customs Service (1986, App DC) 255 US App DC 449, 802 F2d 525.
 n26  Kaganove v Environmental Protection Agency (1988, CA7 Ill) 856 F2d 884, cert den 488 US 1011, 102 L Ed 2d 789, 109 S Ct 798.
 n27  See Attorney General's Memorandum for Heads of Departments and Agencies regarding the Freedom of Information Act (October 4, 1993), which establishes the "foreseeable harm" [to an interest protected by an exemption] standard to guide federal agencies in deciding whether or not to disclose records requested under the Freedom of Information Act. The Memorandum appears in FOIA Update, Summer/Fall 1993 at 4.

 n28  5 U.S.C.A. §  504.
 n29  Department of Air Force v Rose (1976) 425 US 352, 48 L Ed 2d 11, 96 S Ct 1592, 1 Media L R 2509.
 n30  See Cox v United States Dep't of Justice (1979, App DC) 195 US App DC 189, 601 F2d 1, 5 Media L R 1663, (per curiam). 

15

