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Preface

rorist attack agarnst the United States, the Center for Strategic and

International Studies (CSIS) hosted a forum to assess the US response to
the fall 2001 anthrax attacks The forum, held in December 2001, was made possi-
ble through funding provided by the Advanced Systemns and Concepts Office of the
US Defense Threat Reduction Agency (DTRA)

By most accounts, the recent anthrax attacks revealed gaps mn all levels of U S
preparedness These gapsEg_cposed weaknesses 1n emergency care surge capacity,
state laboratory resources, medical diagnostic and law enforcement forensic capa-
bilities, and intra- and nter-agency commumcations. Coordmation and
cooperation among all elements of the public health and law enforcement commu-
nities must be improved. Existing management and information-sharing strategies
are inadequate for Strategies for commu-
nicating with the media and the public must be established, clear management
structures and operating plans must be agreed upon 1n advance.

In an effort to close these gaps, DTRA and CSIS convened a daylong forum on
December 19, 2001, compaosed of semor officials with first-hand knowledge of the
anthrax attacks The purpose of this forum was to examune, from a strategic per-
spective, the US response to and recovery from a bioterrorism crisis, focusing on
the anthrax attacks in Florida and Washington, D.C., as a madel. The forum would
also serve as a foundation for further development of detailed national, regional,
state, and local operational plans and procedures.

The forum was divided into three panel discussions. “Medical and Pubhc
Health," “Law Enforcement and National Security,” and “Integration and Synthe-
s15.” Panelists offered opening remarks representing their particular experiences on
what worked best and what did not. The charr of each panel then facilitated a dis-
cussion among all of those who attended the forum (approximately 50 people,
mncluding panehsts—see hist of participants 1n appendix A).

This report—the product of these panel discussions and subsequent inter-
views—1s5 mtended to assist government officials in 1dentifying and resolving some
of the challenges facing the United States in biodefense It should not be viewed as a
consensus document or as an exhaustive compendium of lessons learned, but
rather as a compulation of the many views expressed during the proceedngs

The report s divided mto three chapters Chapter 1—"The Attacks”—describes
key events that triggered the crisis and set the response 1n motion. Chapter 2—“The
Response”™—describes elements of the response that followed and the plans that
were in place Chapter 3—“Lessons Learned”—elaborates on key issues of concern
raised by participants during the forum and offers proposals for strengthemng U.S
biodefense tn the future.

! I {0 ADDRESS GROWING CONCERNS about domestic preparedness for a bioter-

VI



Contents

Preface

Executive Summary

1. The Attacks

2 The Response

3, Lessons Learned

4, Conclusion

Appendix A
Appendix B
Appendix C
Appendix D

Appendix E.

Last of Forum Partiapants
Forum Agenda

Chronology of Events
Anthrax Cases

HHS/CDC Staff Deployment

Y1

VII

27

29

32

33

42

44



Executive Summary

Office of the Defense Thieat Reductien Agency (DTRA) and the Center for

Strategic and Internauonal Studies (CSIS) convened a forum on December
19, 2001, composed of senior officials with first-hand knowledge of the anthrax
attacks The purpose of the forum was to examune, from a strategic perspective, the
U.S. response to and recovery from a bioterrorism crisis, focusing on the anthrax
attacks m Florida and Washington, D C, as a model. This report is a product of
these discussions and of subsequent interviews and research. It 1s intended to assist
government officials n dentifying and resolving some of the challenges facing the
Unuted States in biodefense The report should not be viewed as a consensus docu-
ment or as an exhaustive compendium of lessons learned, but rather as a
compulation of the many views expressed during the proceedings, which together
form an agenda for further consideration

I N RESPONSE TO the recent anthrax attacks, the Advanced Systems and Concepts

1. The first sigmficant acts of bioterrorism against the United States took place in
the fall of 2001 and consisted of as few as four or five letters containing bacteria
that causes anthrax (Bacillus anthracis), mailed in the U.S. postal system.

2. Assimple as these attacks were, their impact was far-reaching.

¢ Two branches of the federal government—parts of the U.S Congress and
the Supreme Court—were shut down temporarily, as were postal opera-
tions around the country

¢ Eighteen mndividuals contracted anthrax (11 mnhalational, 7 cutaneous) m
five states (Florida, New York, the District of Columbia, New Jersey, and
Connecticut) Five of the tndividuals who contracted anthrax died.

* More than 33,000 people required post-exposure prophylaxis
* Durect costs to the US Postal Service may approach as much as $3 billion

¢ The American Media Inc (AMI) building in Florida and the Brentwood
postal facilities 1n the nation’s capital were shut down and are still closed
Cleanup costs at the US Congress are expected to exceed $24 milthon.

3. The response from the medical, public health, and law enforcement commu-
nities was massive.
¢ More than 1,000 physicians, epidemiologusts, public health officials and
medical practitioners from the private and public sectors and from all levels
of government had to mnvestigate the mdex case and each additional case,
establish or expand surveillance, confirm additional cases, find the source of

vl
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¢

the attacks, define exposure, and recommend treatment They also had to
assist with clinical evaluations of patients, counseling, the provision of anti-
biotics, data collection, and environmental sampling

* The District of Columbia mnitiated the largest ever mass-medication pro-
gram 1n the United States, dispensing medication to more than 17,000
mndividuals, perhaps saving numerous hives

¢ From law enforcement, thousands of police officers, FBI agents, and gov-
ernment officials have contributed to the ongoing criminal investigation In
calendar year 2000, the FBI responded to 257 cases potentially involving
weapons of mass destructton {WMD), of which 200 were anthrax matters
{all turned out to be hoaxes). By comparison, between October and Decem-
ber 2001, the FBI launched more than 8,000 WMD investigations.

¢ TheUS Army Medical Research Institute of Infectious Diseases (USAM-
RIID) performed more than 30,000 individual assays on more than 10,000
samples from the US Capitol At its peak, USAMRIID was receving more
than 700 samples a day, a number that far exceeded 1ts normal operating
diagnostic capacity.

¢ More than 400 contractors plus as many as 400 local and federal govern-
ment liaisons were deployed to the U S. Capitol over a period of six months
to clean up and reopen the contaminated site

4. And yet, the fall 2001 anthrax attacks[l_nay turn out to b_
T ——
Bacillus anthracis 1s the most studied pathogen of possible biological agents, the
use of mailed letters as a delivery mechamism provided a readily 1dentifiable, overt
means of attack; and the areas attacked were for the most part easy to isolate

5. Despite this, the anthrax attacks revealed weaknesses in almost every aspect
of U.S. biopreparedness and response.

—
* |_The attacks exposed deficiencies 1n our public health infrastructure and n
our laboratory, forensic, and diagnostic capabulities

T hei uncovered ﬁais n our scientific base and demonstrated that | R

* They highlighted the vital importance of establishing a clear chain of com-
mand for inadent response, as well as comprehensive communications
strategies to implement during a crisis

¢ They showed the need for better plans for the Jocal distribution of medica-
tion and the provision of treatment 1n the event of mass casualties.

* They demonstrated how challenging it can be to clean up large-scale con-
taminated biohazard sites.
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6. Many activities must be undertaken to better respond to future attacks.

Several proposals should be considered to ensure adequate preparedness, to
strengthen response, and to speed recavery They mclude the following
considerations

7. The United States must ensure adequate preparedness.

Biological weapons have the potential to cause casualties equal to, or far greater
than, nuclear weapons. Thus, U S preparations for a bio-attack should be of at least
the same magnitude as those developed for responding to potential nuclear attacks.
As such, policymakers must take the time now—between attacks—to better under-
stand the threat, the technologies, and the pohcy 1ssues needed to ensure that the
nation 1s fully prepared to thwart, defend against, and respond to bioterrorism in
the future Medical and health capabilittes—including forensics, diagnostics, mass-
casualty treatment, medical knowledge and core scientific understanding—must be
strengthened Further, tramning and pubhc awareness should be expanded to better
prepare citizens to effectively respond to future crises Proposals to consider to
ensure preparedness include the following,

. @ecapitahze the US public and private health infrastructure.

¢ Expand local and regional surge capacities for mass-casualty care
¢ Develop multidisciplinary, biodefense laboratory capabilities

¢ Improve forensic and diagnostic capabilities

¢ Establish a comprehensive and balanced national research agenda
¢ Create an mventory of national assets and capabilities

* Strengthen cvil defense.
¢ Engage first responders 1 trauing and exercxsea

8. The United States must strengthen its response capabilities.

Bioterrorism crisis and consequence management begins with a trigger event the
detection and confirmation of a bioterronst attack Farly detection and the nitial
steps taken once an incident has been 1dentified can mean the difference between
saving lives and facing more casualties The trigger event mmitiates a broad range of
response activities beginning with local first-responders, and expanding to include
state and federal medical, public health, law enforcement and national security offi-
aals. Activities include the collection and analysis of nformation; monttoring of
the attack, and coordmation of prophylaxis, investigation and decontarnination
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efforts In all of these activities, strong communications systems and effective man-
agemnent are essential for ensuring a rapid sharing of information among the
varlous actors, a clear message to the public, and a well-coordinated response
@esplte the significant progress that has been made over the past couple of years
to strengthen national laboratory capabilities and heighten physician awareness of

bioterrorist-related illnesses

United States must expand 1ts human endowment of trained medical practitioners
and epidemuologsts, bolster plans for treating mass-casualties, and ehmmate
bureaucratic barriers to managing a response Moreover, commurnucations strategles
must be adopted withun agencies, among 1nstitutions, as well as across local, state
and federal governments to 1mprove information sharing and communication with
the pubh—cj

The farlure to communicate a clear message to the public was one of the greatest
problems observed during the anthrax attacks. Government officials (on all levels)
were unsuccessful in mounting an effective public relations campaign because of
failures mn two key areas: (1) farllure to provide timely and accurate mformation, and
(2) falure to disseminate urufied, coordinated messages to the public through con-
sistent official spokespersons Proposals to consider to strengthen response
capabilities include the following:

R g

.

.

¢ Increase training on bioterrorism and select biological agents for current

and future medical practhitioners.

¢ Increase public health staff trained in epidemiology and communicable ds-
ease control.

* Develop a comprehensive checldist of key first steps

¢ Establish a clear chamn of command for incidents.

¢ Exchange haisons and increase the use of jomt exercises

¢ Develop mass-medication and treatment delivery strategies in advance
¢ Incorporate mental health needs uito response plans.

* Develop a coordinated media strategy.

a{____ |

* Prepare public messages 1n advance of an attack.

¢ Expand cooperation between medical, pubhc health and law enforcement
communities
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9. The United States must speed its recovery time.

Decontamination of the Hart, Brentwood, and AMI buddings was unprecedented,
costly, and greatly underestimated prior to the anthrax attacks. In general, it ma

Proposals to consider to speed recovery include the following

s Expand research into decontammating hot zones.

¢ Idennfy criteria for ensuring that remediation efforts have been successful. ‘

10. The United States must address additional policy and legal issues that came
to light during the attacks.

Questions that should be addressed include the following.

—
* | Are there alternatives to invoking the Stafford Act to obtain federal disaster
assistance during bioterrorist attacks?

* Are there provisions that can be mnvoked or should be established to protect
from discrimmation those exposed during an attack?

¢ How can indemmfication for contractors and responders be ensured?

*  Who should have the authonty to close and/or reopen facilities? What pro-
tocols need to be established?

* How can atizen privacy be ensured when conducting medical biosurveil-
lance? What 1s the appropriate and fair use of data collected for
biosurveillance?

* Guven the breadth of biodefense mvestment priorities, what steps must be
taken to ensure a balanced investment portfolio?

* Who should have the authority to direct, mandate and enforce quarantines?

* What are the elements of international cooperation needed to preserve
trade activities and share resources during an attac&

—

11. What is alarming about the anthrax attacks is that they
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The time has come to make dramatic improvements mn all areas of
preparedness.

The primary lesson from the first significant bioterrorist attacks in this country
1s that to mutigate the spread of disease, the loss of hfe, and disruptions to daily
lives, we must organize to maxmmize the effectiveness and the speed of our
response. This effort wall reqmmm
strengtheming medical capabilities, improving planning and coordination
among law enforcement, medical, and public health officials at all levels of gov-
ernment, bolstering research, expanding training and exercises, developing and

implementing public communication strategtes; and addressing policies that
!
may be creating bureaucratic barriers and inhibiting rapid response 1



CHAPTER 1

The Attacks

Media Inc (AMI) n Florida was admitted to a Palm Beach commumty

hospital emergency department with fever, vomiting, muscle aches, and
confusion. He was initially treated for bacterial meningitis On the basis of prehmi-
nary tests, a diagnosis of anthrax was considered withun six hours, and pemailn
was added to the treatment regime Upon suspraon of anthray, the case was
reported to local public health authorities At thus point, however, new treatment
could not reverse the course of the disease, and the man died. His autopsy on Octo-
ber 6 confirmed that he had died of anthrax. The progression of disease from the
onset of symptoms to death took only six days * Until this case, there had been only
18 mcidents of human mhalation anthrax in the United States since 1900—the
most recent case in 1976,

Within a week after this case, a 38-year-old woman employed by NBC in New
York was diagnosed with cutaneous anthrax, She had presented symptoms at the
end of September, but 1t was not clear untl after the first case was publicized that
anthrax mght be indicated It was subsequently determuned that she had handled a
letter that contained a suspicious powder.

On October 15, the offices of Senate Majority Leader Tomn Daschle (D-S.D )
received a letter contaimng a powder that tested posinive for the bacteria that causes
anthrax. The letter was opened, and the powder was released mto the air. As a
result, tmtially one corner of the Hart Senate Office Building in the U.S Capitol was
closed; eventually the whole building had to be shut down. Indivaduals who were
exposed or possibly exposed to the powder were given a course of antibiotics as
prophylaxis

On October 21, a postal worker employed at the mail facihty that serviced the
Senate offices was diagnosed wrth inhalation anthrax. He and one of his colleagues
both died from inhalation anthrax the following day. Two other postal employees
from the same facility were also treated for inhalational anthrax, and survived A
fifth individual in the Washington, D C., region—a U.S State Department mail-
room employee—was hospitalized with inhalation anthrax and also survived The
Brentwood postal facility and other downstream mai-handhing facilities were sub-
sequently shutdown

Small amounts of Bacillus anthracts were also later found mn numerous build-
ings m the Washington, D.C , area—the Supreme Court, the Walter Reed Army

ON OCTOBER 2, 2001, A 63-YEAR-OLD PHOTO EDITOR employed by Amenca

1 Larry M Bush, Barry H Abrams, Anne Beall, and Caroline C Johnson, “Index Case of Fatal
Inhalational Anthrax Due to Bioterrorism m the United States,” New England Journal of Medicine,
November 29, 2001
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Instrtute of Research, the Department of Health and Human Services, and the main
State Department building, These buldings were believed to have been contami-
nated from letters that came in direct contact with the Daschle letter or passed
through sorting equipment at the postal facility that sorted the Daschle letter A
letter addressed to Senator Patrick Leahy (D-Vt ), found by hazardous materials
experts sortg through 250 barrels of mail quarantined after the discovery of the
Daschle letter, also tested positive for anthrax on November 16.

Two other states—New Jersey and Connecticut—were affected throngh proba-
ble cross-contamination of mail routed through the postal system In total, 18
individuals contracted anthrax (11 inhalational, 7 cutaneous) 1n five states {(Flonida,
New York, the District of Columbia, New Jersey, and Connecticut) > More than
33,000 people required post-exposure prophylaxis Five of the individuals who con-
tracted anthrax died All of the anthrax associated with these attacks was found to
have come from the same strain of Bactllus anthracis bactena,

These attacks were the first sigmificant acts of -
the United States.’

2 For a summary of anthrax cases, see appendix D For more details, see John A Jermgan et
al, “Bioterronsm-Related Inhalational Anthrax The Furst 10 Cases Reported mn the United States,”
Emerging Infectious Diseases 7, no 6 (November-December 2001} See also, Centers for Disease
Control and Prevention, “Update Investigation of Bioterrorism-Related Inhalational Anthrax—
Connecticut, 2001,” Morbidity and Mortahty Weekly Report (MMWR) 50, no 47 (November 31,
2001) 1045-1051

3 For a detailed chronology of the anthrax attacks, see appendix C



CHAPTER 2

The Response

ing of as few as four or five letters mailed in the U.S postal system In

contrast, the consequences of these attacks were far-reaching, including the
temporary shutdown of parts of the US Congress, the Supreme Court, and postal
operations around the country Compared to the size of the attack, the response
and recovery activies were massive, mnvolving numerous medical practitioners and
law enforcement and public health officials from the private sector and from across
local, state, and national governments The cost of recovery will exceed several bi-
lion dollars,

' | { HE ANTHRAX ATTACKS OF FALL 2001 were, mn total, relatively small, consist-

The Actual Response

From the medical and public health commumnities, the direct response to these
attacks mvolved more than 1,000 physicians, epidemiologists, pubhc health offi-
aals, and climicians. These officials and medical practitioners came from both the
private and public sectors and from all levels of government—local, state, and fed-
eral The Centers for Disease Control and Prevention (CDC) and local public
health communtties had to mvestigate the mdex case and each addrtional case,
establish or expand surveillance, confirm additional cases, find the source of the
attacks, define exposure, and recommend treatment They also assisted with clinical
evaluations of patients, counseling, the provision of antibiotics, data collection, and
environmental sampling. The CDC ran 200 sorties to deploy anubiotics from the
National Pharmaceutical Stockpile and responded to 280 requests for advice from
foreign countries The District of Columbia initiated the largest ever mass-medica-
tion program tn the United States, dispensing medication to more than 17,000
individuals When the number of hoaxes plus the scared but healthy individuals
(the “worried well”) who required medical attention are considered, the number of
medical and public health professionals mvolved m the response was much higher.

From law enforcement, thousands of pohce officers, FBI agents, and govern-
ment officials have contributed to the ongoing investigation In calendar year 2000,
the FBI responded to 257 cases potentially involving weapons of mass destruction
(WMD), of which 200 were anthrax matters (all turned out to be hoaxes} By com-
parison, between October and December 2001, the FBI launched more than 8,000
WMD 1nvestigations. Previously, hoaxes were considered relatively harmiless,
requiring limited resources for response After October 15, thus changed, and law
enforcement officials in New York City, for example, chose to close off three square
blocks to respond to therr first anthrax threat
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To date, 47 people have been tndicted i anthrax-related cases (though none of
these individuals has been linked to the anthrax attacks in the District of Columbia,
Flonda, New York, New Jersey, or Connecticut) More than 10,000 samples have
been provided to the U.S, Army Medical Research Institute of Infectious Diseases
(USAMRIID) from the U'S Capitol complex for testing, and more than 30,000
individual assays have been performed on these samples. At its peak, USAMRIID
was recerving more than 700 samples a day. Each of the samples had to be treated
with appropriate evidentiary procedures to mamtaimn proper chain of custody to
ensure 1ts viability in court For every sample, a 25-page document must be pre-
pared. The overall level of activity at USAMRIID during the peak of the response
far exceeded normal operating diagnostic capacity.

The specific response at the US Capitol required establishing an madent com-
mand systerm and overseerng logistics support (e.g , establishing and maintaining
trailers and tents, sealing buildings, and dispensing meals), security, public affairs,
environmental sampling and agent characterization, and remediation More than
400 contractors were brought 1n to support these operations, and approximately
400 additional federal and local haisons were also credentialed for on-site activities
Total costs for the operation will exceed $24 milhon.*

Beyond the public health and law enforcement efforts, local, state, and national
elected officials, civil servants, postal workers, contractors, and private citizens have
been pulled into the crisis 10 one way or another, whether as part of the overall
response, as part of the recovery process, or, more likely, as uuntended casualties.
As a direct result of the terrorist attacks, for example, the U S. Postal Service esti-
mates 1t will meur costs of more than $3 bilhon.” The U S. Postal Service also had to
reassign the vast majority of its 1,900 mspectors and 1,400 postal police officers to
respond to the anthrax threat.

The Planned Response
Depending on the severity of the attack, the response to a bioterrorist event may

require the coordinated efforts of a local community, as well as resources from state
and federal governments.

4 Thus estimate does nct include costs incurred by and paid for by federal agencies under
existing authorifies

5 The US Postal Service costs owing to the terronsts attacks mclude the purchase of equip-
ment to sanihize mail, implementation of new security procedures, medical testing and emergency
treatment of employees exposed to anthrax, protective equipment for employees, environmental
testing and cleanup of postal facilibes, education of employees, dissermnation of postcards on how
to 1dentify and respond to suspicious mail to more than 135 midlion U.S homes and businesses,
disruption of operations and mail services, as well as dumage to faciities and equipment loss 1o New
York See statement of Postmaster General/CEO John E Potter before the Subcommittee on Trea-
sury and General Government Comnrmttee on Appropriations 1n the United States Senate on
November 8, 2001
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Local Response Plans

Because a bioterrorist attack may only manzfest itself 1n the symptoms of disease or
1n the release of suspicious matenals, local responders (including emergency medi-
cal techntcians, police officers, and firefighters, as well as medical practitioners
from the public and private health care communities) will mevitably be the first to
attend to the critical needs of victims of an attack—probably without even knowing
that an attack has occurred. Once an act of bioterrorism has been detected or con-
firmed, public health officials will need to perform numerous other activities
including establishing a pertmeter, 1solating the biological agent, decontaminating
victims, taking case and contact histories, diagnosing patients, establishing prophy-
laxts and treatment regumes, implementing surveillance strategies, confirming
subsequent cases, and providing mortuary facilities for the dead All of these tasks
must be coordinated in conjunction with complementary activities undertaken by
state and local pubhc health and law enforcement officials

State Response Plans

States maintain resources that can assist local jurisdictions in emergencies, and they
provide assistance to local governments as requested, They manage regional
responses within thetr borders and assist with coordinating the delivery of federal
assistance to local areas In general, 1f an act of terrortsm produces consequences
that overwhelm the capabilities of local and state governments, the state governor
may request federal assistance °

Federal Response Plans

The Federal Response Plan (FRP) 15 the nation’s blueprint for responding to
national disasters It provides a national disaster framework for responding to nat-
ural and man-made disasters and a mechamsm for coordinating the delivery of
federal assistance and resources to augment efforts of state and local governments
overwhelmed by a major disaster or emergency ’ In 1999, a “Terrorism Incident
Annex” was added to the FRP to include provisions for responding to terrorist
attacks and, m particular, to support incidents mnvolving weapons of mass destruc-
tion ® The terrorism annex “builds upon the process and structure of the FRP by
addressing unmique policies, situations, operating concepts, responsibilities, and
funding guidelines required for response to the consequences of terrorism.” In the
event that an emergency s declared, federal assets can be deployed—including the

6 The excepuon to this 15 1 major metropohitan regions where federal assets may be wnte-
grated into umtial local response plans prior to regions being overwhelmed

7 According to the Federal Response Plan, "State and local governments exercise primary
authority to respond to the consequences of terrorism, the Federal Government provides assistance
as required ” See Federal Emergency Management Agency, Federal Response Plan (9230 1PL), Terror-
1sm Incident Annex, Apri 1999, p TI-1

8 Ibid The annex 1s based on the 1995 Presidential Decision Directive 39 (PDD-39), which
establishes policy “to reduce the nation’s vulnerability to terrorism, deter and respond to terrorism,
and strengthen capabilities to detect, prevent, defeat, and manage the consequences of terronst use
of weapons of mass destruction” (p T1-1)

9 TIbd,p TI-3.
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provision of funds——under the Robert T, Stafford Disaster Rehef and Emergency
Assistance Act (hereafter, the Stafford Act)," as directed by the Federal Response
Plan

The FRP Terrorism Incident Annex describes the relationship between two
mtegrated phases of a response. crisis management and consequence management.
Crisis management refers to measures to prevent and/or resolve a threat or act of
terrorisim; consequence management refers to measures to protect public health
and safety, restore essential government services, and provide emergency rehef to
governments, businesses, and mdividuals affected by the consequences of
terrorism

Presidential Dectston Directive 39 (PDD-39) designates the Department of Jus-
uce as the lead agency for crisis management, with the FB] taking on the lead role
for operational response as the “on-scene manager” for the federal government
Acts of bioterrorism differ from natural disasters in that law enforcement must be
involved to prevent further attacks, terminate ongoing attacks, and apprehend and
prosecute the perpetrators.

PDD-39 designates the Federal Emergency Management Agency (FEMA) as the
Jead federal agency for consequence management FEMA 1s responsible for coordi-
nating federal emergency prepareduness, planning, management, and disaster
assistarice functions and s primarily responsible for estabhishing federal disaster
assistance policy FEMA has a lead stewardship role in developing and mamntaming
the Federal Response Plan,

Other agencies provide leadership roles m various aspects of consequence

rnanagement’

m  The Department of Health and Human Services (HHS) has primary responsi-
bility for medical and public health response. These responsibilities include
triage, treatment, and transportation of victims, and evacuation of patients out
of the disaster area, as needed, into a network of multtary services, veterans
affairs, and pre-enrolled nonfederal hospitals, mawntaining health surveilance;
providing health/medical equipment and supphes; consulting on biological
hazards, conveying public health information, establishing vector control, pro-
viding potable water/wastewater and disposing of solid waste, as well as
providing vichm 1dentification/mortuary services and veterinary services,
Under HHS, the CDC supports some of these functions 1n 1ts capaaty as the
national clearinghouse for U S. public health montoring and as the steward of
the National Pharmaceutical Stockpile Program

B The Department of Defense (DOD) may provide resources following a Stafford
Act declaration if a state requests support for which the federal civilian agencies
have exceeded their capacity or in the case that the necessary support can only
be found mn the Department of Defense and 1s an ehgible DOD musston In
these circumstances, the secretary of defense designates the defense coordinat-

10 The Stafford Act was enacted “to provide an orderly and contimung means of assistance by
the Federal Government to State and local governments in carrying out their responsibiiities to alle-
viate the suffering and damage which result from such disasters” See 42 U S G, et seq
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ng officer (DCO) as the lead enuty to coordinate mulitary support to civil

authorities, If the DOD support requrred 1s extensive, DOD may deploy (or
FEMA may request) the Jomt Task Force for Civilian Support (JTE-CS) to pro-
vide command and control support for DOD forces !

m  The Environmental Protection Agency (EPA) 1s designated as the nation’s lead
agency to prepare for and respond to any release (or threat of release) of oil,
hazardous substances (induding biological agents), pollutants, or contam-
nants mto the environment that may present an imminent and substantial
threat to public health or welfare and the environment In the event of bioter-
rorism, EPA's Environmental Response Teams can support activities to detect
and identify agents, The EPA 1s also the lead agency responsible for post-
incident bioremediation and facility decontammation.

These lead agencies are only a few of the federal resources that may be utihzed fol-
lowing an act of bioterrorism More than 40 agenaes retain resources, capabilities,
and expertise that may be required to ensure that the nation can detect, prevent,
defend against, respond to, and recover from acts of bioterrorism

11 The JTF-CS was established 1n 1999 to support mulitary and civil authorities in conse-
quence management following a WMD wncadent, For more information about the JTF-CS, see
http //www jfcom mil/About/com_jtfcs htm, accessed January 2002

12 PDD-39 directs the EPA to support bioremedsation efforts through the Natonal Oil and
Hazardous Substances Pollution Contingency Plan (NCP)
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Lessons Learned

Ensuring Preparedness

Given increased proliferation concerns regarding weapons of mass destruction, as
well as recent advances n biotechnology, bioterrortsm has become a serious threat
that the United States must be fully prepared to face It1s a threat that requires a
multilevel approach to support the broad resource needs, capabilitres, knowledge
base, infrastructure, and training requirements necessary for defending against and
responding to future crises

The anthrax attacks against the Umited States were perhaps a tragic dry run,
testing U S. preparedness for a major biological weapons attack m the future. Bio-
logical weapons have a potential to cause casualties equal to or far greater than
nuclear weapons, preparations for a bio-attack should be of at least the same mag-
mtude as those that have been developed for responding to potential nuclear
attacks.

Therefore, policymakers and decisitonmakers must take the tume now—between
attacks—to better understand the threat, techniologies, and policy 1ssues needed to
ensure that the nation 1s fully prepared to thwart, defend against, and respond to
bioterrorism 1n the future, They must develop the plans, policy options, and
actions—in the form of clear, concise playbooks—for the president and for federal,
state, and local officials.

Based on the challenges faced during the anthrax attacks, the following key
1ssues must be addressed to improve biopreparedness across the country

Public Health Infrastructure

The U.S public health infrastructure 1s a complex web of public and private institu-
tions and resources from all levels of government needed to assess public health,
develop health policies, and provide essential health services to every community.
Although generally effective at managing routine public health on a daily basis, ths
fragmented system has resulted i inefficiencies when confronting broader emer-
gencies and has significant implications 1n terms of mounting a coordinated
response to a multyurisdictional bio-attack,

A focused response to a bioterrorist attack will reqmre[g_hat techmecal mforma-
tion and specialized resources and technology be shared, public information
campaigns be coordinated, and preventative or post-exposure prophylaxis be deltv-
ered rapidly without any delay posed by jurisdictional issues. One of the central
problems that has evolved out of fragmentation of public health is that there 15 great
disparity among U.S state and local public health institutions in terms of knowl-
edge, skulls, resources, and capabilities. These institutions traditionally wor'_lzﬁ



LEssoNs LEARNED 9

&dependently, with little communication or coordination outside of mdividual
programs During the anthrax attacks, numerous offictals from various state, local,
and federal agencies communicated with the public, resulting 1n confhicting and
confusing messages that dumunished public confidence and increased anxety. Offi-
cials at the Centers for Disease Control and Prevention observed during the attacks
that they were better able to respond to public health needs in communities with
stronger local and state capabilities than those with weaker infrastructure (e g, the
CDC 1ssued publc health alerts or protocol updates via the Internet in most cases,
but had to use faxes 1n some cases, and were unable to disseminate information by
any means to some health care professionals)

In the 1990s, the Umted States invested very little in its public health infrastruc-
ture. As a consequence, public health organizations today maintain the mnrmum
requisite workforce to get the maxumum amount of work done. Thus situation 1s also
true for private industry, which, during the same period, built a health care system

based on efficient “just in time” deltvery of services The combination of these two

e need 1o provide rapid diagnosis, conduct case histories, take nasal
swabs, and provide prophylaxus for approximately 33,000 people put enormous strain
on public health resources and coffers As the number of sites where cases of anthrax

had been identified increased across the northeast (ultzmateli reachmi six sites), the

The strain on resources that communities faced during the anthrax attacks
evolved partially out of the fact that no local state of emergency was ever invoked and
no natonal state of emergency was ever declared In general, there are two main rea-
sons why an emergency might not be declared First, because the progression of
disease 1n a bio-attack may n1tially be slow (with long incubation periods), the full
scale of the attack may not be apparent for days or weeks. Consequently, it may not
be readily apparent whether a state of emergency 1s indeed necessary. Second, even if
addinonal resources could provide much-needed financial relief to a region, local-
ties may be reluctant to declare an emergency for economuc reasons—namely,
scaring off potential visitors and other commercial interests and harming their long-
term economic viabiity In any event, because no emergency was ever declared and
because federal disaster funds are disbursed only when one 1s declared, locahities
ended up shouldering the financial burden of responding to the anthrax attacks.

With the promise of added investments m public health across the country,
many states and localities may now be able to obtain the needed resources for
responding to massive bioterrorist attacks, But procuring these addrtional resources
1s not a panacea Obtarmung new technologies without also coordmatmg with
neighboring communities and addressing complementary needs (e.g., conducting
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joimnt traxning exeicises or ensurmng interoperability with other jurisdictions) may
unintentionally dimunish the very preparedness communities seek to enhance

Proposals

] [_ﬁecapﬂalme the U.S. public and private health wnfrastructure The U.S publc
Fealth mérastructore 1s [ - -
detection and effective medical response requires well-trained public health
professionals and well-equipped public health laboratories for surveillance,
investigation, and diagnostics, as well as for health care provision At the same

time, unless prumary care facilities (which are mostly private) are also bolstered,
the investments 1n the public health infrastructure will have himuted utility

In most jurisdic-
tions across the country, all aspects of emergency response and consequence
management are based upon a “local” madent command structure supported,
when necessary, by state governments and/or the federal government, In cases
of mass casualties or inaidents that occur in multiple states, policymakers
should reassess the risks and benefits of a distributed health care system and

m  Expand local and regional surge capacities for mass-casualty care. Approaches
to ensuring emergency surge capacity 1n all communities must be identified
Alternative methods for deploying federal and state assets in the absence of a

Laboratory Capabilities, Forensics, and Diagnostics

The Unuted States maintains a laboratory system that provides critical support in
responding to disease outbreaks and plays an essential role in the effective response
to a bioterrorist attack, More than 80 state and local public health and natonal
security laboratories compose the national Laboratory Response Network (LRN) in
a four-tiered system of laborataries based upon their analytical capabulities, capac-
ity to respond, and biosafety levels."*

Numerous Jaboratories across the country contributed tn the recent anthrax
attacks by identifying the biological agent, confirmuing cases of anthrax, and analyz-
ing the agent and its delivery vehicle in order to determtne 1ts origin and assign
attribution These included various state laboratories, the CDC, the U.S. Army
Medical Research Institute of Infectious Diseases (USAMRIID), the U.S. Depart-
ment of Energy’s Los Alamos National Laboratory (LANL), and unversity
laboratories. These laboratories vary in their capabilites, the types of tests they do,
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and how quickly they can complete requisite tests Because of the vanety of forensic
tests required by law enforcement, sarmples often were sent along a circurtous route
from, for example, USAMRIID to University of Arizona to LANL. With each pass-
ing day that law enforcement 1s unable to assign attribution, the risk increases that
further attacks may be perpetrated. Inefficiencies m the laboratory system—
whether because of the distributed nature of the laboratory system or because of
how information is shared—may slow down the criminal mnvestigation and conse-
quently raise the possibihty for greater loss of Iife,

Proposals

®  Develop a multidisciplinary, btodefense laboratory capability The United
States needs an expanded laboratory capabihty with the capacity for detailed
comprehensive analyses (e.g , those providing matenials science, genetics, dis-
ease pathology, and trace metal analysis) within a single level-2 or level-3

facility.

m Improve forensics capabihties. The United States needs to continue to develop
and improve upon technologies and methodologies to answer the complex
questions that arise when considenng forensic analyses of microbiological sam-
ples To development the research agenda for such an effort will require active
engagement of the forensic science community with microbiologists, molecular
biologists, and experts in microbial population genencs and evolution Other
disciphnes should be engaged as needed to derive the best approaches for foren-
sic analysis of microbrological evidence reuslting from a bioterrorist event.

Medical Knowledge and the U.S. Science
and Technology Base

In responding to the anthrax cases, technical and medical experts learned

14 The Laboratary Response Network, established by the CDC m 1999 1n collaboration with
the FBI and the Association of Public Health Laboratores, consists of four different levels of labora-
tortes with different testing capabilities to detect and 1dennfy select biological agents iLevel A labs
are the front-lne cluucal microbiology labs found 1n chinics or hospitals These labs attempt to rule
out whether an attack mvolves potential biological agents, and they forward samples that cannot be
rujed out to a Lavel B laboratory Ttus process continues (rubmg out potential agents or passing sam-
ples to lugher-level labs} up through Level D labs, which perform the lughest-level procedures,
maintain the most virulent reference speamens, and operate under the highest levels of secunty
The USAMRIID and CDC mawintamn the only two Level D laboratories 1n the country.
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Areas that require further study include understanding critical characteristics of the
bacteria, details of the pathology of the disease, and various treatment protocols.
These findings iluminate a more fundamental problem, whch is

rguably, this mnefficiency may be trivial 1n light of the anthrax
attacks, but could have devastating consequences in the face of a full-scale brologi-
cal assault.

Proposals

—
= | Establish a comprehensive and balanced national research agenda. A compre-
ensive, balanced research agenda must be developed to 1mprove
understanding of the known biological agents that pose a threat to U.S. national

research 1s needed to understand and respond to crisis-induced mental health
needs (discussed further 1n this report under the section, “Prophylaxs, Treat-
ment, and Mental Health”). The Whate House Office of Science and Technology
Policy (OSTP), through the President’s Commuttee of Advisors on Science and
Technology (PCAST), could coordmate development of a research portfolio
across the entire executive branch.'

m  Create aninventory of national assets and capabilities. Decistonmakers need to
identify scientific experts, technical resources, and bioterronsm response capa-
bilities 1n advance of a crists, rather than locating them following an incident a

15 E\ precedent for this proposal 15 the 1997 PCAST Energy Panel. The Energy Panel, created
under the auspices of the President’s Commuttee of Advisors on Science and Technology, provided
recommendations on how to ensure that the US energy R&D program addresses the economuc,
environmental, and national security needs of the naton for the next century The U.S, federal
wventments in energy and environmental R&D span multiple programs in multiple agencies and
across several appropriation bills, As such, the development of this complex R&D partfolio nught
serve as a model for assessing the U S biodefense R&D portfolxoi
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Training and Civil Defense

There are three key elements for an effective response to a bioterrorist inadent
adequate resources, well-developed plans, and extensive traiming The last of these
elements—training—includes conducting exercises for those who rmught be called
upon to respond to bioterrorism As noted above, nurmnerous federal, state, and
local entiies from public health and law enforcement communitiesimust collabo-
rate 1n all aspects of detecting, defending against, responding to, and recovering
from an attack, If individuals do not train together, they will have great difficulty
responding togethez]

On the positive side, there were several instances 1n which specific trainmg m
advance of the anthrax attacks provided vital preparation for those involved m
responding to the actual attacks These mstances mcluded joint crisis management
training exercises between the U.S Capitol Pohce and New York law enforcement
officials, training of the individual in the US Senate who opened the Daschle letter
on how to handle suspicious mail, and guidance to medical practitioners on how to
identify anthrax and Limut 1ts spread

Proposals

(] @trengthen civil defense A well-prepared citizenry 1s the best first line of
defense. Public awareness can help reduce panic, diminish the spread of disease,
and speed recovery. Training and public awareness should be expanded to
mnclude a miore generalized understanding of bioterrorism, including what to
do 1n the event of a bioterrorist attack, steps to take to minimize exposure, and
steps to take after suspected or known exposure, Businesses and private citizens
should contmnue to be trained to 1dentify suspicious mail,

m Engage first responders in training and exercises There continues to be a criti-
cal need for first responders to be trained i coping with biological incidents
Thss traming must be practiced in collaboration across multiple jurisdictions,
under a variety of qra:mstancqs_l

Strengthening Response

Bioterrorism crisis and consequence management begins with a trigger event. the
detection and confirmation of a bioterrorist attack. This trigger event initiates a
broad range of response and recovery activities beginning wath local first-respond-
ers (firefighters, police, emergency medical technicians, hazardous materials crews,
hospital staff, and health professionals) and expanding to include state and federal
medical, public health, law enforcernent, and national security officials These
activities wnclude the collection and analysis of information; momtoring of the
attack, and coordination of prophylaxis, mnvestigation, and decontamination
efforts. In all of these activities, strong communications systems are essential for
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ensuring both a rapid sharing of information among the various actors and a clear
message to the pubhc

Surveillance and Detection: Confirming an Incident

The current U.S system for surveillance and detection of bioterrorism attacks

as a result of increased vigilance on the part of medcal
practitioners This increased vigilance has resuited from efforts, undertaken by
HHS over the past couple of years, to strengthen U.S. surveillance capabihties
through educational programs to improve physician awareness of potential bioter-
rorist-related 1llnesses and through enhanced LRN laboratory capabllltlist]

In Florida, where the first case of inhalation anthrax was detected, astute med.-
cal practiioners provided the first warning of a problem. Local health officials
assumed the worst—narmely, that the case represented the first evidence of a proba-
ble broterrorist attack Neither the local health officials nor the private physicians
mvolved waited for final CDC confirmation before acting. As a result, the medical
communty w1 Florida had a 36-hour jump on contaimng the crisis State officials
notified all hospitals of the threat and directed anyone admitted to intensive care to
be examined for possible anthrax. A “1-800” telephone number was established for
people potentially exposed An informational Web site was set up and staffed
around-the-clock by doctors available to answer direct questions. The AM] build-
ing, where the first victun was likely exposed, was closed. Every licensed doctor m
Florida was faxed an informational letter, where possible. These immediate steps
heightened public awareness, increased medical survelliance throughout the sys-
tem, and consequently aided 1n discovering the second Florida anthrax case
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The most effective and fastest method of detection today relies on astute clini-
cians Alert practitioners have been the key for detecting recent unusual outbreaks,
including anthrax, hanta virus, and West Nile virus Until adequate detection tech-
nology is available—and perhaps even after 1t 1s—medical and public health
professionals and private cttizens will play a critical role in bioterrorism detection
and defense

Proposals

m Increase trainmg on bioterrorism and select biological agents for current and
future medical practitioners Bioterrorism has not been emphasized in medical
schools or in medical training programs Practitioners must develop better
awareness of signs, symptoms, and pathologies of biological agents that pose a
threat to national security and ther potential use 1n acts of bioterrorism

m Increase public health staff trained in epidemology and communicable dis-
ease control. Identifying an outbreak may require interpreting data from
various sources in light of past experience and may only be found 1f exarmned
analytically Each outbreak 15 different and requires a unique plan for investiga-
tion and control Trained epidemiologists are needed at all levels of pubhc
health to perform these functions and to provide policymakers with the best
scientific mput possible 1n the face of potentially difficult decisio@

Initial Steps and the First Response

Initial steps taken once a bioterrorist mcident has been 1dentified can mean the dif-
ference between saving lives and facing more casualties Takung prudent, decisive
action at the earliest opportunity can also diminish socioeconomic disruptions



16 LESSONS FROM THE ANTHRAX ATTACKS

Numerous steps were taken n Florida and Washingion, D C,, that helped save lives
They included:
Notfying all hospitals and medical professionals of the possible anthrax threat
(F londa and D.C.),
Directing anyone admitted to intenstve care to be examined for possible
anthrax (Florida),

»  Estabhshing a “1-800” number/emergency call center and a Web site for
answering questions (Floridaand DC ),

Shutting down the physical site of the attack {(Flonda and D C );
+ Isolating the source of attack (e g., the Daschle letter in D C.),
+  Shutting down the HVAC systems to curtail the spread of the anthrax (D C.),

+  Collecting all the mail (vector of attack) that was previously distributed 1n
the Hart Building to prevent further simular attacks {thus stopped dissemi-
nation of the Leahy letter and reduced the possibility of additional
exposures m D C ),'®

+  Establishing an mcident command infrastructure to coordinate response
and recovery efforts (the Federal Emergency Management Agency, or FEMA,
provided valuable technical assistance at the U.S, Capitol n D,C.); and

+  Imitiating large-scale post-exposure prophylaxis programs (Flonidaand D C).

Proposal

] EQevelop a comprehensive checklist of key first steps. Developing and mamtain-
g a checklist of best practices and first steps to take during a bioterrorism
attack can reduce response ttme and thus minimize loss of life, casualties, and
disruptions. It can also serve as a basis for future training exercises

Management and Organization of the Response

In all of the anthrax cases, from Florida to Connecticut, no request was made for an
emergency or major disaster declaration under the Stafford Act. Consequently,
FEMA was not permitted to use authorities granted by the Stafford Act to engage
federal agencies in consequence management actwvities Although local authorites
succeeded 111 preventing mass casualties, the decision not to request assistance
under the Stafford Act had implications for the management of response and recov-
ery functions and moreover for the assumption of the cost of the response, Further,
without federal assistance, local response depended on local preparedness, which
varies greatly from city to city across the country.

Out of all the cases of anthrax,\the mncident in the nation’s caputal region pro-
vided the most urgent need for federal response, because of the breadth of exposure
i the region In this case, CDC, at the request of the local D C. government, suc-__
ceeded in mobihizing a large team and placed them on the scene within 6 hours. The \3

16 Note that these steps were not taken at the Brentwood postal facility in the D C region
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Eﬁl set up a joint command center for crisis management at Fort Myers and arrived
on the scene almost immediately after the attack The FBI maintarned control over
the site for as long as it took to collect and 1emove evidence (contammated clothes,
the envelope that had contatned B anthracis spoies, and a portion of the carpet
where the envelope was dropped). The FBI then relinquished control over the crime
scene and turned it over to public health and public safety officials, endmg the crisis
management phase of the response 7 Inttially, responders were unaware of the
important relationship between the Daschle letter, the Brentwood mal facility, and
1ts downstream handling and distribution centers

Because no state of emergency had been declared, FEMA played only a support
role, provading technical assistance in consequence management to the US Capitol
Police Although this support proved useful, it was mnsufficient for ensuring a well-
coordinated response FEMA has years of experience and detaied protocols for
ensuring effective interagency cooperation, establishing an incident command sys-
tem, and managing a communications center to coordinate federal assets Without
FEMA’s formal coordmnating authority, the U.S, Capitol Police used a more ad hoc
approach mn their response-_g]

For the first couple of days after the Daschle letter was discovered, the Senate
crisis was managed by the U S. Capitol Police without an mcident cornmand struc-
ture} Once it became clear that more resources were required, the U S. Capitol
Police Board took the unusual step of hiring an outside consultant as the incident
commander to coordinate the large group of government agencies responding to
the scene ' Although all parties credit the consultant with successfully mounting an
effective response, inttzal confusion prior to retaining the consultant about who was
n charge and the roles, missions, and capabilities of each agency tended to slow the
response ' In fact, the Federal Response Plan was not consciously adhered to and
participants 1n the response were generally unaware of 1ts potential utility. To its
credut, the U § Coast Guard, in consultation with FEMA and 1 support of the ma-
dent commander and EPA, set up and maintained an incident command structure
that was essential to managing the response.

17 @be exception to this s that the FBI maintained control over the mail and some areas of
matl har}dlmg untd the mail collected at the tume of the tnaident had been mvesngate_ﬁj

18 \_The three-person U.5 Caputol Police Board consists of the sergeants-at-arms from the
House of Representatives and the Senate and the architect of the Caputol, 1t oversees safety and secu-
rity matters at the US Capatol The mcident commander was hured and paid for by the House, but
reported to the US Capatal Police Boar;jn

19 Agencies and orgamzations participating m the response effort included the US Caputol
Police, the Archatect of the U.S Caputol, the Sergeant-at-Arms of the US Senate, the Office of the
Attending Physician of the U S Senate, the FBI, the Environmental Protection Agency (EPA), the
Centers for Disease Control and Prevention (CDC), the Defense Advanced Research Projects Agency
(DARPA), the U § Department of Health and Human Services (HHS), the National Institute of
Occupatona] Safety and Health (NIOSH), the U.S. Army Medical Research Institute of Infectious
Daseases (USAMRIID), the Federal Emergency Management Agency (FEMA), the US Coast Guard,
the U S Marnmes Chemical and Brological Incident Response Force (CBIRF), the US Army, the U S
Air Force, the US Navy, the Distnct of Columbia Department of Health, and the Office of the
Mayar for the District of Columbia
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In reality, the National Contingency Plan (NCP) paid for most of the cleanup
using the hazmat provision of the Superfund.” This provision allowed the federal
government to go straight to the local incident without a request from a governor
The mmplication here 1s thaf during a terrornst tncident involving biological agents,
a federal response through aiithorities other than the Stafford Act may fill the first
24 to 48 hours Local responders will still aimost always be the first to respond, but
from a federal perspective, agencies may provide assistance through the NCP or
other authorities Once the FBI declares the incident an act of terrorism, the presi-
dent, m consultation with the governor, may authorize the use of federal assistance
n support of the state, under the provisions of the Stafford Act

Beyond the orgamizational challenges, at least two examples illustrate where
bureaucracy served to encumber the response efforts In the first example, the use
of chlorine dioxide as a decontaminant in the Hart Senate Office Building was
unanticipated Consequently, while the Environmental Protection Agency had con-
tractors ready and warting to go into the Hart Building to begin decontammation,
they lacked a contract vehicle to bring them m for several days. The delays were
primariy caused by msufficient indemmfication Contractors would be required to
essentially provide remediation services with technology that had been untested 1n
a place like the Hart Building, a factlity worth far more than the insurance coverage
held by any of the contractors involved

The second case where bureaucracy slowed the cleanup process was a result of
the multiple sources available 1n the public and private sector to provide services to
the mcident commander. With many agencies able to perform the same job (e.g.,
down-range sampling of the environment, albert with different technologies and
levels of capability), with senators offertng the services of their private sector con-
stituents, and with no clear role for each agency, the incident command at the U.S.
Caputo) had 1n some cases up to 15 proposals to assess Narrowing down these pro-
posals and selecting the best path forward took time

Proposals

m | Establish a clear chain of command for incidents, In instances when an emer-
gency is not declared, yet federal resources are required and deployed, a clear
chain of command must be established from the start to oversee coordination
of the federal response Only one person should be 1n charge of the response
and must be allowed the autonomy to execute his or her responsibilities as the
sifuation warrants

m Exchange liaisons and increase the use of joint exercises. Public health and law
enforcement agencies must begin to work together and train together well m
advance of a crisis Agency-to-agency haisons responsible for coordinating the
response to a bioterrorist attack should be exchanged today so they are 1n place

20 The National O1l and Hazardous Substances Pollution Contingency Plan, more commonly
called the National Contingency Plan or NCP, ts the federal government's blueprint for responding
to both o1l spills and hazardous substance releases including biological agents Following the passage
of Superfund legislation in 1980, the NCP was broadened to cover releases at hazardous waste sites
requiring emergency removal actions
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for an emergency Once haisons are in place, agenaes should perform joint
exercises to improve overall coordination

Prophylaxis, Treatment, and Mental Health

The medical challenges to managing the consequences of biological terrorism can
be drvided tnto three categories caring for the :l, preventung illness m those
exposed during an attack, and controlling the ongmal or ongomng source of expo-
sure During the anthrax attacks, the greatest challenge to the public health
community (in terms of resources utilized) was preventing illness in the exposed, or
potentially exposed, through a program of mass medication.

The CDC recerved praise for effectively and rapidly mobihzing the National
Pharmaceutical Stockpile * Distributing the pharmaceuticals to individuals once
the drugs had been delivered to a community—a responsibility of state and local
authonties—proceeded with mixed results The District of Columbia imtiated the
largest ever mass-medication program in the Umited States, dispensmg medication
to more than 17,000 indivaduals, approximately 4,000 of whom had been heavily
exposed to B. anthracis. Both 1n Flonda and Washington, D C., mass medicahon
programs were charactenized by long lines and mixed messages from professionals
dissermnating medscation or providing advice to those seeking prophylaxis through
the process. These discrepancies created confusion and anxiety among recipients.
Even so, the reality 1s that medication was dispersed in a ttmely mannmner, preventing
additional illnesses even in those heavily exposed.

Beyond those actually or possibly exposed to B anthracis who required medical
treatment, there were others who requuired treatment to support mental health
needs. In many cases, people required medical attention as a result of unsubstanti-
ated fears that they mmght have been exposed or nught have contracted anthrax (the
so-called worried well). In some cases, individuals suffered acute anxiety when pre-
vious underlymg psychatric disorders were aggravated by the stress of terrorist
attacks. Finally, in other cases, post-traumatic stress and other anxiety-induced dis-
orders were experienced, Commuruties successfully mitigated some of these
conditions by bringing in the American Red Cross to help with counseling

Proposals

m  Develop mass-medication and treatment delivery strategies in advance. As
part of planning actwities, local governments must develop strategies for mass
medication of thewr communities These strategies should also nclude plans for
treating a large number of casualties and for 1solation and quarantine, 1f

necessary.

21 The Nahonal Pharmaceutical Stockpile was established to ensure the availability of Life-
saving pharmaceuticals, antibiotics, chemcal interventions, as well as medical, surgical, and patient
support supphes, and equipment for prompt delivery to the site of a disaster, including a possible
biological or chemical terrorist event anywhere in the Uruted States It 1s mawntained and operated
by the CDC
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® | Incorporate mental health needs into response plans. Governments need to
wiclude n their plans an early role for mental health care providers to help cope
with the psycholoegical trauma experienced by both victims and respond.ergp

Communications: Public Affairs, the Media, and
Educating the Public

Ehe failure to communucate a clear message to the public was one of the greatest
problems observed during the anthrax attacks Public action in response to a biot-
errorist attack can help mitigate casualties and speed recovery, or 1t can cause panic
and speed the spread of disease The role that private citizens play n supporting
crists response and recovery acttvities will largely be influenced by the information
and messages they recewve from therr commumty leaders These messages are
shaped by the media and, 1n the absence of government mformation, sometimes
created by the media As such, public affairs strategies and media roles are vital to
mounting an effective response

TimeLY AND ACCURATE INFORMATION. By defimition, terrorists intend to cause
terror—that 1s, their goals are not likely to be mited to physical damage alone. Bio-
logical weapons are capable of conveying a quality of dread unique among the
weapons of mass destruction Although an mdvidual may find 1t difficult to imag-
ine what a nuclear blast would feel like, brological threats can be easily personalized
from past illnesses or infections. Moreover, the historical memory—and graphuc
accounts—of natural mfectious outbreaks, as for example the Black Death 1n
Furope, remains disquieting centuries later. Therefore, in addition to dealing with
medical victims, an important component of any response strategy must encom-
pass means to muntrruze the panic and fear sure to arise 1n a biological attack
Establishing and managing a coordinated pubhc affairs campaign 1s essential to
achieving these ends

There 1s a tenston, however, between the news media, which seek to get infor-
mation out quickly and frequently in support of a rapid news cycle, and
government officials, who may or may not have accurate, cornplete, or new infor-
mation at any grven time. In a crisis, therefore, officials will need to communicate 1n
a manner that does not mislead the public, despite having the disadvantage of
icomplete information.
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the media recruited different experts who often gave con-
flicting advice and informaton (and often used dvfferent terminology or jargon to
discuss the same point )* As a result, and given the multyurisdictional nature of the
anthrax attacks, the public received multiple, sometimes conflicting, messages
regarding the nature of the disease and how to treat it This confusion created anx-
1ety and led to counterproductive public actions, such as self-medication with
Cipro, an antibiotic used to treat anthrax infections

Proposals

n rBevelop a coordmated media strategy An overall commumncations strategy
should be developed for coordinating messages across multiple yurisdictions,
multiple levels of government, and multiple agencies within government A
communications strategy should include public education before an event and
an authoritative spokesperson for providing information following an attack It
should include a method for command and control by which messages to the
public are crafted with all relevant government agencies (at all levels) present.

will greatly enhance the information flow and the public’s confidence
in the government response This cooperation would ensure that all appropr;l——\k

22 [i’_-gr example, numerous terms with very different meamngs were used mterchangeably in
the media to describe the type of anthrax used in the attacks They mchuded “man-made strain,”
“garden-variety stvmn,” “genetically engpineered,” “not natural” (because 1t was found on a keyboard
at AMI and 1n an envelope 1n Daschle’s office, rather than in a pasture with Livestock), “weapons
grade,” “aerosolized,” and “highly energetic” Similarly, the terms “exposed” to anthrax {which
means an individual may have been in an area where the bacteria that cause anthrax were released)
and “contracted” anthrax (which means that an 1ndividual 1s infected with the disease) were often

used mterchangeab@
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ate government affairs personnel have an opportunity for mmput and know what
messages are being dissemninated, so the statements of individual agencies are
not in conflict Additionally, «f the media knows that 1t will be provided with

updated information ||

» Prepare public messages in advance of an attack. Government officials need to
develop an awareness foday of the types of information needed for use m public
messages during potential fature bioterronist events Public affairs officials
should be prepared to provide basic information on several key topics as soon
as an attack 1s detected, describmg the pathogen (e g., whether contagious or
noncontagious), the known areas of attack, the symptoms and progression of
disease, the prophylaxis and treatment protacols, the available resources, the
government’s initial steps, and the requirements on the part of the public. In
many cases, these elements of a public information campaign can be developed
before an attack, which will reduce the tune needed to respond to such a crxé'

Communications: Information Sharing

Information sharing plays a vital role in command, control, and coordination of a
bioterrorism response As discussed above, local, state, and federal officials will ni-
tiate a variety of activities following a bioterrorist incident. Most of these activities
will be launched simultaneously and transpire 1n parallel, In many mstances, the
results of activities of one group must inform the efforts of others For example,
local and state health officials must work with federal health officials to 1dentify and
confirm the agent used 1n an attack In addition, officials from local and state law
enforcement and the FBI must share information with each other in order to
advance a ciminal mvestigation

Two areas of concern were 1dentified that require further consideration.
umproving communications among local, state, and federal law enforcement com-
mumnities, and faciitating communications among medical, public health, and law
enforcement officials (on all levels)

LocAL, STATE, AND FEDERAL Law ENFORCEMENT COMMUNITIES. Histori-
cally, the FBI has been reluctant to share information 1t has collected in pursuit of a
crimunal investigation, but 1s now more cognizant of the necessity of information
sharing Bioterrorism incidents may be spread across jurisdictions Thus informa-
tion about infractions or incidents m one jurisdiction must be shared with others.
Intelligence that has been gathered from federal assets must be shared with local
offictals The historic culture and organization of the FBI has brought about an
mstitution where information within the bureau 1s too compartmentahized. Thus
culture and organization evolved partly out of the need to separate classified and
unclassified ;mformation,

In the specific case of the FBI's cooperating
with local authorities, clearances must be granted to senior officials in local law
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¢

E]forcement and public health, and secure communications should be established

so that sensitive information can be shared.?

MEepicaL, PusLic HEArTH, AND LAW ENFORCEMENT COMMUNITIES. The
criminal and epidemuological investigations of bioterrarism are conducted sepa-
rately, but search for answers to many of the same questions Law enforcement
officials seek to develop specific leads and to rdentify suspects by accumulating data
from a variety of sources (e g., personal mterviews, forensics, and mtelligence).
Medical mvestigators seek to control outbreaks by aggregating and analyzing large
quantities of data from a variety of sources (e g, personal interyiews, contact stud-
1es, laboratory data and statistical analyses) In both efforts, law enforcement and
medical/public health officials need to conduct mterviews with many of the same
individuals for the purpose of obtaining detailed imformation and personal histo-
ries. In many cases, the information sought 1s the same,

Proposals

n r]‘E.:vq)and cooperation between medical, public health, and law enforcement
communities. Cooperation between medical, pubhc health, and law enforce-
ment officials at all levels of government should be expanded to increase
information sharing during crimmal and epidemiological investigations. Infor-
mation sharing should be expanded 1n a manner that does not compromuse the
crimnal tnvestigation or the privacy of patients.

23 "—arantmg clearances 1s a serious, nontrivial task Heads of executive branch departments
and agencies assigned to or supporting national securty missions may request clearance of individ-
uzls who may occupy a sensitive position or require access to national secunity information In the
case of those working with the FBI, the Department of Justice would likely be the requesting agency
Clearances may range from confidential to top secret and may include access to various more sensi-
uve programs such as sensitive compartmented information (SCI), special access programs (SAPs),
and code narme programs The US government conducts extensive background mvestigations and
subsequent periodic reinvestigations to deterrmine whether the applicants or incumbents either
employed by the government or working for the government under contract are suitable to accupy
a position and/or are eligible for access to classified information These investigations typically take
six months to complete The requesting department or agency uses the results of these investigations
to make final determinations regarding smtability to occupy a sensitive position and/or eligibiity for
access to classified national security mformau-o‘_rk:lg
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Speeding Recovery: Decontamination

Cleaning up contaminated sites can be a sizable component of recovering from acts
of bioterrorism and was a process that was greatly underestimated prior to the

Prior to the anthrax attacks, decontammation strategies focused primaniy on
cleaming up scientific laboratories These facilities are relatively easy to decontami-
nate They are generally small, in many tnstances self-contained, and have
nonporous surfaces and sophisticated ventilation systems. Consequently, all sur-
faces can be cleaned with a highly potent decontaminate,

By ]
AMTI buildings are very large facilities filled wath absorbable materials and fabrics.™

24 The Hart Budding, for example, uicludes more than 18 midlion square feet,
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Because of the absorbable materials and size of these facilities, the methods typi-
cally used 1n laboratories were not possible New techniques had to be developed.

Remediation precedures that were developed and utihized at the Hart Buillding
mcluded burnmg the “absorbables” (e g., furmiture, carpets, etc } using Fort
Detnick’s incineration faclities and decontamrnating the remaining infrastructure
with chlorine dioxide The use of chlorine dioxade {ClO,) in the Hart Building was
not anticipated and raised additional technical 1ssues First, to achieve maxymum
effecuveness the use of ClO, requires a hurmduty level above 85 percent This
requirement imitially posed a problem as portable hurmidifiers were unable to raise
the humidity i this way to the optimal level. A steamn pipe that brought heat mto the
bwlding was eventually diverted Second, raising the hurmdity mcreased the tem-
perature mn the building, which was already high from the shutting down of heating,
ventilation, and air-conditioning systems and from the sun’s warming High tem-
peratures can reduce the amount of time people can be m the hot zone wearing full
protective gear (that do not contain cooling systems) and can slow operations In
general, the approach developed for the Hart Building was costly, both 1n terms of
time and money. At the tume this report was published, neither the AMI building 1n
Florida nor the Brentwood postal faciity had been decontamimated.

Proposal

m  Expandresearch into decontaminating “hot zones.” Significant research 1s needed
to develop new technologres and techniques for decontarmnanng “everyday” facl-
tties and thewr surrounding environment. Critena for ensuring that remediaton
efforts have been successful must also be identified and standardized

Additional Considerations:
Policies and Legal Authorities

Several policy 1ssues were 1dentified that may requure further consideration:

a Disaster Assistance and the Stafford Act. As noted earlier, no disaster declara-
tion was ever requested or made for any of the anthrax attacks. Consequently,
local regions shouldered the multimillion-dollar—perhaps billion-dollar—
costs requured to mount a response In a bio-attack, a disaster may not be
known or may not occur mstantly, unlike the case of a flood, a hurricane, or a
nuclear attack Is there an alternative to invoking the Stafford Act to provide

localities wath the resources they may need?

m  Cuwil Liberties and Discrimunation. There were several cases where discrimination
resulted from the fear of contracting anthrax In Florida, some doctors refused to
care for potential victums; private doctors who lacked sufficient information were
fearful of the dangers to themselves. Simularly, a woman who worked at AMI was
refused employment by another employer because of her possible exposure, Per-
haps less consequental, but equally troublesome, were cases where some children
were ostracized from fnendships and some adults were ostracized by their employ-
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‘

ers. Are there legal provisions that can be nvoked or should be established to
protect from diserimination those exposed durmng an attack?

Indemuufication, Indemnification Is a major 1ssue with subcontractors Private
sector firms cannot and will not perform work without federal assurances that
they will be held harmiess for any sickness or side-effects that may occur after
therr work has been performed What steps must the federal government take to
ensure appropriate mdemunification for contractors responding to broterrorism?

The Closing and Reopening of Facilities The authority for determining that a
building should be closed or that 1t can be reopened following successful reme-
diation efforts 1s unclear Who should decide whether to close a building? What
are the protocols needed for thus decision? Who should decide whether to
reopen a building? What are the protocols needed for this decision?

Privacy and Biosurvelllance Effective biosurveillance requires sharing and
aggregating medical data without compromising pauent confidentiality Imitial
responsibility for collecting data lies with each state 'With so many different
privacy requirements across the states, how are these data collected? If analysis
of survelllance data indicates bioterrorism, how are the data disaggregated to
determine who requures prophylaxts? What 15 the appropriate and fatr use of
these data other than for detecting bioterrorism?

A Balanced Portfolio: Budget Issues A review of U.S. biopreparedness and the gaps
identified m biodefense following the anthrax attacks reveals a wide range of poten-
tal mvestments in (1) research m vaccines, dragnostics, prophylaxs, therapentics,
and detection and commurucation systems; (2) medical capactty, laboratories, and
public health infrastructure; and (3) funding for trainng, basic research, and tech-
nology development and deployment. Given that the United States cannot protect
every American citizen from every concetvable terrorist threat, what priorities
should be funded to ensure a balanced portfolio of investments?

Population Quarantine Had thus attack been a contagious pathogen, could quar-
anting the affected population have been an effective solution to contaning the
outbreak or at least limting 1t? Who should have the authonty to direct, mandate,
and enforce quarantines? What are the political and legal ramifications?

International Cooperation. With infectious agents, a biologcal attack 1s hkely to spread
disease actoss borders, and countries may well close their borders to protect their pop-
ulations * What agreements and standards must be established to ensure that resources
can be shared across borders? What are the rights of foreign nationals 1f quarantines

must be tmposed? What steps must be taken to mamtain international trade activibes?

25 Even with 2 noncontagtouss agent, an attack is rapidly mternahonalized by hoaxes, the
spread of fear, and copycats In Europe, for example, there were mare than 7,000 anthrax-related
hoaxesn the period following the attacks in America




CHAPTER 4

Conclusion

HE FALL 2001 ANTHRAX ATTACKS may turn out to be _

to confront. Bacidlus anthracis 1s the most studied pathogen
of possible biological agents, and the use of mailed letters as a delivery
mechamsm provided a readily identifiable means of attack. Further, the areas of
attack were for the most part easy to 1solate In short, the anthrax attacks were
straightforward, overt, and localized, and they entailed a relatively well-understood
pathogen

Among the contagious agents that pose a threat to the United States, smallpox
has recerved the most attention recently, largely because of the devastation 1t could
cause. Although no one knows if a smallpox attack 1s likely to happen, fear of a
smallpox attack has spurred a large mobilizanon of resources, including the devel-
opment of treatment protocols and traiming courses and the procurement of

enough vaccines to vaccinate the entire US population (at a cost of more than
$500 mllhon).@ contrast,

27
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The primary lesson from the first significant bioterrorist attacks on the United
States 1s that to ritsgate the spread of disease, loss of life, and disruptions to daily
lives, the nation must maximuze the effectiveness and speed of 1ts response} This will

The Untted States faces new challenges n a world shaken by attacks wrth
hyacked airplanes and biological agents on the U.S. homeland Terrorism and the
proliferation of weapons of mass destruction threaten U S national security, and
public health has now become a key element to U.S defense. The December 2001
National Forum on Biodefense played an important first step toward identitying
specific gaps and proposing areas to strengthen the US response to biological
attacks. More analysis 1s certainly needed, and significant and sustamed invest-
ments must be made. No one knows 1f and when future bioterrorst attacks mght
occur, but actions taken to bolster U.S biodefense today can help mitigate the con-
sequences, improve public health, and strengthen U.S nanonal security mn the
future,
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Forum Agenda

Bioterrorism Crisis Management and
Response Forum: Anthrax Case Study

Wednesday, December 19, 2001

730-800 AM

B00-8 15 AM

815-8,45 AM

Panel Session I

8 45-10 30 AM

Continental Breakfast

Welcomug Remarks

Dr John Hamre, President and
CEOQ, Center for Strategic and
International Studies (CSIS)
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-~
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Medical Research and Materiel
Command/USAMRIID), Dr Al
Kahn (CDC), Dr Jerry Hauer
(FIHS)
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Er Ruth David, President and
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Inc (ANSER) |
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Chair Dr John Hamre (CSIS)

Panelists{Dr Scott Lilhbridge
{HHS), Dt David Ashford {CDC),
Barbara Martnez (FBI}, Dr Dou-
glas Stutz (Incident Commander,
US Capitol}, Dr Larry Siegel
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445~-500PM  Wrap-up
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APPENDIX C

Chronology of Events

Date (2001) |Event

!&,hcy/Response

September 18 ’ Letters postmarked in Trenton, N J,
J are sent to New York Post and NBC

News anchor Tom Brokaw

Septernber 22

| Johanna Huden, an editonai page
assistant at the New York Post who
opens tetters to the ediior, nolices a
blister an her finger

September 26

Unidentified maintenance warker
at Trenton regionai post office 1n

Harmtltan, N J , vistts physician ta
have lesion on arm treated

September 27

Teresa Heller, \etter carner at \West
Trenton post office, develops lesion
on her arm

September 28

Erin O'Connor, assistant to NBC
News anchaor Tom Brokaw, notices
a lesion and develops a low-grade
fever

September 29

i Infant son of ABC World News
Tonight praducer begins presenting;
signs of cutaneaus anthrax \

September 30

Bob Stevens, photo editor at the
Sun workmg for America Media
Inc (AMI) in Boca Raton, Fla,
starts to feel ill

October *

Ernesto Blanco, mallroom
employee at AMI, publisher of the

Sun, admitted to hospital with
heart problems l

O'Connor begins taking Cipro |

ABC News producer's son admlt‘led‘
to NYU medical center |

Claire Fletcher, assistant to CBS
news anchor Dan Rather, notices

October 2

small lesior: on cheek |
1

Stevens admitted to hospital

3
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i

October 3

Heller is hospitalized and biopsy 1s
perfarmed

Tommy Thompson, secretary of health and human
services {(HHS), testifies on bioterrorism preparedness
before the Senate Appropriations Subcommittee on
Labor, Health, and Human Services, Education and
Related Agencies, says “the department is ready ta
respend *

October 4

Fletcher begins taking pemcillin
after visiting docter

Authonties confirm Stevens has inhaled form of
anthrax

CDC releases first public health message regarding
Flenda anthrax case, says it wil respond * more
aggressively" than in the past ta "what may appear
to be 1solated cases,” but stresses that nsk of con-
tractior 15 low and that anthrax 1s not contagous

October 5

Stevens dies

Qclober 7

CDC issues update reporting that anthrax may be
oresent in bulding where Stevens worked, again
stresses that the illness 1s not contagious

October 9

Anthrax-tainted letters postmarked
1n Trenton, N J, sent to Senators
Tom Daschle and Patnck Leahy

October 10

Skim bropsy s taken from O*Connor,
and sent to the CDC l

HHS announces U S and UK agreement to callabo-
rate on fighting bioterrorism

October 11

|

CDC 1ssues update on progress of Florida anthrax

Dinveshgation

House Intelligence Committee’s Subcommittee on
Terronsm and Homeland Secunty holds heanng on
“The Role of the National Security Council in the
Present Casis, with Special Briefings on the FBI inves-
tigation and the Anthrax Eventn Flonda "

October 12

Microsoft announces that an office
in Nevada recewved a letter sus
pected to be contaminated with
Baculus anthracis

Officials announce O'Connor developed cutaneous
anthrax after opemng contaminated Jetter

Vice President Dick Cheney says nvestigation of the
anthrax cases in New York and Flonda should ' pro-
ceed on the basis that [the anthrax attacks] could be
linked to terronists "

Parts of NBC News headquarlers sealed by author-

ties for further anthrax testing

October 13

|

Nevada governor Kenny Guinn annourices that the
third test of the Microsoft letter 15 posihive

Qctober 14

A police officer and twa lab IEChnI-rCDC releases updated guidehnes for state health

cians who handled the NBC letter
test positive for 8 anthracis
exposure

' departments an how te handle anthrax and other

biological agents

October 15

Suspicious letter opened 1n
Daschle’s office

Daschle’s office tests positive for 8
anthracrs contarmination

l

' Daschie’s office 1s closed off

Ofheials announce infant son of ABC News producer|
developed cutaneous anthrax after vishing news-

* room on Sept 28
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October 16

Hundreds of Senate staffers tested
for anthrax

Reports say B anthracis bactena
sent to NBC in New York 1s of same
strain as that sent to Daschle in
Washington

Twelve Senate offices closed

CDC issues two separate updates on progress of
anthrax investigations in Florda, New York, Nevada,
and elsewhere in the country, confirms 2 cases of
anthrax and 1 exposure in Flonda, 2 cases of anthrax
and 3 exposures in New York, imtial negative results
from Nevada samples

FB8! director Robert Mueller holds press conference
on progress of the anthrax investigation

FBI releases photos of letters sent to Sens Daschle
and Leahy, NBC News, and New York Post

October 17

Officials announce 31 people at U S Capitol have
tested positive for exposure to A anthracis (number
later revised to 28)

House shuts down for testing

Federal health officials confirm that New York and
Florida 8 anthracs strains match

N Y governor George Pataki's Manhattan office
evacuated after test detects presence of 8 antfiracis
(no staffers test positive for expasure)

Pataki begins taking Cipro, health experts and jour-
nalistic commentators call the move irresponsible
overkill

COC announces FDA approval of penicilhn, doxyey-
cline, and ciprofloxacin as treatments for anthrax

HHS secretary Thompson requests emergency $15
billlon to combat bioterronst attacks

Octaber 18

Fletcher tests posihve for cutaneous
anthrax

Heller diagnosed with cutaneous
anthrax

CDC holds speaal Webcast to teach doctors how to
recognize anthrax

N Y mayor Rudy Giuliani announces that nearly al' of
the 1100+ tests for B anthracis taken from NBC and
ABC offices have come back negative

Gov Guinn of Nevada announces that the Microsoft
letter was confimed negative by the CDC

Octaober 19

New York Post announces that
Huden I1s diagnosed with cutaneous
anthrax

Secaond N J postal worker at Hamil-
ton regional office tests positive for
cutaneous anthrax

Senate shuts down for testing

FBI questions residents, businesses on N J mail route
of infected letter carrier

Homeland secunty chief Tom Ridge announices that
8 anthracis bactena stransin Fla, NY,and D C
may have come from same batch

CDC announces Nevada tests negative, confirmed
casesstandat2mFla,3mNY,and 1 inNJ

QOctober 20

Tests confirm 8 anthracis traces

In s weekly radio address, President Bush stresses
that no conclusive link has been made between the

found in mail-bundling machine at
Ford House Office Buiiding

anthrax incidents and the Sept 11 terronst attacks
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October 21

Thomas L Morrs, Jr, a Washing-
ton postal warker, found gravely il
with inhalation anthrax, dies that
night

Ancther Washingtor: postal worker,
Joseph P Curseen, goes to Mary-

land hospital complaining of flu-hkei
symptoms (He 1s sent home )

Five other D C postal workers sick

Offictals close two postal facilities, begin testing
thousands of postal employees

N J health officials say work areas, but not public
areas, at Hamilton post office test positive for B
anthracis spores

CDC now confirms 8 cases of anthrax 2 1n fla , 3n
NY,2inNJ,and1inDC

Qctaber 22

Curseen returns to haospital at 5 45
am, dies six hours later of inhala-
tion anthrax

Two other postal workers hospital-
1zed In sertous but stable condition

House and Senate reopen, but office bulldings
remain closed

CDC now conftrms 9 cases 2 in FL, 3 1in NY, 2 10 NJ,
and 2 1n D C , one additional unconfirmed case
under nvestigation at the New York Post

Governor Ridge discusses anthrax situation in joint
press briefing

October 23

Baciflus anthracis found on
machinery at military base that
sorts mall for the White House, all
tests at White House itself come
back negative

Blanco released from hospital after
23-day stay

| President Bush speaks with reporters about lnvestlg—aj

tion, declares, "I don't have anthrax "

Officials canfirm that deaths of two D C postal
workers were caused by inhalation anthrax,
announce that unidentified N ] postal worker at
Hamiltor. office 15 hospitalized with a suspected case
of inhalaton anthrax

CDC now confirmns 11 cases 210 FL, 31in NY, 2 1n N),
and 4 in D C, one unconfirmed case still pending In
NY

Sec Thompson tesbfies on HHS readiness and role of
vaccne R&D before House Government Reform
Subcommuttee on National Security, Veterans Affairs,
and Intemnational Relabions that “new vaccines, anti-
toxins, or Innovative drug treatments need to be
developed, manufactyred (or produced), and/or
stocked "

Qctober 24

!

Surgeon General David Satcher admits "we were
wrong" not o respond more aggressively to tainted
maf In ‘Masnington

Three new cases of suspected inhalation anthrax
annaunced in Md suburbs, all linked to Daschle
letter

HHS, Bayer agree to federal purchase of Cipro at
reduced cost

October 25

Employee at U S State Depart-
ment's mail facility 1s hospitalized
with anthrax

10,000 Amencans taking antibiot-
ics for possible & anthracis
exposure

Postal service sets up environmental spot checks at
facities nationwide

Governar Ridge says that 8 anthraces n Daschle let-
ter was highly concentrated and made 'to be more
easlly absorbed" by its victims

CDC issues "Intenm Recommendations for Protect-
ing Mail Handlers from Cutaneous and inhalational
Anthrax" and holds teleconference to discuss ongo-
Ing investigation
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QOctober 26

Postal workers demand the clo- ] CDC now confirms 12 cases 2inFla, 3inNY,21n

sure of B anthracis—tainted

i buldingsin NY and Fla, with

some unwon officials threatening
to sue the U S Postal Service

NJ, and 5 D C, addibonal cases suspected 2 in
NYand3minNj

October 27

FDC reparts one additional suspected case Ir N Y

October 28

CDC confirms anthrax infection mn one of N J sus-
pect cases, bringing total confirmed cases to 13

Department of Justice confirms discovery of 8
anthracs at its Landover, Md , mail faaility

October 29

Two new anthrax cases reported in
N J, marks first instance of a vichim
wha does not work for the govern-
ment or the media

Supreme Court burtding ordered shut down for 8
anthracis testing

A postal union sues to force the closing of New York's
largest mail-sorting center, where traces of B anthra-
as were found on four machmnes

Postal union in Miarmi also sues, seeking emergency
hearing or demands to close, test, and, if necessary,
clean 10 to 12 faalites

CDC now confirms 15 cases 2 Fla, 3N NY,5in
NJ, and 51n D C, additional cases suspected 3 in
NY and1inNJ

CDC also holds addttional telecanference to discuss
angoing investigation, refeases guidelines for safe
mal handing

Senior State Department offlcials announce that
“very minor" amounts of 8 anthracis found in two
matlrooms at State HQ, on letters sent to rewards for
Justice program, and m mail pouch bound for U S
Embassy in Lima, Peru

Octaber 30

State Department employees ques-
tion decision not to close offices for
cleaning, ke the Supreme Court
and ather Capital Hill buildings had
been

Officials at the National institutes of Health
announce that the agency is “intensively investigat-
ing" the possibility that private homes are being
targeted for 8 anthracis contamination viathe U S
mail

CDC confims additional case in N Y, bringing tatal
to 16 (4 cases total still suspected N N Y and N J)

October 31

Kathy Nguyen, of New York City,
dies of inhalation anthrax

NY authonties close down the hospital where
Nguyen worked, pending the results of environmen-
tal testing

CDC reports one additional suspected case 1 M)

State Department spokesman Richard Boucher
announces trace amounts of what appears to be 8
anthracis discovered in mailbags in U S Embassy in
Vilnus, Lithuania J
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November 1

CDC reports one additional suspected case m N'Y
{bnnging total suspect cases to 6, confrmed cases
stand at 16)

FTC 1ssues “cansumer alert” regarding antiblotics
sole online

HHS Sec Thompson names Dr Donald A Henderson
to serve as director of new Office of Pubfic Health
Preparedness, which will coordinate national
response to public health emergencies

November 2

CDC confirms anthrax infectiori in one of NJ sus-
| pect cases, bringing total ronfinmed cases to 17

November 3

CDC announces plans to hoid dady anthrax telebrief
ings during the entire month of November

Traces of B anthracss found in past office branch
Inside Pentagon Complex, office Is closed

November 4

CDC announces creation of suectal teams ta respond
to possible smalipox outbreak

November 5

Longworth House Office Bullding

reopens, though three suites where

B anthracis was found remain
closed

November 6

Suspicious letter sent to U S Can-
sulate in islamabad, Pakistan, tests
positive for B anthracis

November 7

' Federal judge 1n N J orders postal facility closed
pending resolution of dispute between U § Postal
Service and workers unian

NY health officials say B anthracts spores foung at
ABC News mallroom have been removed

USPS reports that anthrax hoaxes now average 654
. daily, lawmakers considenng legistation to stem the
tide of hoax mail

November 8

CDC 1ssues new fact sheets on diagnosing anthrax n
children, and conduching environmental sampling for
B anthracis

November 9

FBI releases analysis of anthrax letter-wnter

November 13

Howard University mail facilities
closed for cleaning after trace

amounts of B anthraas discovered, -

first known case of anthrax con-
tamination at a nongovernrnental
facihty in the Washington area

November 14

Postal worker Leroy Richmond, last

of six wnhalation anthrax survivors,
1s released from hospital

In Chester, Pa , the houses of twa aty officals (who
are Pakistam) are searched by FBI and hazardous
matenals team
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November 16

Ottilie Lungren, of Oxford, Con-

necticut, 15 hospitahized with what | Patnck Leahy discovered among quarantined mail
appears to be a respiratory allmenti appears to contain B anthraas

T
FBI announces that unopened letter to U S Senator

HHS Sec Thompson announces administration dect-
ston to preserve remaining smallpox repositortes
“until adequate medical tools are available to counter
any future outbreak of this disease *

FBI profiler James Fitzgerald says anthrax mailer likely
"a male, a loner and not connected with the Septem-
ber 11 terronsts ”

November 19

FB! announces protocel for analyzing suspected
anthrax letter sent ko Sen Leahy

DOJ announces that two areas in Bureau of Prisons
malroom have lested positive for “scant contamina-
tion” by 8 anthracts (Mailroom remains sealed )

HHS Sec Thompson says anthrax mailings probably
have domestc arigins

November 21

Lungren dies of inhalation anthrax

|

Officials announce that a “small amount” of 8

anthracis bactena has been found in the main mail
room of the U $ Department of Education, no threat
to workers

CDC confirms environmental tests conductea In N Y
subway In conunctron with Nguyen death have
come back negative

November 22

, Cntiazing government efforts, Willlam Burrus, pres)-

dent of the American postal workers union,

announces that umon members won't work i any
postal facility that isn't completely clear of 8 anthra-
ais or any other form of cantammation

Navember 25

Sen Leahy says that letter sent ta him “may contain
enough spores to kill well over a 100,000 people “

November 26

CDC issues “Interim Smallpox Response Plan and
Guidelines *

November 28

CDC confirms strain of 8 anthracis discovered In
Chile does not match strain involved In U § cases

HHS awards $42B mifiion contract to produce smah-
pox vacane

Cleanup plan for Hart Senate Building criticized at
heanng of Senate Health, Education, Labor and Pen-
stons Subcommittee on Public Health

Swiss police state that anthrax letter sent to Chile
{which bore Swiss postmark and return address of
US publisher Harcourt) may have been mailed in

New Yark
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November 29

! Health experts at heanng of House Government

, Reform Subcommittee on National Security, Veterans
! Affairs and International Relations say that govern-

{ ment must improve ability to communicate
effectively with the American public in the event of
future bioterronst attacks

CDC announces that 1solate of anthrax from Chile
letter 15 of different strain from that used n U §
attacks

December 1

Environmental Protection Agency floods Sen
Daschle's office with chlorine dioxide gas to kill any
remaining 8 anthracis spores Cleanup of 11 other
offices and areas in Hart Bullding continues

December 2

Officials annaunce discavery of trace amaunts of 8
anthracis at Wallingford, Conn , processmg center,
responsible for mail in Oxford, where Lunigren lived

December 3

In teleconference, CDC officials state that tens of

thousands of letters may have become cross-con-

| taminated, HHS Secretary Thompson and others
stress that there 1s no evidence of widespread threat

to public health

Federal scientists report extremely close similarities
between B anthracis in tanted [etters and that pro-
duced by U S mulitary for biowar

Postal officials say two letters processed m Bellmawr,
N}, processing and distnbution facility along with
contaminated U S Senate letters may have cross-
contaminated mal to Nguyen and Lungren

White house 1ssues third nonspecific warning of pos-
. Sible terrorist strikes In coming weeks

December 5

" Letter sent to Sen Leahy opened at Ft Detrick Army
1ab

Congressional aides datail irradiation and decontamiq
nation procedures for mail addressed to
congressional members

EPA releases findings from anthrax tesﬁng of Amen-
can Meda office (Fla ) suggesting that the spores
spread easily through aw currents

U'S Marshals arrest Clayton Lee Waagner, pnmary
suspect in the mailing of hundreds of hoax anthrax
ietters to abartion clinies (The FBI does not consider
Waagner a suspect in the deadly 8 anthracis
_mailings)

House and Senate hold several hearings explonng
bioterrorism and emergency preparedness Witnesses
at one discount the FBI profile of the anthrax mailer
as a loner, and instead say attacks are likely state-
sponsored




& A AT R0 L L R R e A ALy

CuronoLocy of EVENTS 4

¢

F81 announces that contents of Leahy letter were
identical to that sent to Daschle

Officials at the Federal Reserve Board announce that
a balchi of mail delivered to 1ts headquarters that day
was contammated with B anthracis

Post Office Inspector General launches nvestigation
inte whether afficials rushed the reapening of the
Belimawr, N J, processing and distribution center
after 8 anthracis spores were discovered there

HHS Sec Thompson announces seven new Initiatives
ta accelerate bioterrorism research and help
strengthen the nation’s ability to deal with the public
health threat posed by bioterronsm

U'S publisher Harcourt announces | Federal authorities announce Federal Reserve HQ

has tested negative for B anthracis

On final day of the Fifth Review Conference of the
international Biclogical Weapons Convention of
1973, officals decide to suspend the conference until
November 2002

December 6 i

December 7
that the Florida office, listed as
return address for anthrax-tainted

\ letter discovered in Chile, 1s clean

{CDC and FBI have said they
believe letter was tampered with
after it left the office )

December 9

I
|
\
|

Federa' officials prepare to imtiate nationwide effort
1o encourage manufacturers to report suspicious purd
chases to the customs service




APPENDIX D

Anthrax Cases

Anthrax Cases by Date, 2001"

Canfirmed Victim State Type Date Confirmed
Bob Stevens, 63 Fla Inhalational Oct 4*
Erin O'Connor, 38 NY Cutaneous Oct 12
Unnamed child, 7 months NY Cutaneous Oct 15
Ernesto Blanco, 73 Fla Inhalational Oct 15
Claire Fletcher, 27 NY Cutaneous Oct 18
Teresa Heller, 32 NJ Cutaneous Oct 18
Patrick Q'Donnell, 35 NJ Cutaneous Oct 19
Leroy Richmond, 57 DC Inhalational Oct 21
Unnamed adult, undisclosed age DC inhalational Oct 22
Thomas L Mornis Jr, 55 DC Inhalational Oct 23*
Joseph Curseen Jr 47 DC Inhalational Oct 23*
Unnamed adult, 59 DC Inhatational Oct 25
Unnamed adult, 56 NJ inhalational Oct 28
Unnamed adult, undisclosed age NJ Cutaneous Oct 29
Unnamed adult, 59 NJ Inhalational Oct 30
Kathy Nguyen, 61 NY Inhalational Oct 30*
Unnamed adult, undisclosed age NY Cutaneous Nov 2
Ottilie Lungren, 94 Conn Inhalational Nov 21*

1 CDC confirmed victims as of December 2001 Data drawn from the Washington Post and CDC

* Deaths assoclated with inhalational anthrax
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Summary of Anthrax Cases by Location and Type®
Case Status Type Fla. N.Y NJ. D.C. Conn. Total
Confirmed 2 5 5 5 1 18
Cutaneous 0 4 3 0 3] 7
Inhalational 2 1 2 5 1 11
Suspected Q 3 2 Q 0 5
Cutaneous 0 3 2 0 0 5
Inhalational 0 0 0 0 0 0

2 Confirmed cases as of December 2001, as defined by the CDC The CDC case definition was
published in COC's Morbidity and Mortahty Weekly Report (MMWR) on October 19, 2001



APPENDI!X E

HHS/CDC Staff Deployment

(as of October 31, 2001)

Washington, D.C. (90)

27 Epidemic Intelligence Service
officers (EIS)
18 eprdemiologists
15 mdustrial hygienists
4 laboratorians
4 media speciahsts
2 National Pharmaceutical Stockpile
staff
4 nurses
10 public health advisers
5 public health prevention speaialists
1 medical officer

Trenton, N.J. (17)

7 EIS officers

eprdemiologists

mdustrial hygiemst

information technology speciahist

media specialist
public health advisers

N = Ut

New York City (44)

21 EIS officers
8 epidemiologists
4 1ndustrial hygienists
4 laboratorians
1 medya specialist
5 pubhc health advisers
1 public health prevention specialists

Phoenix, Ariz. (3)

2 EIS officers
! epidemiologst

West Palm Beach, Fla. (12)

EIS officers
eprdermologists
industrial hygienst
laboratorian

media specialist
medical officer
public health adviser
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