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Chapter 20 - Third-Party Records and Data Mining

Does the Public's Expectation of Privacy Match the Court's?

If your employer can read it, can the government?

Why are transactions so valuable for intelligence?
What is the expectation of privacy through obscurity?

How does the modern computerized world undermined this notion?

What are your arguments against an expectation of privacy in social media, despite privacy settings?
The Expectation of Privacy in Email

Why are analogies between ISPs and the post office misguided?

Why is there no expectation of privacy in bank records?

Transactions in general?

How did the court see email as different from bank records?

What about email in the hands of a recipient?

The Nature of the Expectation

How much of this expectation of privacy is due to statutes?

What if those changed?

What if the court said they did not apply for national security investigations?

Do you have an expectation of privacy if there are any exceptions?

The Contract with the ISP

Why does the contract with the ISP matter?

What about email on the employer's computer?

What about email on the University system?

Does it matter whether the ISP really looks at the email, or only has the right to?

What about gmail - how is Google like the NSA when it comes to email?

National Security Letters

What is a National Security Letter?

Are these issued by a judge?

Why have a secrecy provision?

Does the statute forbid judicial review?

How does the agency intimidate recipients to avoid review?

Is Intimidation a Legal Issue?

What are the 1st Amendment issues with getting email addresses?

How is this different from access to back records and other transaction records?

What about header information, such as subject?

Library records

Why is access to library check out records so controversial?

How about video store rentals?

Netflix?

Online porn?

Data Mining

What is data mining?

Why is it so important commercially?

What is the business model for Gmail?

What about companies that buy your credit card and grocery store data?

Are the restrictions on private data mining?

Why does this make limits on governmental data mining ineffective?

Doe v. Ashcroft (Doe I&5&6&7)

Who is Doe?

What type of records are requested?

Who should be worried about this NSL?

What is Doe's concern?

Does this include email content?

Is this information protected by law or is there a constitutional expectation of privacy?

How was Doe to provide the requested records?
Which email can the government get the contents of without a 4th amendment warrant?

How do most people's email practices play into this exception, i.e., does gmail pile up?

Did Doe finally get to use his own name in public?

What is he still not allowed to talk about?

What constitutional violation did the court find in Doe I?

How did the court suggest that the agency modify the NSL procedures used in Doe I to make the procedure constitutional?

Did the court still allow the government to require Doe to keep silent about the NSL?

Was Doe’s lawyer allowed to see all evidence presented to the court?

Do many people fight NSLs?

Are they used frequently?

Is an NSL self-enforcing in all situations?

When might a party need to comply without waiting for a court order?

If you are in an industry where you have to comply, what can you do to contest the NSL?

Chapter 21 - Screening for Security

History

What were the Black September hijackings in 1970?

What lesson did not we not learn from those hijacking that made 9/11 possible?

Cabin doors?

Policy on resisting hijackers?

9/11

Why did they hold the checked baggage of the suspects on 9/11?

What false assumption was that based on?

What did the hijackers use for ID?

Where did they likely get the idea of using airplanes as weapons?

Airport Searches

What is the adlaw rationale for passenger searches from the Davis case?

How could a person opt out the search?

How did this make it a consent issue?

U.S. v. Aukai, 497 F.3d 955 (9th Cir.(Hawai'i) Aug 10, 2007)

Does away with the consent theory in Davies - once you are in the line, you cannot opt out

Is the consent now entering the airport?

MacWade v. Kelly, 460 F.3d 260 (2d Cir. 2006)

Have subways been the targets of terrorist bombers?

Why are they such attractive targets?

Why not do airport level searches?

The Search

What are they searching?

Do they search everyone?

How do they pick people to search?

Why?

Do you really believe it?

What do you think the police are going to do if someone walks away?

Does the search really intend to find implements of destruction?

What is the real purpose?

The Checkpoints

Where are the checkpoints located?

What are people told as the enter the subway?

Do they check ID?

Do they read what you have?

Do the guards go through your stuff themselves?

How can folks avoid the search?

Can you avoid the search and ride?

The Special Needs Exception

First, as a threshold matter, the search must “serve as [its] immediate purpose an objective distinct from the ordinary evidence gathering associated with crime investigation.”

Is this an administrative search under a different name or an exception such as the plain view test?

How does the result affect the admission of criminal evidence, or would it?

The Balancing Test

(1) the weight and immediacy of the government interest

(2) “the nature of the privacy interest allegedly compromised by” the search; 

(3) “the character of the intrusion imposed” by the search; and 

(4) the efficacy of the search in advancing the government interest.

Privacy Expectations

Does the special needs test depend on a reduced expectation of privacy?

What is the role of reduced expectation of privacy in regulated industry cases?

Is it a part of the general area warrant case, i.e. for rat inspections?

Could you say in the alternative that an airline passenger has a reduced expectation of privacy?

The Special Need

What is the search targeting?

Based on this court's analysis, what if they find a stash of cocaine?

Could they seize it?

Could they prosecute based on finding it?

Does there have to be a threatened attack?

Must the state use the least intrusive means?

Judging Effectiveness

Where does effectiveness come into the legal analysis?

What are the problems with judging effectiveness?

What issues do the plaintiff's raise, i.e., why do warning matter to their argument?

What would be the irony in finding the program ineffective because it is narrowly targeted?

Who does the court defer to?

The Ruling

What did the court find?

How far could we go with screening on mass transit?

How could we reduce the expectation of privacy?

How would this change the nature of the legal inquiry?

What do you think we would do if there were a couple of subway bombings in the US?

Government Building Entry

What about searches of persons entering government buildings?

Are these allowed?

How intrusive can they be?

What about the new low power scattering x-ray that can see through your clothes?

Gilmore v. Gonzales, 435 F.3d 1125 (CIR 9 2006)

Is a request for an ID a 4th Amendment search?

Even if it is, is an airline bound by the 4th Amendment?

Would there be a different result if you are arrested for not showing an ID?

What is your alternative if you do not want to comply?

Why doesn't this violate the constitutional right to travel?

Why does the court say this is not a penalty?

Proving Who is Who

A primary problem with watch lists is that there are usually many people with each name on the list, sometimes hundreds.

What information do you need to make the list specific to an individual?

How secure are current ids such as driver licenses?

National ID Cards - Your Papers Please

What are the issues with national ID cards?

Why have they been resisted by both the right and the left?

What info would they need to be really secure?

Would you have to carry the ID at all times?

Who could ask you for it?

What does the Real ID Act require?

Security features that must be incorporated into each card 

Verification of information provided by applicants to establish their identity and lawful status in the United States 

Physical security standards for locations where licenses and identification cards are issued. 

These standards must be met to allow the card holder to board planes, enter federal buildings and nuclear power plants.

Was to be by December 31, 2009 - do you have one?

Practical Problems

How much do you trust the states to really verify the underlying info?

If electronic access is provided to all states, how long before it is on the internet?

What are the implications of public access to the information?

Checking Your Papers

Could you be stopped without specific suspicion and asked for your ID?

Hiibel v. Sixth Judicial Dist. Court Of Nev., 542 U.S. 177 (2004) - Terry stop

Tag scanners in public places

What about making your ID remotely readable like tags on shipping crates?

What issues would you worry about with remote reading tags?

How could it reduce racial profiling in one scholar's view?

Government Watch Lists

Do the courts award damages for persons who are wrongly detained?

What if you miss your flight?

Does the airline refund your ticket or rebook you?

What is the United States Supreme Court's "stigma plus" test?

What did the perverts are US (internet sites with sex offenders, like frat boys who mooned someone) cases tell us about the nature of the plus?

Does there have to be a procedure for getting off the list?

Private Use of Watch Lists

The government shares watch lists with private businesses.

What is the error rate on watch lists?

What happens when the private business denies you a loan because of the watch list?

Do they have to tell you?

Since the feds do not give them info about the background of the listed persons, is there any way you can prove you are not targeted person

How about when you are turned down for job?

Profiling

What is profiling?

Is this profiling?

In conducting activities in connection with a specific investigation, Federal law enforcement officers may consider race and ethnicity only to the extent that there is trustworthy information, relevant to the locality or time frame, that links persons of a particular race or ethnicity to an identified criminal incident, scheme, or organization. This standard applies even where the use of race or ethnicity might otherwise be lawful.

Epidemiology of Crime

What if a racial or ethnic group is associated with higher levels of crime in an area - should profiling data be based on their prevalence in the population or their prevalence in prison?

What if there is specific risk information for a given time and place?

Did we detain non-citizen Muslin men after 9/11?

Was this an appropriate risk-based detention?

The Problems with Profiling

Why are we worried about racial profiling?

Religious profiling?

What were the characteristics of all of the al Qaeda terrorists in 9/11?

What does randomly searching Granny at the airport do for the public's perception of the effectiveness of TSA random screening?

Illegal Aliens

Can you profile based on folks being illegal aliens?

Is it a profile at all if they are illegal?

Do illegal aliens have any claims for profiling or other directed law enforcement, since they are guilty of breaking immigration laws?

Can you attack cases against illegal aliens based on discrimination?

When can you screen at a checkpoint based on race?

Behavioral Profiling

What is behavioral profiling?

How can it be a mask for racial or ethnic profiling?

Why is the flight attendant talking to passengers as they enter the plane?

What about the uneducated poor or persons who are not accustomed to flying?

What does Israel do?

Would that be tolerated in the US?

Tabbaa v. Chertoff, 509 F.3d 89 (2nd Cir. 2007)

Are plaintiffs US citizens?

Why was CBP concerned about the Reviving the Islamic Spirit Conference (“RIS Conference”)?

Where was the conference held?

Where were plaintiffs detained?

What was done to them?

Was this based on their religious beliefs?

The Border

What is the constitutional basis for different rules at the border?

What is the practical reason?

What does the court tell us about the reasonable expectations of any person, including US citizens, returning to the US?

What about your computer?

How does this trump the right of association?

What is the balancing test?

Why was this considered a minor intrusion?

The Limits

Are there limits to what can be done at the border?

What examples did the court give of more extreme measures?

Is the court saying they cannot be done, or that you need a warrant to do them?

What could have been done to them if they had not been US citizens but were only on residence visas?
Farag v. United States, 587 F. Supp. 2d 436 (2008)
What happened to these guys when they got off the plane?

Was this a Terry stop, or an arrest?

What do you need to justify an arrest?

What actions did the government claim provided probable cause for this arrest?

Taken individually, were any of these threatening?

Taken together, but knowing nothing about the individuals, are these actions threatening?

What was it about their personal characterizes that made the government believe these actions were threatening?
What was their nationality?
Was they both aliens?

Rajah v. Mukasey, 544 F.3d 427 (2nd Cir. Sep 24, 2008)
In this case, young men who were deportable aliens from selected Islamic countries were called in and put on the fast track to deportation.

This was challenged on equal protection.

What was the result and how did the government want to use it in this case?

How did the court distinguish this case?

When did the court say that racial or ethnic information could be used on its own for law enforcement?

Did this case fit the allowable limits?

Why do we not want to allow law enforcement to use racial/ethnic information for law enforcement?

What are the arguments for using it for national security purposes?
